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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
61. 147. 247. 161 Chi na 147.237.76. 199 e.nakchal .idf.il |JLM Under _Attack _Con_Tcp drop 2
198. 44. 110. 15 Lhited Sates 147.237.76. 31 nakchal .idf.il B ack List dr op 1
37.48. 106. 69 Net her | ands 147.237.76. 31 nakchal .idf.il B ack List drop 1
198. 44.110. 15 Lhited Sates 147.237.76. 197 e hinush.idf.il B ack List drop 1
37.48. 106. 69 Net her | ands 147. 237. 76. 86 navy.idf.il B ack Li st drop 1
198. 44. 110. 25 Lhited Sates 147.237.76. 31 nakchal .idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address tacker Qountry Target Address |Site Devi ce Action |Oount |
177.185.194. 45 |Razil 147. 237.76. 42 refuah.idf.il [6134: HITP. SQ Injection Variable Declaration Bvasion Bl ock 12
23.91.70.43 Lhited Sates 147.237.0. 34 tikshuv.idf.il|6134: HITP. SQ Injection Variabl e Declaration Evasi on B ock 12
195. 8. 208. 130 Net her | ands 147.237.77.216 |dover.idf.il |5670: HTTP. SQ Injection (SELECT) B ock 6
81.177.24. 40 Russian Federation |[147.237.77.74 lawidf.il 5670: HITP. SQ Injection (SELECT) Bl ock 6
187. 61. 50. 197 Brazil 147. 237.76. 42 refuah.idf.il |3808: HTTP. SQ Injection Variabl e Declarati on Evasion B ock 6
23.91.70.43 Lhited Sates 147.237.0. 34 tikshuv.idf.il|5670: HITP. SQ Injection (SALECT) B ock 6
158. 85. 253. 245 [Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) Bl ock 6
187. 61. 50. 197 Brazil 147.237.76. 42 refuah.idf.il [5670: HITP. SQ Injection (SELECT) Bl ock 6
177.185.194. 45 |Razil 147.237.76. 42 refuah.idf.il [3808: HITP. SQ Injection Variabl e Declarati on Bvasi on B ock 6
187. 61. 50. 197 Brazil 147. 237.76. 42 refuah.idf.il [6134: HITP. SQ Injection Variable Declaration Bvasion Bl ock 6
50.77. 136. 81 Lhited Sates 147.237.72.166 |aka.idf.il 5670 HTTP. SQ Injection (SALECT) Bl ock 6
177.185.194. 45 |Razil 147.237.76. 42 refuah.idf.il |5670: HTTP. SQ Injection (SELECT) B ock 6
64.34.186.9 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) Bl ock 2
192. 99. 167. 90 Canada 147.237.77. 74 lawidf.il 5670 HTTP. SQ Injection (SALECT) Bl ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
187.61.50.197 [147.237.76.42 |Brazil refuah.idf.il A Injection - Select From 53
177.185. 194. 45 (147.237.76.42 |Bazil refuah.idf.il SQ Injection - Select Fom 26
23.91.70. 43 147.237.0.34 |nited Sates  |tikshuv.idf.il S Injection - Select Fom 20
158. 85. 253. 245 (147.237.77.74 |Wited Sates  [lawidf.il SQ Injection - Select From 14
50. 77. 136. 81 147.237.72. 166 |Wited Sates  |aka.idf.il SQ Injection - Select Fom 8
81.177.24.40  |147.237.77.74 gjzg'ion lawidf.il SQ Injection - Select From 8
195. 8.208. 130 [147.237. 77. 216 |Net her | ands dover.idf.il SQ Injection - Select From 8
212.86.219. 134 |147.237.77. 176 |Ger many nat pash. i df .| Tehila - Perl LW wth fake user agent 2
180. 97. 215. 132 |147. 237. 76. 147 |Chi na chi nuch. aka.i df . i1 ET SCAN Potential SSH Scan 1
42.114.202.150 [147.237.0.33 [MVietnam idf.il ET SCAN Potential SSH Scan 1
45, 63. 28. 189 147.237.0.33 |Wnited Sates  |idf.il ET SCAN NMAP -sS wi ndow 1024 1
180. 97. 215. 132 |147. 237.76. 34 [Chi na yohal an.idf il ET SCAN Potential SSH Scan 1
45. 63. 28. 189 147.237.0.15 [lhited Sates  |kosher-kravi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
180. 97. 215. 132 |147.237.0.200 |Chi na mu.idf il ET SCAN Potential SSH Scan 1
42.114.202. 150 |147.237.77.178|M et nam e. nat pash. i df . i1 ET SCAN Potential SSH Scan 1
42.114.202. 150 |147.237.76. 200 [M et nam eitan. aka. idf.il ET SCAN Potential SSH Scan 1
163.172.129. 15 |147.237. 77. 243 |Uni ted Ki ngdom|nobile.idf.il ET SCAN NVAP -sS w ndow 1024 1
42.114. 202. 150 |(147.237.76. 197 |M et nam e. hinush. i df .il ET SCAN Potential SSH Scan 1
212.144.3.207 |147.237.76.42 |Ger many refuah.idf.il ET SCAN Potential SSH Scan 1
42.114. 202. 150 [147.237.72.14 |V etnam dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
113.143.46.32 |147.237.0.34 |China tikshuv.idf.il ET SOAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
42.114.202.150 |147.237.8.28 [V etnam e.mobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147.237.72.14 |lLnited Sates dover.idf.il (ol d) ET DRCP Dshi el d B ock Li sted Source 1
42.114.202.150 |(147.237.0.35 |V et nam akaws. i df i ET SCAN Potential SSH Scan 1
46.172.91. 20 147. 237. 77. 227 |krai ne e hanaz.idf.il ET SO Behavi oral Lhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
180. 97. 215. 132 |147.237.76.86 |Chi na navy.idf.il ET SCAN Potential SSH Scan 1
40.121.139.43 |147.237.76.30 [lhited Sates  |hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
45. 63. 28. 189 147.237.0.17 |Wited Sates  |mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
180. 97. 215. 132 |147. 237. 72. 167 |Chi na i shurimaka.idf.il ET SCAN Potential SSH Scan 1
42.114.202. 150 |147.237.77.227 |M et nam e hamaz.idf.il ET SCAN Potential SSH Scan 1
180. 97. 215. 132 |147.237.0.15 |China kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
42.114.202. 150 |147.237.76. 201 [M et nam e.atal.idf.il ET SCAN Potential SSH Scan 1
173.77. 240. 227 (147.237.0.35 |thited Sates  |akaws.idf.il ET SO Behavi oral Lhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
42.114.202. 150 |147.237.76. 198 |M et nam e.yohal an.idf.il ET SCAN Potential SSH Scan 1
163.172.129. 15 |147.237. 76. 200 |Uhi ted Ki ngdom|eitan. aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
42.114.202.150 |147.237.76. 147 |M et nam chi nuch. aka. i df .i ET SCAN Potential SSH Scan 1
212.144.3.207 |147.237.0.19 |Ger many nadi matal .idf.il ET SCAN Potential SSH Scan 1
113. 240. 250. 154|147. 237. 77. 227 [Chi na e. hamaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
42.114.202.150 |147.237.8.50 [V etnam e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
201. 114. 60. 162 |147.237. 72. 156 [Mexi co aman. i df . il ET SCAN NMAP -sS wi ndow 4096 1
42.114.202.150 |(147.237.8.14 |Metnam e.orchot.idf.il ET SCAN Potential SSH Scan 1
46.172.91. 21 147.237.76.30 |lkraine hi mush. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qountry ‘Target Address |Ste Signature Acti on ‘Count
Sreamng Engine: TCP Invalid i i sSi
5.102.254.50 |l srael 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. g 36
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.7.24  |israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion drop 12
Ret r ansn ssi on Packet dropped.
46.19.85.149 [israel 147.237.77. 176 |natpash.idf .il |Bad TCP sequence Invalid ACK nunber noni t or 10
Sreanming Engine: TCP Invalid i i ssi
81. 218. 226. 208 I srael 147. 237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion. g 10
Ret ransnm ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
2.55.54.222  |Israel 147.237.77. 243 |moti e ior i1 |27 €M NG Engine: TP Invalid - finvalid segnent retransnission. |, o 9
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.55.159.162 |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion. g 9
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
185. 32. 179. 152 |I srael 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. drop 9
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
46.19.85.221 |israel 147.237.77. 243 |nubi le.i o . i1 9 =g Invalid segnent retransmssion. g 9
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
37.26.146.162 |Israel 147.237.77. 243 |nobi l e. i df . 9 =g Invalid segnent retransmssion. g 9
Ret ransm ssi on Packet dropped.
46.19.86.165 |Israel 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber aert 7
46.19.86.165  [Israel 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 7
212.143. 142. 56 || srael 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 7
46.19.85.149  |[Israel 147.237.77.176 |matpash.idf.il |[Bad TCP sequence I'nval i d ACK nunber alert 6
Sreaming Engine: TGP Invalid i i ssi
2.52.66.78 I srael 147.237.77. 243 |nobi l e i df .i1 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
46.19.85.20  [Israel 147. 237.77. 243 |mobi le. i f . i 9 =g Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
185. 32. 179. 207 |I srael 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 253. 210. 93 |I srael 147. 237.77. 243 |mobi le. i f . i 9 =g Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
176. 13. 21. 169 |l srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SYN drop 5
Sreamng Engine: TCP Invalid i i sSi
65.55. 210. 164 |lhited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. drop 4
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
68. 131. 64. 241 |United Sates 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion drop 4
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
2.53.8,76 I'srael 147.237.77. 243 |nobi l e, i df .1 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.55.40.119  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion drop 3
Ret r ansn ssi on Packet dropped.
141. 226. 218. 91 |I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 2
41.82.38.118  [Senegal 147.237.77. 216 |dover.idf i1 [Header Rej ection :‘g?dit'e‘ ection pattern found i fooivor 2
185.88.25.69 |irag 147.237.77.205 |prishaidf.il  |Bad TOP sequence S retransnit wrth different dert 2
w ndow scal e
2.53.169.156 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invali d sequence nunier noni t or 2
. e SWNretransmit wth different .
185.88.25.69 |[lrag 147.237.77.205|prishaidf.il |Bad TCP sequence i ndow scal e noni t or 2
2.53.169.156 |[Israel 147.237.72. 166 |aka i df .i | SYN Att ack SYN - > SYN-ACK -> Ti meout alert 2
67.58. 15. 97 Lhited Sates 147.237.77. 227 |e.hanaz.i df .il |Geo-1 ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 2
79.181. 100. 150 |l srael 147. 237. 72. 166 |aka. i df . il SYN At tack SYN -> SYN-ACK -> RST noni t or 2
2.53.169.156 |[Israel 147.237.72. 166 |aka i df .i | SYN Att ack SYN - > SYN-ACK -> Ti meout noni t or 2
176.13.224.53 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2
109. 253. 195. 78 [l srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SN drop 2
2.53.169.156 |[lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 2
2.53.169.156 [l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2
141.212.122.91 |Lhited Sates 147.237.76. 201 |e.atal .idf.il Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf orcenent |drop 1
139. 162. 37. 147 |Lhited Sates 147.237.77. 170 |nmarachot . i of . i ||SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
46.19.85.136  [Israel 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber noni t or 1
103.5.126. 158 |Canbodi a 147.237.76.31 |nakchal.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout noni t or 1
185. 3.147. 215 |Israel 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
77.237.138. 202 [Czech Republic  |147.237.77.234 |hal ag.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
46. 19. 86. 16 I srael 147.237.76.31 |nakchal.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122.86 |Lhited Sates 147.237.77.212|e.dover.idf.il |Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |drop 1
109. 253. 217. 75 |l srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 1
84.108. 67. 228 |[lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
66. 102. 9. 145 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1
141.212.122. 92 |Lhited Sates 147.237.76.201|e.atal .idf.il |Geo-1 ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 1
139. 162. 37. 147 |lLhited S ates 147.237.77.212e.dover.idf.il |Geo-1 ocati on enf or cenent Geo-1 ocation i nbound enf or cenent |drop 1
Iran, Islamc . .
185. 4. 3. 85 Republ i ¢ of 147.237.76.34 |yohalan.idf.il |[drop drop 1
103.5.126. 158 |Canbodi a 147.237.76.34 |yohalan.idf.il |drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
5.102. 254. 50 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 9
81.218. 226. 208 |l srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Code B ock 3
66.249.66. 177 [Israel 147.237.77.216|dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 66. 177 B ock 3
185. 32.179. 152 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
46. 19. 85. 221 I srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Code B ock 3
2.55. 159. 162 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 3
176.13.7.24 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 2
37.26.146.162 |Israel 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Code B ock 2
46.19. 85. 20 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 2
2.55.54, 222 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 2
109. 253. 210. 93 |l srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Code B ock 2
66.249.75.12  [israel 147.237.76.42 |refuah. i df .i| e o L uah aspx B ock 1
46.19. 85. 237 I srael 147.237.77. 216 |dover.i df . i | Mal formed URL B ock 1
2.52.66.78 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
104.214.116. 67 |United Sates  |147.237.72. 166 |aka. i df . | | thaut hori zed et hod HEAD for Bl ock 1

wwn aka. i df . i |/ nai n/ gi yus/ general . aspx

. . D stributed Uhaut hori zed URL Access on
66.249.66.180 |[lIsrael 147.237.77.216|dover. i df . i | v df i 1/ at al 1/ zkor / vi ew i g, asp B ock 1

wwy. chamat z. aka. i df i i WR
66.249.76.41  |israel 147.237.77. 226 | Distributed Whaut hori zed LR Access on B ock 1
il wan chanat z. aka. i df . i 1/404. aspx

Unknown HTTP Request Met hod

46. 19. 85. 237 I srael 147.237.77.216|dover. i df . i | nl d=uuawzkBSabst | smspsuzf ¢ i n LR B ock 1

2.55. 40. 119 I srael 147.237.77.243|nobi l e. i df . i | O stribut ed Suspicious Response Gode B ock 1

109. 253. 205. 237|I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
. . Uhaut hori zed URL Access to

66.249.66.180 |[lIsrael 147.237.77. 216 |dover. i df . i | voww i df i 1/at al 1/ zkor/ print_bot t om asp B ock 1

185. 32.179. 152 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 1

68.180.231.57 |lWnited Sates  |147.237.77.216|dover. i df.i | Paraneter Type Mol ation PageNumin Bl ock 1

waw i df . i1/1133-he/ dover . aspx

46.19.86.144  |Israel 147.237.72. 166 |aka. i df . i | thauthori zed URL Access to wun aka. i df.il/buetiful B ock 1
assnai n/ gi yus/ gener al . aspx

Unaut hori zed URL Access to

66.249.66.180 |[lIsrael 147.237.77.216|dover. i df . i | v i df i |/ at al 1/ zkor / vi ew i g, asp B ock 1
185. 32. 179. 207 |l srael 147.237.77.243|nobi l e. i df . i | O stributed Suspici ous Response Gode B ock 1
77.237.138.202 |Czech Republic |147.237.77.234|hal ag.idf.il Lhaut hori zed URL Access to / B ock 1
66. 249. 66. 166 |l srael 147.237.77. 216 |dover . i df . i | Wnaut hori zed URL Access to Bl ock 1

wan i df i | /. wel | -known/ asset | i nks. j son

wwv, chamat z. aka. i df

157.55.39.234 |lhited Sates 147.237.77. 226 i Uhaut hori zed URL Access to waw chamat z. aka. i df .i1/404. aspx |B ock 1
. . D stributed Unaut hori zed LRL Access on

66.249. 66. 183 [l srael 147.237.77.216|dover.idf .i | vow i df i 1/ at al 1/ zkor / vi ew i . asp Bl ock 1

46. 19. 85. 237 | srael 147.237.77.216|dover. i df . i | Abnormal |y Long Request net hod Bl ock 1

217. 69, 133. 225 stls;;”ion 147.237.72. 166 |aka. i df . i | Unknown Paraneter fb709480 in aka. i df .il/gi yus/ None 1
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