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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address | site |Signature  |Device Action  |Count |
198. 44. 110. 25 Lhited Sates 147.237.76. 197 e. hinush.idf.il B ack Li st drop 1
93. 158. 215. 26 Net her | ands 147.237. 76. 148 ggcenter.aka.idf.il B ack List dr op 1
198. 44. 110. 15 Lhited Sates 147.237. 76. 148 gocenter.aka.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnature Devi ce Action |Oount |
209.15.196.171 |Canada 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 7
184. 168. 46. 74 Lhited Sates 147.237.72.166 |aka.idf.il 5670. HTTP. SQ Injection (SELECT) B ock 6
192. 99. 167. 90 Canada 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
23.91.70. 43 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
64.34.186.9 Lhited Sates 147.237.77.74 lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 6
23.91.70.43 Lhited Sates 147.237.77.74 lawidf.il 6134: HITP. SQ Injection Variable Decl aration Evasion Bl ock 6
209.15.196.171 |Canada 147.237.77.74 lawidf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasi on Bl ock 5
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per it 2
52.1.90. 117 Lhited Sates 147.237.72.156 |aman.idf.il 13840: TLS (penSSL Heartbeat Packet Bl ock 1
52.1.90.117 Lhited Sates 147.237.72.166 |aka.idf.il 13840: TLS. QpenSSL Heartbeat Packet B ock 1
52.1.90. 117 Lhited Sates 147.237.77.243 |nobile.idf.il |13840: TLS QenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count
209. 15. 196. 171 147.237.77. 74 Canada lawidf.il S Injection - Select From 14
23.91.70.43 147.237.77. 74 Whited Sates lawidf.il SQ Injection - Select From 14
184. 168. 46. 74 147.237.72. 166 Wited Sates aka.idf.il S Injection - Select A om 8
64.34.186.9 147.237.77. 74 Lhited Sates lawidf.il S Injection - Select From 8
192. 99. 167. 90 147.237.77. 74 Canada lawidf.il SQ Injection - Select From 8
50. 77. 136. 81 147.237.72. 166 Wited Sates aka.idf.il S Injection - Select A om 6
158. 85. 253. 245 147.237.77. 74 Lhited Sates lawidf.il S Injection - Select From 2
108. 168. 178. 253 147.237.0. 35 Lhited Sates akavs. i df .i | ET SCAN Potential SSH Scan 1
89.216. 119. 94 147. 237.76. 176 test.ncore.idf.il ET SCAN NVAP -sS wi ndow 3072 1
66. 249. 66. 131 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 1
46.172.91.21 147.237.77. 179 kr ai ne e.mazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 161. 40. 17 147. 237.77. 61 Russi an Federation e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
40.121. 139. 43 147. 237. 76. 197 Lhited Sates e. hinush. i df .i ET SCAN NMAP -sS wi ndow 1024 1
108. 168. 178. 253 147.237.76. 44 Wited Sates e.refuah. idf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147. 237.76. 177 Net her | ands ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
108. 168. 178. 253 147. 237.76. 30 Lhited Sates hi nush. i df . i 1 ET SCAN Potential SSH Scan 1
89.216. 119. 94 147. 237.76. 176 test.ncore.idf.il ET SCAN NVAP -sS w ndow 4096 1
85. 214. 64. 13 147.237.77. 212 Ger many e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.172.91.21 147. 237.77. 233 Ukrai ne atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.172.91.21 147.237.77. 178 kr ai ne e. mat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
46.97.58.78 147. 237.72. 217 Romani a eidf.il ET SCAN NMAP -sS wi ndow 1024 1
108. 168. 178. 253 147. 237.76. 38 Lhited Sates eeneitav.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaming Engine: TCP Invalid

Inval i d segnent retransnission.

109. 253. 144. 83 |l srael 147.237.77. 243 |nobi | e.i df .i | S dro 33
Ret ransni ssi on Packet dropped. P
213.8.204.72 I srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 15
Sreaning Engine: TGP Invalid i i Ssi
46.19.85.221  |Israel 147.237.77. 243 |nobi L e. i of .| g =g nvalid segnent retransnssion. drop 15
Ret ransm ssi on Packet dropped.
46. 19. 86. 36 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber noni t or 13
Sreaning Engine: TGP Invalid i i ssi
109. 253. 147. 149|1 srael 147. 237.77. 243 |nobile. i f . | 9 =9 Invalid segment retransmssion. drop 9
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
37.26.146.162 | srael 147. 237.77. 243 |mwbi l e. i f .1 9 =9 Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.86.159  |Israel 147.237.77. 243 |nobi le.i df .i1 9 =9 Invalid segment retransmssion. drop 9
Ret ransm ssi on Packet dropped.
176. 13. 21. 169 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 8
46. 19. 86. 165 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval id ACK nunber noni t or 7
46. 19. 86. 241 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 7
46.19. 86. 165 I srael 147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber alert 7
46.120.53.251 |[Israel 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST nmoni t or 6
46. 19. 86. 36 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning BEngine: TCP Invalid i i ssi
109. 253. 142. 1001 sr ael 147. 237.77. 243 |mwbi le. i f .1 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46. 19. 85. 20 I'sr ael 147. 237.77. 243 |nobi l e.i df .i1 9 =9 Invalid segment retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
46.19. 86. 55 I'srael 147. 237.77. 243 |mwbi le. i f .1 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 210. 93 I srael 147. 237.77. 243 |nobile. i f . | 9 =9 Invalid segment retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
37.26.149.191 | srael 147. 237.77. 243 |mwbi l e, i f . 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
82.166. 244. 220 |Israel 147. 237.77. 243 |nobile. i f . | 9 =9 Invalid segment retransmssion. drop 6
Ret ransm ssi on Packet dropped.
. . SYNPAXK retransnmit with different .
213.8.204.72 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Vi ndow scal e noni t or 6
217.55.244.22 |Egypt 147. 237. 77. 216 [dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 5
87.68. 42. 152 I srael 147.237.76.86 |navy.idf.il SYN At ack SYN -> SYN-ACK -> RST moni t or 5
46. 19. 85. 36 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d sequence nunber noni t or 4
46.19. 85. 36 I srael 147. 237.72. 166 |aka.i df . i SYN At t ack SYN -> SYN-ACK -> Ti neout alert 4
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4
46. 19. 85. 36 I srael 147.237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout moni t or 4
Sreaning Engine: TGP Invalid i i ssi
68.131.64.241 |lnited Sates |147.237.76. 200 |ei tan. aka. i df . il 9 =9 Invalid segment retransmssion. drop 4
Ret ransm ssi on Packet dropped.
213.8.204.72 | srael 147.237.72. 156 |anan. i df .il dr op First packet isn't SN drop 4
46. 19. 85. 36 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 4
46. 19. 85. 36 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 36 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 3
o SYNHAXK retransmit with different .
46. 19. 85. 36 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence vi ndow scal noni t or 3
5.102.253.201 |lsrael 147.237.77. 243 |mobi le.idf . il SYN Attack moni t or
37.26.149.228 |lsrael 147.237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST moni t or
67.58. 15. 97 Lhited Sates [147.237.77.227 |e. hanaz. i df .i | Geo-1 ocati on enf or cement Geo-| ocati on i nbound enf or cenent |drop
176.13.17.155  [Israel 147. 237.72. 166 |aka i .| Bad TCP sequence SINAK retransmt with different foonior 2
w ndow scal e
5.29.249.15 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or 2
68.142.232.17 |lhited Sates |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
89.138.176. 116 |lIsrael 147.237.72. 166 |aka.i df . i1 SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 2
185.32.179.58 |Israel 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST moni t or 2
176.13.17.155 |Israel 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST alert 1
141.212.122.86 |lhited Sates |147.237. 76. 148 [gocenter. aka. i df . i ldr op drop 1
52.198.122.46 [Japan 147.237.77.178 |e.matpash.idf.il |Geo-| ocati on enf or cenment Geo-| ocati on i nbound enf or cenent |drop 1
188. 120. 148. 148|l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 1
2.53.175. 44 I srael 147.237.77. 216 [dover.i df .i | SYN At ack SYN -> SYN-ACK -> RST noni t or 1
176.13.17.155 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 1
46. 19. 85. 136 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122.80 |lhited Sates [147.237.8.14 |e.orchot.idf.il Geo-| ocati on enf or cenment Geo- | ocation i nbound enf or cenent |dr op 1
85.65.171.191 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 1
5.102.253.201 |lsrael 147.237.77. 243 |nobi | e.i df .i | drop First packet isn't SYN drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count
109. 253. 144. 83 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 8
46. 19. 85. 221 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 4
109. 253. 147. 149]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80. 246. 137. 154 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.146.162 |Israel 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 2
82. 166. 244. 220 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
75.127. 60. 26 Lhited Sates 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unhaut horized URL Access from 75. 127. 60. 26 B ock 2
66. 249. 66. 177 |l srael 147.237.77.216|dover.idf . il Ml tiple Unhauthorized URL Access from 66. 249. 66. 177 B ock 2
46.19. 86. 159 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
109. 253. 147. 149|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
109. 253. 210. 93 |l srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 2
46.19. 85. 20 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
12.11.109. 225 |lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for waw aka. i df.il/nain/sachar Bl ock 1
68.180.231.57 |[hited Sates 147.237.77. 216 |dover.idf . il Paraneter Type Mol ati on PageNumin wwyidf.il/1133-he/ dover.aspx |B ock 1
66. 249. 66. 166 [l srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to v idf.il/.well-know assetlinks.json [B ock 1
157.55.39. 155 |Uhited Sates 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to waidf.il/watch Bl ock 1
66.249.76.79  |[israel 147.237.72.166 |aka. i df . i | ﬂ?“;g;’r'?;ef&% sf;e;sa;; {11 es/ 4/ 60984, pdf Bl ock 1
46. 19. 86. 55 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 1
31.154.81. 4 I srael 147.237.76.42 |refuah.idf.il PHP At t enpt B ock 1
176.13.17. 155 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
37.26.149.191 |[Israel 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 1
106. 38. 241. 106 |chi na 147.237.72. 166 |aka. i df . i | gﬁgﬁ_i;ﬁgﬁgmmd violation None 1
66.249.76.81  |Israel 147.237.72. 166 |aka. i df . i | ﬁ?”;ggr;2656ﬁl gfscfsfa;; i1 es/ 4/ 70124, doc B ock 1
31.154.81. 4 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to wwurefua. atal.idf.il/xmrpc. php B ock 1
75.127.60.26  |nited Sates  |147.237.77.176 |mat pash. i df il |Shauthorized URL Access to B ock 1

v cogat . i df . il /sip storage/fil es/ 9/ 4629. | pg

66. 249. 66. 183  |Israel 147.237.77. 216 |dover. i df . i | Distributed thaut horized LRL Access on B ock 1
viw i df i | /atal 1/i zkor/ vi ew i ngt op. asp

. . . Uhaut hori zed URL Access to
207.46.13.106 |lLhited Sates 147.237.77.216|dover.idf .il v i dff i1/t enpl at es/ arti ol e/ ylcebown67a B ock 1

Unhaut hori zed Met hod HEAD f or

46.4.74. 42 Ger many 147.237.72. 166 [aka. i df . i | ww aka. i o i1/ br ot her s/ ski ral def aul t. asp Bl ock 1
109. 64. 4. 91 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i|/mai n/ hone/ ul t. aspx B ock 1
2.53.60.115 |Israel 147.237.77. 234 |hal ag. i df . i | thaut hori zed URL Access to Bl ock 1

147.237. 77. 234/ i nages/ shared/ bul | et 1. gi f

' : : - [Unaut hori zed Met hod HEAD for
68.131.64.241 |lhited Sates 147.237.76. 200 ei tan. aka. idf . i 1| 5 & 11 1094- 8149 en i t an. aspx None 1

Unhaut hori zed Met hod PCST for

66.102.9.8 Lhited Sates 147.237.72. 166 |aka. i df . i | A S . Bl ock 1
wan aka. i df . i |/ nai n/ gi yus/ si t enap. aspx
31.154.81. 4 | sr ael 147.237.77.234|hal ag.i df . i | PHP At enpt B ock
79.177.172.128 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/mai n/sachr/ B ock
. . Uhaut hori zed URL Access to
66. 249. 75. 4 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8859- he/ r ef uah. aspx Bl ock 1
217. 69. 133. 225 RJSf;:I”ion 147.237.72. 166 |aka. i df . i | Unknown Paraneter fb709480 in aka.idf.il/giyus/ None 1
. . Uhaut hori zed URL Access to
2.53.173.24 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31 si p, st or age/ f | es/ 8/ 1668. doc Bl ock 1
109. 253. 142. 100|l srael 147.237.77.243|nobi [ e.i df . i | Distributed Suspici ous Response Code B ock 1
68. 180. 228. 238 |[Lnited Sates 147.237.77.233|atal .idf . il D stributed Wauthori zed URL Access on 147. 237.77. 233/ robots. txt [Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 43 I srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st orage/ | es/ 6/ 67706. pf Bl ock 1
31.154.81. 4 I srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to vwwv | ogistics. atal.idf.il/xnrpc. php B ock 1
157. 55. 39. 104 Lhited Sates 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt Bl ock 1
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 76. 77 B ock 1
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