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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
84.108. 158. 177 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 13

198. 44. 110. 15 Lhited Sates 147.237.76. 44 e.refuah.idf.il |Back List drop 1

198. 44. 110. 25 Lhited Sates 147.237.76. 38 e.e.ngitav.idf.i|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount |
5.9.62. 130 Ger many 147.237.77.216 |dover. i df. i |Cl1000074: HITP. najestic bot Per nit 2
162.210. 196. 130 |lLhited Sates 147.237.77.216 |dover. i df.i|CL000074: HTTP. najestic bot Per mit 2
94.55.129. 10 Tur key 147.237.77.216 |dover. i df.i |CL000016: HTTP. admnistrator in UR Per nirt 1
94. 55. 129. 10 Tur key 147.237.77.216 |dover. i df . i |Cl000018: HTTP. access to administrator/index. php -> Quarantine Per nirt 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

79.182.59.140 |147.237.72.166 |l srael aka.idf.il ET SCAN NVAP -sA (2) 4
213.8.204.73 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
91. 201. 236. 155 |147.237. 76. 177 |krai ne ncore.idf.il ET SCAN NMAP -sS wi ndow 4096 1
85. 64.222.220 |147.237.72.166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
46.97.58. 78 147. 237. 76. 202 |Romani a e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
113. 240. 250. 154|147. 237. 76. 31 |Chi na nakchal . i df.il ET SCAN NMAP -sS wi ndow 1024 1
91.201. 236. 155 |[147.237.76. 177 |lkrai ne ncore.idf.il ET SCAN NVAP -sS wi ndow 3072 1
81.27.85.27 147.237.0. 17 LKJi"ir:;gom mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
66.249.76.117 |147.237.72.166 |thited Sates |[aka idf.il SERVER APAO_E Apac'he mod_ss|non- SSL connection to SS 1
port denial of service attenpt
46.97.58. 78 147, 237. 76. 201 |Romani a eatal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address ‘Ste ‘Signature Action ‘Count
5. 10. 231. 162 Irag 147.237.77. 121 |e.navy.idf.il |Geo-| ocati on enf or cenent Geo-l ocation i nbound enforcenent |drop 12
77.138.84.93  [France 147.237.76.42 |refuahidf.il [Bad TOP sequence Ssz;';e”ansm with different wndowl ooivor |12
66.249.76.29  |lited Sates |147.237.76.86 |navy.idf.il Streamng Engi ne: TGP Invalid Invalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
141. 226. 217. 132l srael 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 11
176.13.19.167 |l srael 147.237.72.166|akaidf.il  |Bad TCP sequence mﬁsg La”sm't wthdifferent | onitor |11
141.0. 14. 22 Eur ope 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 11
46. 19. 86. 236 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 8
109. 253. 220. 212|l srael 147.237.72. 166 |aka. i df.il drop First packet isn't SN drop 8
46.117.92. 247  |israel 147.237.77. 243 |t e.i o 11 |7 AM NG Engine: TP Invalid Inval i d segrent retransmssi on. drop 8
Ret r ansni ssi on Packet dropped.
46. 120. 69. 43 | srael 147.237. 72. 156 |aman.i df .i | drop First packet isn't SYN drop 8
176. 13. 19. 167 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 8
46. 19. 86. 236 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 8
5.102.202.141 |[lIsrael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or 7
176.13.19. 167 |l srael 147.237. 72. 166 |aka. i df .il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 7
85. 65. 188. 223 |l srael 147.237.72. 166 |aka.idf.i SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
46. 19. 86. 236 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 86. 226 | srael 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST noni t or 5
84.229. 60. 52 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
109. 253. 134. 18 |l srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout alert 5
109. 253. 134. 18 |l srael 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 5
2.55.166. 131 | srael 147.237.76.31 |nakchal .idf.il |SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 5
109. 253.134. 18 |I srael 147. 237.77. 216 |dover.if .i1  |Bad TCP sequence mﬁsg La”sm't wthdifferent | onitor s
176.13.19. 167 |Israel 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
85.65.188.223 I srael 147.237.72. 166 |aka.idf.il  [Bad TCP sequence mﬁsg ;ansm wehdifferent Joonitor |4
208.109.86.217 |lhited Sates [147.237.72.217|e.idf.il Geo- | ocati on enf or cenent Geo-l ocation i nbound enforcenent  |drop 4
79.180. 211. 136 |Israel 147, 237.76. 200 |ei tan. aka i of | .| @M NG Engine: TCP Invalid nval i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
66.249. 64. 148 |lnited Sates |147.237.76.86 |navy.idf.il Streanmng Engi ne: TCP Invalid Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
84.229. 60. 52 | srael 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop
109. 253. 220. 2121 srael 147. 237. 72. 166 |aka.i of .i SYN At t ack noni t or
66.249. 64.151 |lnited Sates |147.237.76.86 |navy.idf.il Streamng Engi ne: TGP Invalid Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
176. 13. 19. 167 | srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout alert 3
66.249.76.28  |Uited Sates |147.237.76.86 |navy.idf.il Streaning Engi ne: TCP Invalid Invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
77.138.132.19 |Fance 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
5. 22. 134. 207 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or
66.249. 64. 145 |lited Sates |147.237.76.86 |navy.idf.il Streamng Engi ne: TGP Invalid Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop
46. 120. 69. 43 I srael 147.237.72. 156 |aman.idf.il  |SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or
66.240.76.30  |Uited Sates |147.237.76.86 |navy.ich.il | CAMNG Bgine: TP Invalid Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
2.53.181.197  [israel 147.237.72.166|akaidf.il  |Bad TCP sequence mﬁsg La”sm't wthdifferent | onitor |3
85. 65. 155. 227 |l srael 147.237.72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST noni t or
46. 120. 69. 43 | srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
176. 13. 241. 31 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or
77.138.54.90  |France 147.237.72.166|aka idf.il  |Bad TOP sequence S e Lansmr wehdifferent  Jopnitor |2
109. 253. 134. 18 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 2
2.53.191. 203 I srael 147.237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 86. 107 | srael 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
37.26.146.132 [Israel 147.237.77. 243 |mbile.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 2
2.55.20.8 | srael 147.237.72. 166 |aka. i df . il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
176.13.19.167 |Israel 147.237.72. 166 |aka.idf . il SYN Attack noni t or 2
109. 253. 195. 243l srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 2
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|Top Attackers In V\AF|

Devi ce

At acker

Count ry Target Address |Site Sgnature Action ‘Count

2.55.51. 245 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 27
176. 13. 232. 201 |1 srael 147.237.77. 243 |nobi | e. i df . i | Eof)tijiel?li’td? i?:;gg /I{lﬁg\g;;:;\i\gf dogaramt o Qurrent Passuor d Bl ock 8
109. 253. 146. 83 I srael 147.237.77. 243|mobi L e i df i1 [T ?Mﬁ’?s\;ﬂaﬁieﬂ;ﬂgga‘gﬁs;wd n Bl ock 7
79. 179. 109. 240 [l srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized Method for Known URL from 79. 179. 109. 240 B ock 7
77.138.208.77 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df . il/mai n/ sachar/ popups/ Bl ock 5
94.55.129.10  [Turkey 147.237.77. 216 |dover.i df.i |l Mil tipl e Admin Bl ocking from 94.55.129. 10 B ock 4
94.55.129.10 [Turkey 147.237.77.216|dover . i df . i Mil ti pl e Unaut horized URL Access from 94.55. 129, 10 B ock 4
46.19.86.199 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 4
94.55.129.10  |Turkey 147.237.77.216|dover. i df . il PHP Attenpt B ock 4
81. 140. 21. 209 zi;;gom 147.237.72.166 |aka. i df . i | m;&:‘f;c_‘iﬁiﬁ‘f :f;;fﬁ; Method for Known LRL on Bl ock 2
77.138.97.164 |France 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None

109. 253. 202. 21 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock
79.180. 211. 136 |l sr ael 147. 237.76. 200 |ei tan. aka. i df . i | m”g]f;'nzzs aﬁf _Aicffts;éloat o5/ honepage! honepage. 2P Bl ock 2
77.138.87.96  |France 147.237.72. 166 |aka. i df . i | mu;?;rii gfdi I'\frtr;():/ gﬁ /fy(:hash2017ll obby. aspX Bl ock 2
66.249.76. 77 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
109. 66. 112. 162 | srael 147.237.72.166 |aka. i df . i | m”;kmgi ?Tﬂ?ﬁ;;/;;f]mﬁsfmm in None 1
66.102. 9. 24 Lhited Sates |147.237.72.166|aka.idf .il Lhaut hori zed Method PCST for aka.idf.il/mai n/ hone/ def aul t. aspx B ock
66.249.75. 4 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8892- he/ ref uah. aspx  |B ock
79.179.6.251 |l srael 147.237.72. 166 |aka. i df . i | mn;km:i? ?Ff;;rn/;\!hiﬁiﬁm@a;pi None 1
66. 249. 76. 108 |l srael 147.237.72. 166 [aka. i df . i | Uhknown Parangter docl in v aka.idf.il/chinuch/fag/ defaul t.asp None

66. 249. 66. 177 |l srael 147.237.77. 216 |dover.i df . il Ml tiple Unauthorized URL Access from 66. 249. 66. 177 Bl ock

81. 140. 21. 209 ?i;:gom 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCST for v aka.idf.il/main B ock 1
66.249.76.61 |lsrael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 66.249. 76. 61 Bl ock 1
46.4.74.42 Ger many 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for wwu aka. i df .il/brothers/skira/defaul t.asp |B ock 1
66.249. 76. 117 |l srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S Sessi ons: Protocol violation (SSL_GONN QLI ENT_HELLO None 1
66.249. 66. 177 |l srael 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to v idf.il/atal 1/izkor/ vi ew i ng. asp Bl ock 1
87.70.240.49 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
77.139.11.136 [France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCBT for wwwy aka. i df . il /mai n/ sachar B ock 1
66.249.76.61 |lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/.well-knowy assetlinks.json Bl ock 1
79. 179. 109. 240 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hor i zed Method HEAD for wan aka.idf.il/mai n/ sachar/ B ock 1
77.138.9.5 France 147.237.72. 166 |aka. i df . i | m“;:;rii dzfeloi' I'ﬁﬂ?ﬁgm/ ;;’Lashlsheel on. aspx Bl ock 1
66. 249. 66. 183 |l srael 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ngt op. asp Bl ock

91. 210. 146. 252 |krai ne 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/bl og/ B ock 1
77.139.102. 104 |France 147.237.72. 166 [aka. i df . i | Lhaut hori zed Method POST for aka.idf.il/giyus/ Bl ock 1
66.249.76.62 |Israel 147.237.72. 166 |aka. i df . i | 1 el ey anol o -1 6. 5506l t  on B ock 1
66.102.9.8 Lhited Sates |147.237.72.166|aka.idf .il Uhaut hori zed Method PCST for www aka. i df.il/main/giyus/ sit emap. aspx B ock 1
94.55.129.10 |Turkey 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to ww i df.il/administrator/index. php Bl ock 1

Unaut hori zed URL Access to
66.249.73.172 |[lsrael 147.237.77. 176 |mat pash. i df . i|  |waw cogat.idf.il/useful information/i dkoni mi pages/ 262 B ock 1
t rucks04102010. aspx

2.53.181.197 |Israel 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
94.55.129.10 |Turkey 147.237.77.216|dover.idf .l Adnin Bl ocki ng B ock 1
79.177.172. 128 |I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/main/sachr/ B ock 1

09-29-2016-00:04:05

to 09-29-2016-01:04:05




