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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
5.22.134. 165 | srael 147.237.77. 216 dover.idf.il |TQP handshake violation, first packet not syn drop 10
198. 44. 110. 25 Lhited Sates 147.237.76. 30 hinush.idf.il |Back List dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
174. 34.135. 242 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 223
174. 34. 135. 242 Lhited Sates 147.237.72. 166 aka.idf.il C1000074: HITP. maj estic bot Per nirt

174. 34. 135. 242 Lhited Sates 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot Permt 4

69. 30. 213. 202 Lhited Sates 147. 237.72. 166 aka.idf.il C1000074: HITP. naj estic bot Per nit
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

123.31.35.23  |147.237.77. 179 |M et nam e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
119.147.84.8  |147.237.77.227|Chi na e hamaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
84.109. 36. 223 [147.237. 77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
61. 147. 247. 161 |147. 237. 76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
61.147.247. 161 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
58.220.2.5 147. 237. 77. 234 |Chi na hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 129. 15 |147. 237. 77. 234 |Uni ted Ki ngdom |hal ag.i df . i1 ET SCAN NMAP -sS wi ndow 1024 1
46.97.58.78 147. 237. 76. 199 |Romani a e. nakchal .idf il ET SCAN NVAP -sS wi ndow 1024 1
123.31.35.23  [147.237. 77. 233 |M et nam atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
123.31.35.23  |147.237.77. 179 |M et nam e.nazi.idf.il ET SCAN Potential SSH Scan 1
123.31.35.23  |147.237.77.178|\ et nam e. nat pash. i df . i ET SCAN Potential SSH Scan 1
93. 172. 213. 165 (147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
61. 147. 247. 161 |147. 237. 76. 197 |hi na e. hinush. i df .i| ET SCAN Potential SSH Scan 1
61.147. 247. 161 |147. 237.76. 30 |Chi na hi nush. i df . i ET SCAN Potential SSH Scan 1
61. 147.247. 161 |147.237.0.17 |China mny-kosher-kravi .idf.il |[ET SCAN Potential SSH Scan 1
46.161.40.17 |147.237.0.34 :Zz:;”i on tikshuv. idf.il ET SCAN NVAP -sS w ndow 1024 1
125.77.28.26  |147.237.76. 197 |Chi na e himush.idf.il ET SOAN Behavi or al Lhusu_al ly fast Termnal Server Traffic, 1
Potential Scan or Infection
42.247.4.164 [147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
123.31.35.23  |147.237.77. 226 |V et nam waw chamat z. aka. i df.il  |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

S reaning Engi ne: TCP

Inval i d segnent retransnission.

77.126.58. 14 | srael 147.237.77. 243 |nobi le.idf.il . L. dro 30
Inval i d Retransnission Packet dropped. P
62.201.219.90 |iraqg 147.237.77. 216 |dover. i df . il drop First packet isn't SN drop 19
207.46.13.79 Lhited Sates 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop 18
77.138.84.93  |France 147.237.76.42 |refuah.idf.il Bad TCP sequence SNretransmt wih different | onivor |16
w ndow scal e
202.83.120.30 I ndonesi a 147.237.76.31 |nakchal .idf. il Bad TCP sequence i’;treer:;sns"“ wth ditferent | ert 16
202.83.120.30 |l ndonesi a 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber monitor |15
202.83.120.30 I ndonesi a 147.237.76.31 |nakchal .idf.il Bad TCP sequence f:’;ﬁ:;é:”sm wehdfferent | onitor |14
202. 83. 120. 30 | ndonesi a 147.237.76. 31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout |nonitor 12
62.203.111.25 |Satzerland 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |alert 10
62.203.111.25 |Swtzerland 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout |nonitor 10
S rean ng Engi ne: TCP i i ssi
109. 253. 144. 180 i srael 147. 237. 77. 243 |nobi | e. i of . | mng thgihe. Invalid segnent retransmssion. | . 9
Inval i d Retransnission Packet dropped.
62.203.111.25 |Swtzerl and 147.237.76.31 |nakchal i df .i| Bad TCP sequence z’:l;ee;cr:”sm‘ wthdifferent . o 9
62.203.111.25  [Swtzerl and 147.237.76.31 |nakchal .idf. il Bad TCP sequence i’;Jeert];:m"“ wehdfferent | onitor |7
Sreaning Engi ne: TCP ' i ssi
2.53.138. 95 I srael 147. 237. 77. 243 |nubi 1 e.i df .i mng tngine: ! Invalid segnent retransmssion. | 6
Inval i d Retransm ssion Packet dropped.
46.117.40.37  |israel 147.237.77. 234 |hal ag.i of . Bad TOP sequence SWNretransmt wth different o .o g
w ndow scal e
207.232.5.139 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 6
S ream ng Engi ne: TCP i i ssi
46.120.29.26  |israel 147. 237. 77. 243 |nubi 1 e.i df .i mng tngine: ! Invalid segnent retransmssion. | 6
Inval i d Retransm ssion Packet dropped.
46. 19. 85. 237 I srael 147. 237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 237 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber nonitor |6
202.83.120.30 |l ndonesia 147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> Tineout [alert 5
2.53.2.107 I srael 147.237. 72. 166 |aka. i of .i SYN At t ack SYN -> SYN-ACK -> RST monitor |5
46. 19. 86. 134 | srael 147.237.72. 156 |anan.idf .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 4
62.203.111.25 [Swtzerland 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
2.53.8.14 | srael 147.237.72. 156 |aman.idf .i | SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 4
79.177.111. 167 |Israel 147. 237.72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
46. 19. 86. 186 | srael 147.237.77. 176 [nat pash. i df . i drop Frst packet isn't SN drop 4
46. 19. 85. 163 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
77.125.5. 251 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout |nonitor 4
5. 28. 164. 36 I srael 147.237.77. 216 |dover. i df . il SYN At t ack SYN -> SYN-ACK -> RST mnitor |3
S ream ng Engi ne: TCP i i ssi
2.53.183.254  |israel 147.237.77. 243 |nobi l e.i df .i1 mng tngine. Invalid segnent retransmssion. f 3
Inval i d Retransm ssion Packet dropped.
89. 237. 115. 245 |France 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
S ream ng Engi ne: TCP i i ssi
79.180. 95. 242 | srael 147. 237. 77. 243 |nubi 1 e.i df .i mng tngine: ! Invalid segnent retransmssion. | 3
Inval i d Retransm ssion Packet dropped.
109. 253. 221. 97 |Israel 147.237.72. 166 |aka. i df .il SYN Attack noni t or 3
St ream ng Engi ne: TCP i i ssi
109. 64. 114.95 |Israel 147. 237.77. 243 |nobile. i f . | mng tngine. Invalid segnent retransmssion. f 3
Inval i d Retransm ssion Packet dropped.
46.19.85.170  |Israel 147. 237. 77. 226 WI"‘IW chamatz. aka. 1df |pay TOP sequence I'nval i d ACK nunber monitor |3
46.19.85.74 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
. . SYNWAXK retransnmit with .
176. 13.237. 116 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence different vindow scal e moni tor |2
79.182.139.15 |Israel 147. 237. 77. 226 "f"l"’“ha”atz' aka. 1df \oyN At t ack SYN -> SYN-ACK -> RST monitor |2
5.102. 195. 90 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 108 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
31.223.181. 102 |ASUNA )7 237 77. 216 |dover. i df i1 SYN Att ack SYN -> SYN-ACK -> Timeout |monitor |2
Territory, Gecupied
Pal esti ni an . . .
31.223.181. 102 Territory, Gecup ed 147. 237.77. 216 |dover. i of .i | Bad TCP sequence monitor |2
79.176.101.85 |lsrael 147.237.72. 166 |aka. i df.il Bad TCP sequence Inval i d ACK nunber noni t or 2
2.55.189.83 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni tor |2
71.198.173.115 |whited Sates 147.237.77. 176 |nat pash. i df .i | SYN At ack SYN -> SYN-ACK -> Tineout [monitor |2
185. 27. 106. 243 |l srael 147. 237.77. 216 |dover. i of .i | Bad TCP sequence monitor |2
84.109. 192. 191 |Israel 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
37.26.148.193 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence alert 2
188.120. 148.54 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
82. 166. 240. 201 |l srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 5
2.53.138.95 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
140. 147. 146. 194|Uhited Sates [147.237.72. 166 |aka. i df .| Uhaut hori zed URL Access to waw aka.idf.il/sip storagel/files/6/ Bl ock 3
176.13. 246.65 |Israel 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 3
77.139.102. 129 |France 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 77.139. 102. 129 B ock 2
2.53.138. 95 I srael 147.237.77.243|nobi l e.i df . i | Mil tiple Unaut horized URL Access from 2.53.138. 95 Bl ock 2
2.53.138.95 I srael 147.237.77. 243 |nobi | €. i df . i | ﬁ;ﬂtgﬁréfzf?lg‘eggfytesem e/ stchi | ddocunent s 1541 Bl ock 2
46.120. 29. 26 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
108. 231.240. 75 |Uhited Sates |147.237.72.166|aka. i df .i | Mul tiple Unaut horized Method for Known URL from 108. 231. 240. 75 B ock 2
46. 19. 85. 108 I srael 147.237.76.86 |navy.idf.il Distributed Ml formed UR B ock 2
5.29.21. 43 I srael 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code Bl ock 2
209.94.232.130 |lhited Sates |147.237.72.166|aka. i df .i | Unhaut hori zed Method PCST for www aka. i df . il /nai n/ hone/ def aul t . aspx B ock 2
46. 19. 85. 108 I srael 147.237.76.86 |navy.idf.il Distributed Wnknown HTTP Request Met hod B ock 2
66. 249. 66. 23 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
180. 97. 106. 161 |Chi na 147.237.0.19 |nmadimatal .idf.i|SSL Untraceabl e Gonnection - Protocol violation (SSL_GONN CLIENT_HELLQ [None 1
46. 19. 85. 63 | srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock 1
140. 147. 146. 194|Uhited Sates [147.237.72. 166 |aka. i df . il Unaut hori zed Method CPTI ONS for www aka. i df . i |/ mai n/ gi yus/ Bl ock 1
66.249.75. 8 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9757- he/ r ef uah. aspx Bl ock 1
180.97.106.37 |hina 147.237.0.34 |tikshuv.idf.il ?mslstﬂfw éjcﬁ_ﬁqs‘;sg ons from180.97.106.37 (Protocol violation |\ 1
46.19. 86. 206 I srael 147.237.77.243|nobi l e.i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
31.154.81.1 | srael 147.237.76.42 |refuah.idf.il Dstributed PHP At tenpt B ock 1
84. 109. 69. 39 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/main. giyus B ock 1
77.138.56. 72 France 147.237.72. 166 |aka. i df . i | Unaut hor i zed Method PCBT for wwwy aka. i df.il/nain/snalin B ock 1
66. 249. 66. 29 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
180. 97. 106. 161 |Chi na 147.237.72. 166 [aka. i df . i | Lhtraceabl e SIS Sessi ons: Protocol violation (SSL_GONN QLI ENT_HELLO None 1
46.19. 85. 108 I srael 147.237.76.86 |navy.idf.il Distributed Abnornal |y Long Request Bl ock 1
77.139.102. 129 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for aka.idf.il/mai n/ hone/ def aul t. aspx B ock 1
66. 249. 76. 72 I srael 147.237.72. 156 [anan. i df . i | Mil tipl e Unhaut horized URL Access from 66.249. 76. 72 Bl ock 1
180.97.106.37  |hina 147.237.76.42 |refuah.idf.il (Mjééﬂfw&ﬁczﬂ_ﬁqsﬁsg ons from180.97.106.37 (Frotocol violation |y, 1
46.117.40.37  |Israel 147.237.77. 234 |hal ag. i df .i | o r2|33m7$d2?47:]:;(;:;2?1;:1/&??? 1(.)21i . Bl ock 1
31.154.81. 1 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to v refua. atal .idf.il/xmrpc. php Bl ock 1
85. 64. 26. 54 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/mai n/ gi yus/ ww navy. idf.il B ock 1
77.138.84. 93 France 147.237.76. 42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ f avi con. i co B ock 1
66.249.66.177 [Israel 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to ww i df.il/atal 1/izkor/ vi ew i ng. asp Bl ock 1
180. 97. 106. 162 |Chi na 147.237.76.86 |navy.idf.il Unt raceabl e SSL Sessions: Protocol violation (SSL_QONN QLI ENT_HELLO None 1
176. 13. 233. 200 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
46. 19. 85. 108 I srael 147.237.76.86 |[navy.idf.il Distributed I11egal HITP Version Bl ock 1
79.177.150. 138 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/main/ B ock 1
66.249.76.72  |[Israel 147.237.72. 156 [anan. i df . i | chaut hor zed (FL Agcess 10, appl e~ app-i { & 85500t | on Bock |1
180. 97.106. 37 |Chi na 147.237.77. 216 |dover.i df . i Unt raceabl e S Sessi ons: Protocol violation (SSL_GONN QLI ENT_HELLO None
42.96.177. 34 Chi na 147.237.72. 156 |anan. i df . i | Dstributed PHP At tenpt B ock 1
Unknown Par arret er
77.139.56.6 France 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphvai n$TochenP acekbl der $erai | Updat e$t xt Bvai | in None 1
wan aka. i df . i |/ mai n/ gi yus/ f ag. aspx

66.249. 66. 180 [Israel 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wawidf.il/atal 1/izkor/vi ew text.asp Bl ock 1
180. 97. 106. 162 |Chi na 147.237.76.200|ei tan. aka. i df . i | [SSL Untraceabl e Connection - Protocol violation (SSL_GONN CLIENT_HELLO |None 1
79.177.168.13 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
66.249. 76. 112 |Israel 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 66.249. 76. 112 B ock 1
180. 97.106. 37  |Chi na 147.237.77.234|hal ag. i df . i | SSL Untraceabl e QGonnection - Protocol violation (SSL_CONN CLI ENT_HALLO |None 1
66. 249. 64. 105 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/.wel | -knowy assetlinks.json  |H ock 1
42.96.177. 34 Chi na 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to www arman. i df . i|/wp-1ogin. php Bl ock 1
108. 231.240. 75 |lhited Sates [147.237.72. 166 |aka. i df . il Uhaut hori zed Method PCST for waw aka.idf.il/ishurindmain/ B ock 1
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