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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site
94.102. 52. 10

|Signature |Device Action |Count|
Net her | ands 147.237.76. 199 e. nakchal .idf.il|B ack List drop 1
185.94.111. 1 Russi an Federation 147.237.76. 42 refuah.idf.il B ack List drop 1
46. 120. 130. 147 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site ‘Sgnature Devi ce Action |Oount

125. 208. 24. 2 Chi na 147.237.77.176  |matpash.idf.il |24910: HTTP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
90. 109. 12. 97 147.237.0.200 |France . i df il ET SCAN Potential SSH Scan 2
920 133. 108, 138|147 237. 8 14 |Tai van o orchot i df il ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 5
Potential Scan or Brute Force
90. 109. 12. 97 147.237.0.15 |Rrance kosher-kravi .idf.il ET SCAN Potential SSH Scan 2
90. 109. 12. 97 147.237.0.34 |Rance tikshuv.idf.il ET SCAN Potential SSH Scan 1
90. 109. 12. 97 147.237.0.19 |France nadi matal .idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 65 |147.237.77. 226 |Chi na wn chanat z. aka. i df . i1 [ET SCAN Potential VWNC Scan 5800- 5820 1
61.240. 144. 65 |147.237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
154. 16. 199. 242 |147.237.77.205|thited Sates |prisha.idf.il ET SCAN Potential SSH Scan 1
61.240.144.65 |[147.237.0.34 |[China tikshuv.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
115 74. 138, 238 |147. 237 77 176 M et nam nat pash. i i ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59.122.226.88 [147.237.0.19 [Taiwan nadi matal .idf.il ET SCAN NVAP -f -sS 1
112. 217. 150. 112|147. 237. 0. 16 okfrea’ Republic) o vosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
50.116.123.33 [147.237.8.28 |Wnited Sates [e.nobile-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
93.172.221. 254 |147.237.77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
2.55.137. 38 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
90. 109. 12. 97 147.237.0.35 |France akavs. i df .il ET SCAN Potential SSH Scan 1
90. 109. 12. 97 147.237.0.33 |France idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 65 |147.237.76. 201 |Chi na eata.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
176. 13, 226. 107 |147. 237 76. 86 |1 srael ey, i df i1 ET DC5 Large anount of TGP Zer oWndow - Possible Nkiller2 1
DDos attack
61.240.144.65 |147.237.8.24 |China elifestyleidf.il ET SCAN Potential VNC Scan 5800- 5820 1
121. 41. 88. 64 147.237.0. 200 |China . i df il ET SCAN NVAP -sS wi ndow 1024 1
59.122.226.88 [147.237.0.19 |[Tai wan nadi matal .idf.il ET SCAN NVAP -sS wi ndow 2048 1
112. 217. 150. 112|147. 237. 76. 30 okfrea’ RepUbl T C i ush. i of i ET SCAN Potential SSH Scan 1
54, 144.119. 103 [147.237.8.28 |Wnited Sates [e.nobile-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
112. 217. 150. 112|147. 237. 0. 15 Okfrea’ RepUbl i C |y cher -kravi i . ET SCAN Potential SSH Scan 1
40. 114. 15. 49 147.237.77. 121 |Wited Sates e navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Country

Target Address ‘ Ste

‘Signature

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

77.126.58. 14 I srael 147.237. 77. 243 |nobi l e.i of .i | > dro 30
Ret r ansm ssi on Packet dropped. P
207.46.13.79 Lhited Sates [147.237.0.34 |tikshuv.idf.il [drop SAMrul e drop 28
62.203.111.25 |Satzerland 147.237.76.31 |nakchal .idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 26
62.203.111.25 |Swtzerland 147.237.76.31 |nakchal .idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout aert 25
62.203.111.25 |[Swtzerland  [147.237.76.31 [nakchal .idf.il |Bad TCP sequence igureegésnsmt wth different aert 23
62.203.111.25 |[Swtzerland  |147.237.76.31 |nakchal .idf.il |Bad TCP sequence i’:ur:rzcr:nsmt Wth different monitor (23
46. 19. 86. 105 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 22
62.203.111.25 |[Swtzerland 147.237.76.31 |nakchal .idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 17
95. 85. 26. 101 Net her | ands 147.237.76.31 |nakchal .idf.il |[SYN Att ack SYN -> SYN-ACK -> RST noni t or 12
Sreaning Engine: TGP Invalid i i ssi
2.53.172.130  |Israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dr opped.
46. 19. 86. 105 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 12
202.83.120.30 I ndonesi a 147.237.76.31 |nakchal .idf.il [Bad TOP sequence i:‘ur:rtmr:nsmt Wth different moni tor |11
202.83.120.30 [l ndonesi a 147.237.76.31 [nakchal .idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 11
172.58.172.89 |wnited Sates [147.237.77.216|dover.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
95. 85. 26. 75 Net her | ands 147.237.76.31 |nakchal .idf.il [SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 10
202.83.120.30 |[indonesia  |147.237.76.31 |nakchal.idf.il [Bad TCP sequence i’;‘;g\é:’mt wth different alert 9
202.83.120.30 |l ndonesi a 147.237.76.31 |nakchal .idf.il |[SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 8
46.120.213.21 |[Israel 147.237.72. 166 |aka.idf .il Bad TCP sequence noni t or 8
2.53.134.126 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
46.120.213.21 |[Israel 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 7
176. 13. 236. 117 |Israel 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 6
46.19. 85. 3 I srael 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Invalid AGK nunber noni t or 6
202.83.120.30 |l ndonesi a 147.237.76.31 |nakchal .idf.il |[SYN Att ack SYN -> SYN-ACK -> Ti neout alert 6
Sreaning Engine: TAP Invalid i i ssi
37.26.148.247 |israel 147.237.77. 243 |nobil e.i df . 9 =9 Invalid segrent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 192. 2271 sr ael 147. 237.77. 243 |mobi l e. i f . i 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
176.13. 236. 117 |Israel 147.237.77. 216 |dover.icf.il [Bad TCP sequence SINHAK retransmt with different 1ooyior o
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
2.53.35.70 I'srael 147. 237.77. 243 |mobi l e. i f . i 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249. 64. 169 |Wnited Sates |147.237.77.243 |nobile.idr il 9 =9 Invalid segrent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
109. 253. 202. 241 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i ssi
109. 65. 25. 206 | srael 147.237.72. 166 |aka. i df . 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 65 I srael 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Invalid ACK nunber aert 6
176.13.236. 117 |Israel 147.237.77.216|dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti neout alert 6
46. 19. 85. 65 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.85.3 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 86. 186 | srael 147.237.77. 176 |nat pash.i of .i | |dr op Frst packet isn't SN drop 6
66. 102. 9. 145 Lhited Sates |[147.237.77.233|atal.idf.il drop First packet isn't SYN drop 6
172.58.172.89 |Wnited Sates |147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5
172.58.172.89 [lnited Sates [147.237.77.216|dover.idf.il |Bad TCP sequence Invalid sequence nunber noni t or 5
46.19. 85. 116 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence I nval i d ACK nunber alert 4
46.120.213.21 |[Israel 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 4
. . SYNPAK retransmit with different .
2.53.132.16 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence vi ndow scal & noni t or 4
46. 19. 85. 116 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
46.120.213.21 |Israel 147.237.72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
62.0.207.1 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop
Sreaning Engine: TCP Invalid i i SSi
5.29. 176. 43 I'sr ael 147.237.77. 243 |robi L e. i of . i1 g =g nvalid segnent retransmssion. drop 4
Ret ransm ssi on Packet dropped.
2.53.132.16 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop
46.120.213.21 [Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert
Sreaming Engine: TGP Invalid i i SSi
78.102.111. 94 |28¢h 147. 237. 76. 200 |ei tan. aka. i df . i g =g nvalid segnent retransmssion. drop 4
Republ i ¢ Ret r ansni ssi on Packet dr opped.
. . SYNHAK retransmit with different .
46.19. 86. 13 I srael 147.237.77. 74 [lawidf.il Bad TCP sequence wi ndow scal 6 noni t or 3
84.109. 1. 247 | srael 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST noni t or 3




09-28-2016-22:04:03 to 09-28-2016-23:04:03

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 253. 206. 193]l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.53.187.16 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
109. 253. 144. 33 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 3
31.154.81. 63 I srael 147.237.76. 42 |refuah.idf.il Lhaut hori zed LRL Access to waw refua. atal .idf.il/xnrpc. php Bl ock 2
46. 19. 85. 48 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
] . . Unaut hori zed Met hod PCST for
50.192.147.82 |lnited Sates |147.237.72.166(aka.idf.il i aka. i df . i | / mai n/ sachar / vi ewpaysl i p. aspx Bl ock 2
79.178.38.169 |[lIsrael 147.237.77.216|dover. i df . il Lhaut hori zed UR. Access to wawidf.il/ https:/twtter.con B ock
5.102.241.223 |[israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock
. . Unaut hori zed URL Access to
62. 90. 120. 41 I srael 147.237.72. 166 |aka. i df . i | vowv aka. i of i |/si . stor agel 1 es/ 4/ 71774, pof? B ock 2
31.154. 81. 63 I srael 147.237.76.42 |refuah.idf.il PHP At t enpt B ock 2
66.249. 66. 197 |l srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
213.57.61.183 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to aka.idf.il/nain/giuys Bl ock 1
46. 19. 86. 26 I srael 147.237.76.42 |refuah.idf.il Mal formed URL asp. net _sessi oni d=gl kgvpr zb4sml455umbbzf r B ock 1
. . Unaut hori zed URL Access to
2.53. 45,217 I srael 147.237.77.234|hal ag.i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
109. 253. 192. 227|I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
. - D stributed Unaut hori zed Method for Known URL on
77.138.82.227 |France 147.237.72. 166 |aka. i df . i | v aka, i df .i |/ mai n/ gi yus/ yahash2017/ | obby. aspx Bl ock 1
66.102. 9. 2 Lhited Sates |[147.237.72.166|aka. i df .| Wnauit hor i zed Method PCST for B ock 1
wwy aka. i df . i |/ nai n/ gi yus/ si t enap. aspx
. . . Unaut hori zed URL Access to
180.76.15.19  |China 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 9004- he/ r ef uah. aspx Bl ock 1
84.108.139.38 |[lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
. . Unaut hori zed URL Access to
66. 249. 75. 8 | srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 8921- he/ r ef uah. aspx Bl ock 1
217.69. 133. 226 RJSIS:;ni on 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/barmachane/ B ock 1
Unknown HTTP Request Met hod
46. 19. 86. 26 I srael 147.237.76.42 |refuah.idf.il vCc=0% C489%2 C0% C49%R2 CO% C50%R CO% C1Y%RC7%/C52; in URL  |B ock 1
asp. net _sessi oni d=gl kgvpr zb4sn1455um&bzf r
2.53.178. 241 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unaut hori zed Met hod PCST for
77.139.219. 14 |Rance 147.237.72. 166 |aka. i df . i | v aka, i df i |/ mai n/ gi yus/ yahash2017/ | obby. aspx B ock 1
. - Unaut hori zed URL Access to
66. 249. 64. 41 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ edi rd yoman/ yonan. asp Bl ock 1
184.70.213. 162 |Canada 147. 237.77. 216 |dover . i df . i | Paraneter Type Vol ation ct 00SCont ent A acetbl der 18t xt Enai | in Bock |1
wawy i df . i | /1038-en/ dover . aspx
85. 65.190. 124  [Israel 147.237.72. 156 |anman. i df . i | Suspi ci ous Response Code B ock 1
66. 249. 76. 28 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 894- he/ at al . aspx B ock 1
141. 226. 161. 246 |1 srael 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to v idf.il/https:/wanidf.il/ B ock 1
66.249. 64.169 |l srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 1
185.120. 126. 25 |l srael 147.237.77. 176 [mat pash. i df . i | Unhaut hor i zed UR. Access to www cogat . idf.il/894-ar B ock 1
46. 19. 86. 26 | srael 147.237.76.42 |refuah.idf.il Abnormal |y Long Request net hod B ock 1
. - Unaut hori zed URL Access to
93.172.132.20 |[Israel 147.237.72. 166 |aka. i df . i | v aka. i o i1 /si p stor agel | es/ 2/ 71772, pel? Bl ock 1
2.53.6.186 I srael 147.237.77.216|dover . i df . il SSL Wntraceabl e Connection - Qpen Mde None 1
. . Unaut hori zed URL Access to
66.249.76.75 I srael 147.237.72.166 [aka. i df . i | 147. 237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp Bl ock !
50.192.147.82 |lnited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to waw aka. i df . i|/mai n/ sachar/ aspx B ock 1
_ ny- kosher-kravi.id _ o
157.55.39.127 |lhited Sates |147.237.0.16 £l Lhaut hori zed URL Access to waw ny- kosher-kravi.idf.il/robots.txt B ock 1
. - D stributed Lhaut hori zed URL Access on
79.178. 46. 53 I srael 147.237.72. 166 |aka. i df . i | vws aka. i of i1 /si p storagel i1 es/ 2/ 71772, peft Bl ock 1
66.249. 66. 183 |l srael 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/viewingtop.asp |B ock 1
] . . Unaut hori zed Met hod PCST for
204.79.180.44 |Wited Sates |147.237.72.166(aka.idf.il voww aka. i of i |/l Ui it enpl at es/ i nner . asp Bl ock 1
46. 19. 86. 26 I srael 147.237.76.42 |refuah.idf.il Illegal HITP \ersion Bl ock 1
. . Unhaut hori zed URL Access to
2.53.38.197 I srael 147.237.72. 166 |aka. i df . i | v aka i of i 1/si p storagelfi | es/ 2/ 71772. pef Bl ock 1
66. 249. 76. 77 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 66.249. 76. 77 B ock 1
157.55.39.234 |Wiited Sates |147.237.0.15 |kosher-kravi.idf.i| |-hauthorized LR Access to B ock 1
kosher - kravi . idf.il/tenpl at es/ honepage/ honepage. aspx
79.183.25.132 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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