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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
68. 180. 231. 57 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1224002
2.53.41. 180 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4308
5.102. 195. 141 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1368
52.16.5.197 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
185.94.111.1 Russi an Federation 147.237.76. 201 eatal.idf.il B ack List drop 1

5.29. 96. 42 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
185.94.111. 1 Russi an Federation 147.237. 76. 147 chi nuch. aka.idf.il|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |Sgnature Devi ce Action |Oount |
46.4.120. 3 Ger many 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per nit 199
46.4.120.3 Ger many 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot Per nirt 18
46.4.120.3 Ger many 147.237.76.31 |nakchal .idf.il C1000074: HTTP. naj estic bot Per nirt 12
5.189.190.238  |Ger many 147.237.72.167 |i shuri maka.idf.i||20086: HTTP. Mi ebl ackcat Security Scanner B ock 5
46.4.120.3 Ger many 147.237. 76. 147 |chi nuch. aka. i df . i | |C1000074: HTTP. naj estic bot Per nirt 3
46.4.120.3 Ger many 147.237.77.176 |nat pash.i df . il C1000074: HTTP. naj estic bot Per nirt 2
104.223.17.50 [Wnited Sates 147.237.77.216 |dover.idf.il 19791: HITP. WrdPress N-Media PHP File Wl oad B ock 2
104.223.17.50 |lLnited Sates 147.237.77.216 |dover.idf.il 22611: HTTP. WrdPress Logi nVél | Fake Pl ugin Usage B ock 1
151.80.31. 175  |France 147.237.77.170 |maarachot.idf.il |Cl000146: HITP. AhrefBot craw er Bl ock 1
5.189.190.238  |Ger many 147.237.72.167 |i shuri maka.idf.il|20085 HITP. Miebl ackcat Security Scanner Initial Request B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

128. 30. 52. 96 147.237.77.216|Wnited Sates  |dover.idf.il Tehila - Perl LW with fake user agent 3
79.177.37.76 147.237.77. 233 |I srael aal .idf.il ET SCAN NVAP -sA (2) 3
86.60.212. 121|147 237 76. 42 |Fi r1 and reftahidh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 5
Potential Scan or Brute Force
46.161.40.17  |147.237.77.74 ?;Z:;;”im lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
154.16. 199. 242 |147.237.76.44 |Uited Sates  |e.refuah.idf.il ET SCAN Potential SSH Scan 1
2.53.181.123 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
151.11. 201. 3 147.237.76.31 |itay nakchal . i df i ET SCAN NMVAP -sS wi ndow 3072 1
151.11. 201. 3 147.237.76.31 [italy nakchal . i df.il ET SCAN NVAP -f -sS 1
213.151. 32. 163 |147.237.72. 166 | srael aka.idf.il portscan: TGP D stributed Portscan 1
117.21.248.87 |147.237.77.121|Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 37 147. 237. 76. 197 |Li t huani a e hinush.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
117.21.248.87 |147.237. 72. 156 [Chi na anan. i df.il ET SCAN Potential SSH Scan 1
185. 130. 5. 37 147.237.76. 38 |Lithuania eengitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
94.60.121.232 |147.237.76.86 |Portugal navy.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
163. 172.238. 45 |147.237.77.227 |Uni ted Ki ngdom |e. hanaz.idf.il ET SCAN NVAP -sS w ndow 1024 1
154. 16. 199. 242 (147.237.77. 227 |Wited Sates  |e hamaz.idf.il ET SCAN Potential SSH Scan 1
5.189.190.238 |147.237.72. 167 |Ger many i shurimaka.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
154.16. 199. 242 |147.237.0.35 |lhited Sates  |akavs.idf.il ET SCAN Potential SSH Scan 1
151.11. 201. 3 147.237.76.31 |itay nakchal . i df i ET SCAN NMVAP -sS wi ndow 2048 1
128.30. 52. 134  [147.237.77.216|Wited Sates  |dover.idf.il Tehila - Perl LW wth fake user agent 1
128. 30. 52. 73 147.237.77.216|Wnited Sates  |dover.idf.il Tehila - Perl LW with fake user agent 1
212.116.72.226 |147.237.8.46 |Sweden e. chinuch.idf .il ET SCAN NVAP -sS wi ndow 4096 1
117.21.248.87 |147.237.76.39 |China nobi | e.neitav.idf.il |ET SCAN Potential SSH Scan 1
185. 130. 5. 37 147. 237. 76. 147 |Li t huani a chi nuch. aka. i df . i1 ET SCAN Potential VNC Scan 5900- 5920 1
113.190. 120. 233(147.237.0.16 [V etnam ny-kosher-kravi .idf.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
185. 130. 5. 37 147.237.76. 30 |Li thuani a hi nush. i df . i | ET SCAN Potential WNC Scan 5900- 5920 1
163.172.129. 15 [147.237.0.33 |United Ki ngdom |idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Devi ce

Country

SYNretransmt wth different

Action

‘Count

109. 65. 189. 108 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence . nonitor (111
w ndow scal e

Sreaming Engine: TCP Invalid i i ssi

109. 253. 200. 44 I srael 147. 237. 77. 243 |robi 1 e i df . i | 9 =g Invalid segnent retransmssion. 30
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi

77.126.58.14  |israel 147.237.77. 243 |nobi l e. i f . 9 =g Invalid segnent retransmssion. 30
Ret ransm ssi on Packet dropped.

62.203.111.25 |Satzerland 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout alert 26

62.203.111.25 |[Satzerland  |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 25

79.181. 226. 148 |Israel 147.237.72. 166 [aka. i df .i | drop First packet isn't SWN drop 24

62.203.111.25 [Swtzerland [147.237.76.31 |nakchal .idf.il Bad TCP sequence i’;gﬁé:ﬂsm Wth different alert 21

62.203.111.25 |[Swtzerland  |147.237.76.31 |nakchal .idf.il Bad TCP sequence izllr:r:cr:mt wth dfferent moni tor |21

62.203.111.25 |Swtzerland  [147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d AGK nunber monitor (17
Sreanming Engine: TCP Invalid i i Ssi

86.95.185.112 |Netherlands |147.237.77.216 |dover.idf.il 9 =g Invalid segnent retransmssion. g 14
Ret ransnm ssi on Packet dropped.

79.179.185. 155 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 14
Sreanming Engine: TGP Invalid i i sSi

2.55.42.18 I srael 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. | 12
Ret ransm ssi on Packet dropped.

141. 226. 162. 96 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |9

79.177.63.230 [Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8

37.26.149.204 [Israel 147. 237. 76. 147 [chi nuch. aka. i df . i | SYN At tack SYN -> SYN-ACK -> RST noni t or 8

46.19. 85. 148 I srael 147.237.77. 216 |dover.i df i Bad TCP sequence Inval i d ACK nunber aert 7

46.19. 85. 42 I'srael 147.237.77. 226 "} chamatz.aka.1df |paq TCP sequence Inval i d ACGK number moni tor |7
Sreanming Engine: TCP Invalid i i SSi

46.19.86.105 [ srael 147. 237. 77. 216 |dover. i df . i | 9 =g Invalid segnent retransmssion. g 7
Ret ransm ssi on Packet dropped.

46.120.199. 77 [Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber monitor (6

217.132. 102. 179l srael 147.237. 77. 216 [dover. i df il SYN At tack SYN -> SYN-ACK -> RST noni t or 6

79.182.51. 23 | srael 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SN drop 6

46. 19. 86. 41 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert 6
Sreaning Engine: TCP Invalid i i Ssi

109. 253.219. 70 |israel 147.237.77. 243 |robi | e. i of . i1 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.

46. 19. 86. 41 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or

100. 92. 231. 131 147.237.76.86 |[navy.idf.il dr op First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i SSi

2.53.189.209  |Israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dropped.

82. 69. 123. 12 LK!i“r:ge(cijom 147.237. 77. 216 |dover . i df . i Bad TCP sequence Inval i d sequence nunber monitor |5

46.19. 85. 42 I'srael 147.237.77. 226 '} chanatz.aka. 1df 1paq TOP sequence Inval i d ACK nunber aert 5

2.53.45. 68 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5

46. 19. 86. 105 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5

46. 19. 86. 87 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber monitor  [5

46.120.199.77 [Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber aert 5

185. 27. 106. 108 |l srael 147.237.72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |4

46.19. 85. 54 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber monitor |4

109. 253. 194. 112]I srael 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or 4

46. 19. 86. 105 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber alert 4

46. 19. 86. 87 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert 4

104.223.17.50 |Wnited Sates |147.237. 7. 216 |dover.idf il Conmand | nj ecti on command i nj ection detected in oo [y

request: 'echo

46. 19. 85. 87 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber aert 4

84.108. 170. 236 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop

46. 19. 85. 87 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or
Sreamng Engine: TP Invalid i i ssi

78.102.111.94 |28¢Ch 147.237.76. 200 |6 tan aka. i of . i 9 =g Invalid segnent retransmssion. 4

Republ i ¢ Ret ransnm ssi on Packet dr opped.

46. 19. 85. 148 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

46.121.94.210 |Israel 147.237.77. 234 |hal ag.idf .i Bad TCP sequence Inval i d ACK nunber nonitor |4

176. 13. 229. 255 |l srael 147.237.77. 243 |nobi | e.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4

46.19.85.9 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid ' i ssi

79.176.54.156 | srael 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. 3
Ret ransm ssi on Packet dropped.

109. 67.178.38 |l srael 147. 237.72. 156 |aman. i df .i SYN At ack SYN -> SYN-ACK -> Ti neout noni t or

185. 3. 147. 72 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker . ) Devi ce
Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
37.26.149.184 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 46
104.223.17.50 |lhited Sates |147.237.77.216|dover.idf.il Ml tiple Uhauthorized URL Access from 104. 223. 17. 50 B ock 9
104.223.17.50 |Uhited Sates [147.237.77.216|dover.idf.il PHP At t enpt B ock 9
77.139.223.214 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for wwv aka. i df.il/main/snalinismal i maspx |B ock 5
176.13.239.86 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
37.142.241. 44 |israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
109. 65. 138. 229 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Uauthorized Method for Known URL from 109. 65. 138. 229 B ock 2
79.178.129. 107 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
84.229.73.160 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 2
66.249.66. 177 |l srael 147.237.77.216|dover.idf .i | Mil tipl e Unaut hori zed URL Access from 66.249. 66. 177 Bl ock 2
. . D stributed Unauthori zed Method for Known URL on
77.138.128. 113 |France 147.237.72. 166 |aka. i df . i | vow aka i df . i 1/ mai n/ home/ def aul t . aspx B ock 1
. . Unaut hori zed URL Access to
66.249.66. 210  Israel 147.237.77. 216 [dover. i df . il 147. 237. 77. 216/ 1362- 9916- he/ dover . aspx Bl ock 1
: : D stributed Lhauthorized URL Access on
141. 226. 162. 96 |l srael 147.237.76.42 |refuah.idf.il 147. 237,76, 42/ styl el shar ed/ reset . css Bl ock 1
104.223.17.50 |United Sates |147.237.77.216|dover.idf.il Adnin Bl ocki ng B ock 1
79.182.52.201 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
180. 97. 106. 162 |Chi na 147.237.77.234|hal ag. i df . i | Distributed Unauthorized URL Access on 180. 163. 113. 82/ check_proxy |B ock 1
77.125.51.155 |[Israel 147.237.77. 216 |dover.idf.il Distributed Unauthori zed URL Access on waw i df.il/https:/wanidf.il/ B ock 1
] . ] Unaut hori zed Met hod PCST for
66. 102. 8. 213 Lhited Sates |147.237.72.166|aka.idf.il v aka. i o i 1/ rai v sachar/ vi ewpays! i p. aspx Bl ock 1
2.53.187. 147 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to vww aka. i df .il/nai n/ gi yus/ nul | B ock 1
85. 64. 16. 101 I srael 147.237.77. 216 |dover . i df . i | thauthori zed LR Access to . Bl ock 1
v i df . i1/t enpl at es/ shar ed/ user cont r ol s/ pronot i oncube/
66.249. 75. 4 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9738- he/ r ef uah. aspx |B ock 1
104.223.17.50 |Uhited Sates [147.237.77.216|dover.idf.il Mil tipl e Admin Bl ocking from 104.223. 17. 50 B ock 1
46. 19. 86. 165 I 'srael 147.237.77. 216 |dover. i df .i | Distributed Mal forned LR Bl ock 1
84.109. 70. 218  |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
’ . . Unaut hori zed Met hod PCST for
204.79.180.210 |Uhited Sates [147.237.72.166aka.idf.il vow aka. i o i 1/ il ui it enpl at es/ hone. asp B ock 1
77.125.67.102 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1134- he/ at al . aspx B ock 1
. . DO stributed Whaut horized URL Access on
109. 65. 189. 108 |l srael 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl el shar ed! reset . css Bl ock 1
66.102.9.2 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Method PCST for v aka. i df . i |/ mai n/ gi yus/ sitenap. aspx |B ock 1
5.102. 242. 91 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter x in ww aka.idf.il/main/sachar/payslips. aspx None
85. 250. 190. 7 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for waw aka. i df.il/ B ock
. . Unaut hori zed URL Access to
66.249.75. 8 I srael 147.237.76.42 |refuah.idf.il 147.237. 76. 42/ si p, st or age/ fi | es/ 3/ 2613. pdf Bl ock 1
. . . DO stributed Whaut horized URL Access on
180. 76.15. 136  |China 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ 994~ 9738- he/ r ef uah. aspx Bl ock 1
46. 19. 86. 165 | srael 147.237.77.216|dover. i df .i | Unknown HTTP Request Met hod 3t 3kr5by in URL B ock 1
84.229.73.160 |[Israel 147.237.76.31 |nakchal .idf.il Mil tipl e Lhaut horized URL Access from 84. 229. 73. 160 B ock 1
207.46.13.176 |Wited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to waw aka.idf.il/... B ock 1
. . Unaut hori zed Met hod PCST for
77.138.10.182 |France 147.237.72. 166 |aka. i df . i | vaww aka, i df i |/ mai n/ gi yus/ yahash2017/ | obby. aspx Bl ock 1
. . DO stributed Whaut horized URL Access on
109. 253. 197. 209|l srael 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl el shar ed! reset . css B ock 1
66.249. 64. 157 [l srael 147.237.77. 74 |lawidf.il Lhaut hori zed URL Access to waw | awidf.il/ni B ock 1
89.139.101.74 | srael 147.237.72. 166 |aka. i df . i | Unhknown Pararret er ct| 00Sct | 00$cphii ncphSachar $ctl 25 in None 1
v aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
79.180.207.2  |israel 147. 237.72. 166 |aka. i df . i | Distributed Lhaut hori zed URL Access on Bl ock 1
ww aka. i df . i |/ mai n/ sachar/ undef i ned
. . Unaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st orage/ i | es/ 6/ 71706. pof B ock 1
180. 97.106. 37 |China 147.237. 76. 147 |chi nuch. aka. i df . i|Di stributed Waut hori zed URL Access on 180. 163. 113. 82/ check_proxy |B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
46.116.125.9 I srael 147.237.72. 166 |aka. i df . i | v aka. i df . |/ nai v sachar / nar ki veysachar . aspx None 1
213.151.35. 212 |[lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method PCBT for v aka. i df .il/nai n/ kapat z Bl ock 1
. ] D stributed Unaut hori zed Method for Known URL on
77.138.89.242 |France 147.237.72. 166 |aka. i df . i | vaww aka, i df . 1/ mai n/ gi yus/ yahash2017/ | obby. aspx Bl ock 1
109. 253. 219. 70 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspi ci ous Response Code B ock 1
37.142.72.152 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df . i1/ mai n/ sachar/f ag. aspx B ock 1
93.172.128. 143 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
79.181.179.176 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i |/ mai n/ sachar/undefi ned B ock 1
. . Unaut hori zed URL Access to
66. 249. 76. 79 I srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p, st or age/ fi | es/ 0/ 70000. j pg Bl ock 1
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