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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action

194.177.16.3 | srael 147.237. 76. 86 navy.idf.il B ack Li st drop 2
51. 252. 53. 142 Saudi Arabia 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 2
185.94.111.1 Russi an Federation 147.237.76. 199 e. nakchal .idf.il B ack List drop 1
198. 44. 110. 25 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il B ack List drop 1
80. 246. 136. 39 | srael 147.237. 72. 166 aka.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

port denial of service attenpt

80. 246. 136. 39 |147.237.72. 166 |l srael aka.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 6
46. 120. 122. 219 |147. 237. 77. 176 |I sr ael nat pash. i df . i | Xenu Link Seuth Wser Agent 2
82.165. 26. 202 |147. 237. 76. 201 |Ger many e atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
82.165. 26. 202 |147.237.76.34 |Ger many yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
82.165. 26. 202 [147.237.0.33 |Ger many idf.il ET SCAN Potential VNC Scan 5900- 5920 1
81.27.85. 27 147.237.76. 197 [Uni ted Ki ngdom |e. hi nush. i df . il ET SCAN Potential SSH Scan 1
80.246. 137.54 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
. D SERVER APACHE Apache nod_ssl non- SSL connection to SSL
180. 97. 106. 37 [147.237.77.61 |China e.cogat.idf.il . . 1
port denial of service attenpt
109, 172, 11. 110 |147. 237 76, 176 |RUSSi @ test . noore.idf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Federati on Potential Scan or Brute Force
82.165. 26. 202 [147. 237. 76. 197 |Ger many e. hinush.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
82.165. 26. 202 |147.237.76.31 |Ger many nakchal .i df il ET SCAN Potential VWNC Scan 5900- 5920 1
82.165.26.202 [147.237.0.17 |Germany mny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
80.246. 138. 92 [147.237.77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
_ o SERVER APACHE Apache nod_ssl non-SSL connection to SSL
180. 97. 106. 37 |147.237.77.235|Chi na svivaidf.il . . 1
port denial of service attenpt
. . . SERVER APACHE Apache nod_ssl non- SSL connection to SSL
180. 97. 106. 37 [147.237.76.39 |China nobi | e. nei tav.idf.il 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address [Ste Signature Action ‘Count
79.181.18.233 [Israel 147.237.77. 233 |atal i df .1 Bad TCP sequence mdroirsacnjit Wth different moni tor 62
82. 145. 220. 168 |Eur ope 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 36
109. 65. 53. 33 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 25
62. 203. 111. 25 Sntzerland 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 24
62.203.111.25 |Sntzerland 147.237.76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 24
62.203.111.25 |Swtzerland  [147.237.76.31 |nakchal.idf.il |Bad TOP sequence i’;‘uﬁé:”mt wth different monitor |22
62.203.111.25 |[Swtzerland  |147.237.76.31 [nakchal.idf.il [Bad TCP sequence SS;:'ur:r:Cr:nsmt Wth different aert 21
82. 145. 222. 38 Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 19
62. 203. 111. 25 Sntzerland 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 16
79.183.82.137 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 16
88. 202. 218. 237 zint:gom 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 16
2.53. 160. 69 | srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
46. 19. 85. 83 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
79.178.56. 7 I sr ael 147. 237. 72. 166 |aka.i f . i | drop First packet ism't SN drop 11
46. 19. 85. 83 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 10
46. 19. 85. 87 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
172.56. 38. 75 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
185. 27. 106. 193 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
46.121.69. 162  |Israel 147.237.77. 243 |vi e i1 | €AM NG Engine: TCP Invalid  finvalid segrent retransmssion drop 8
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 87 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber aert 7
109. 253. 141. 204 |l srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 7
46. 19. 86. 76 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
46. 19. 85. 157 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 6
46.120.141.64 |Israel 147.237. 77, 243 bl e i 11 | €M ng Engine: TCP Invalid invalid segnent retransmission drop 6
Ret r ansmi ssi on Packet dr opped.
79.179. 185. 155 |[Israel 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop
46. 19. 85. 157 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 83 I 'srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber aert
2.53.174.118  |israel 147.237.72. 167 |i shurimaka i ar. i | | ST NG Engine: TQP Invalid invalid segnent retransmission drop 6
Ret ransm ssi on Packet dr opped.
95.86.127.83  |Israel 147.237. 77, 243 bl e i 11 | €M NG Engine: TCP Invalid invalid segnent retransmission drop 6
Ret r ansmi ssi on Packet dr opped.
46. 19. 86. 76 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
109. 253. 142. 223|I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
46. 19. 85. 243 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
5.29.13.3 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
109. 253. 192. 10 |l srael 147.237. 72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
2.53. 31. 186 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
176. 13. 19. 36 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
85.130.232.85 |lsrael 147.237.76. 31 |nakchal .idf.il dr op First packet isn't SYN drop 5
2.53.31. 186 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
46. 116. 22. 13 | srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
2.53.160. 69 I srael 147. 237.72. 166 |aka. i f . Bad TCP sequence mg?\,(s::: ;ansn“ wthdifferent | onitor |5
85.130.232.85 |Israel 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
85.130.232.85 |lsrael 147.237.76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
84.108.136.63 | srael 147. 237.72. 166 |aka. i f . Bad TCP sequence ﬁﬁﬁ(srcztl r:‘”S”“ wthditterent | onitor |5
46. 19. 85. 83 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 86. 88 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
176. 13. 19. 36 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 4
46. 19. 86. 52 | srael 147.237. 72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
176. 13. 229. 255 |l srael 147.237.77. 243 |nobi le.idf . il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 4
196. 217.96. 70 Mor occo 147.237.77. 216 |dover.idf.il dr op drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
31.168. 115. 178 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 94
2.55.141. 101 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 62
2.53.10. 119 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 50
185.32.179. 157 |israel 147.237.77. 243 |nobi | e. i df . i | Paraneter Type Mol ation hewassvord in B ock 7
nobi | e. i df .i|/sachar/changepassword
- . . Unaut hori zed URL Access to
77.127.2.178 I srael 147.237.0.19 |madimatal .idf.il nadi matal i of i1/ shar ed! aj ax/ updat enakat qaunt i ty. aspx Bl ock 6
185. 27. 106. 109 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Il1legal Byte Gode Character in Mthod from185. 27.106.109 |B ock 4
185. 27.106. 109 |l srael 147.237.72. 166 |aka. i df . i | Ml ti pl e Unknown HTTP Request Method from 185. 27. 106. 109 B ock 4
185. 27. 106. 109 |l srael 147.237.72. 166 [aka. i df . i | Ml tiple Abnormal Iy Long Request from 185.27.106. 109 B ock 4
185. 27. 106. 109 |l srael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte de Character in URL Bl ock 4
. . Mitiple Illegal Byte Gode Character in Header Nane from
185. 27. 106. 109 |l srael 147.237.72. 166 |aka. i df . i | 185. 27. 106. 109 Bl ock 4
185. 27. 106. 109 |l srael 147.237.72. 166 [aka. i df . i | Mil tiple Mal formed URL from 185. 27. 106. 109 B ock 4
185. 27.106. 109 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal HITP \Version from185.27. 106. 109 B ock 3
37.46. 39. 191 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 3
46. 19. 85. 120 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 3
46.19. 86. 179 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
46.121.69.162 |Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 3
. . Untraceabl e SS. Sessions: Protocol violation
185. 27. 106. 109 |l srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
. . D stributed Uhaut hori zed LRL Access on
79. 178. 46. 53 I srael 147.237.72. 166 |aka. i df . i | vws aka. i of i1 /si p storagel i1 es/ 2/ 71772, pelf Bl ock 2
185. 27. 106. 109 |l srael 147.237.72. 166 [aka. i df . i | Mil tiple Abnornal |y Long Header Line from 185.27. 106. 109 B ock 2
. . DO stributed Uhaut hori zed URL Access on
87.69.17.15 I srael 147.237.72. 166 [aka. i df . i | vws aka. i of i1/ si p.storagel | es/ 2/ 71772, pel? B ock 2
. . D stributed Unaut hori zed LRL Access on
66. 249. 66. 177 |l srael 147.237.77.216|dover.i df . il vow i df i |/ at al 1/ zkor / vi ew i g, asp B ock 2
: . . D stributed Whaut horized Met hod for Known URL on
184.74.228.5 Uhited Sates |147.237.72. 166 [aka. i df . i | wanaka i of i1/ishuri m e B ock 2
. . D stributed Whaut horized Method for Known URL on
176. 228. 220. 173]I srael 147.237.72. 166 [aka. i df . i | vow aka. i df i |/ nai v gi yus/ gener al . aspx B ock 2
. . . DO stributed Unhaut hori zed URL Access on
84.108. 152. 201 |[Israel 147.237.76. 147 |chi nuch. aka. i df . i | e chi nuch. aka, i df i | /404, htm B ock 2
. . Mitiple Ill1egal Byte Gode Character in Header \Val ue from
185. 27. 106. 109 |l srael 147.237.72. 166 |aka. i df . i | 185. 27, 106. 109 B ock 2
. . . DO stributed Unhaut hori zed URL Access on
5.28.129. 51 I srael 147.237.0.19 |[nadimatal .idf.il nadi mat al i df .|/ shar ed/ aj ax/ updat enakat qaunt i ty. aspx B ock 2
95. 86.104. 235 |[Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 95. 86.104. 235 |B ock
185. 27. 106. 109 |l srael 147.237.72. 166 |aka. i df . i | Miltiple NOLL Character in Header Nane from 185. 27. 106. 109 B ock
. . D stributed Whaut horized Met hod for Known URL on
77.138.90.180 |France 147.237.72. 166 |aka. i df . i | v aka, i df . i 1/ mai n/ gi yus/ yahash2017/ | obby. aspx Bl ock 1
185. 27. 106. 109 |l srael 147.237.72. 166 [aka. i df . i | Abnornal |y Long Header Line request header nane B ock 1
66.249. 66. 180 [l srael 147.237.77. 216 |dover. i df .i |l Uhaut hori zed URL Access to wwidf.il/atal 1/izkor/vi ew i ng. asp Bl ock 1
180. 97. 106. 37  |Chi na 147.237.0.15 |kosher-kravi.idf.il |Wauthorized URL Access to 180. 163. 113. 82/ check_pr oxy B ock 1
85.64.181.232 |Israel 147.237. 72. 166 |aka. i df . i | Lhauit hori zed Method HEAD for Bock |1
w aka. i df . i |/ nai n/ gi yus/ general . aspx
. . Unknown Parameter _ VI EWSTATEENCRYPTED i n
46.210.182.78 |Israel 147.237.72. 166 |aka. i df . i | voww aka. i df i |/ nai v Sachar/ decl ar at i onexpl anat i on. aspx None 1
Illegal Byte Gde Character in Mthod
185. 27. 106. 109 |l srael 147.237.72. 166 [aka. i df . i | 3a8N\RJabYT! N&> Ah O-F A N&y8[ [ #6] ] - ¢¥, 1 h) >*eEZ[ [ #15]] 9%+ B ock 1
{ywd
180. 97. 106. 161 |Chi na 147.237.76.30 |hinush.idf.il Unhaut hori zed URL Access to 180. 163. 113. 82/ check_pr oxy B ock 1
68.180.231.57 |lhited Sates |147.237.77.216|dover.idf .il Paraneter Type Mol ati on PageNumin waw i df . il/1379- he/ dover. aspx |B ock
217.132.44.95 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css  |B ock
. . . Uhaut hori zed URL Access to
66.249. 64. 166 [l srael 147.237.77.243|nobi l e.i df . i | mubi l e, i cf i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1754 B ock 1
: . . Unaut hori zed Met hod PCST for
98. 230. 46. 95 Lhited Sates [147.237.72.166|aka. i df .i | vown aka. i df i |/ mai n/ r abanut / gener al . asp B ock 1
46. 19. 86. 226 | srael 147.237.76.31 |nakchal .idf.il Mil tipl e Unknown HTTP Request Method from 46. 19. 86. 226 B ock 1
79.183.64.125 |Israel 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/ 1 B ock 1
77.138.93. 30 France 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod PCST for www aka. i df.il/main/snalind B ock 1
185. 27. 106. 109 |l srael 147.237.72. 166 [aka. i df . i | Aonormal |y Long Request net hod Bl ock 1
. . Unaut hori zed URL Access to
66.249. 66. 197  [Israel 147.237.77. 216 |dover.i df . il 147. 237. 77, 216/ t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock 1
. . . . D stributed Whaut hori zed URL Access on
180.97.106.37  [Chi na 147.237.0.34 |tikshuv.idf.il 180. 163. 113. 82/ check pr oxy B ock 1
51.252.53.142 |Saudi Arabia |147.237.77.216|dover.idf.il Dstributed Ml fornmed UR B ock 1
185. 27. 106. 109 |l srael 147.237.72. 166 [aka. i df . i | I11egal HITP \ersion B ock 1
79.181.18.233 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237. 77. 233/ 1136- he/ at al . aspx B ock 1
. www. chamat z. aka. i d .
180. 97. 106. 161 |Chi na 147.237.77. 226 Unaut hori zed URL Access to 180. 163. 113. 82/ check_pr oxy B ock 1
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