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W aka. idf.il
M dover.idf.il
B nadimatal .idf.il
M nakchal .idf.il
M nobile.idf.il
W refuah.idf.il
[ ishurimaka.idf.il
Wiawidf.il
aman.idf.il
B wun chanat z. aka. i df . i |

M 46. 19. 85. 157
62.203. 111. 25

I 46. 19. 86. 153
2.55. 168. 185
B 46. 116. 22. 36

Top Attackers

M 109. 253. 192. 63
I 46. 19. 85. 248
M 2.53.19. 140

62. 0. 212. 201
W 37. 26. 148. 201




09-28-2016-18:04:01 to 09-28-2016-19:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
213. 57. 48. 249 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 122




09-28-2016-18:04:01 to 09-28-2016-19:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

51. 254, 97. 22 France 147. 237.72. 156 anan.idf.il C1000074: HITP. naj estic bot Per nit 1




09-28-2016-18:04:01 to 09-28-2016-19:04:01

|Top Attackers In |D|

Attacker Address |Target Address Aé)tuiikre; ‘Ste ‘Signature

79.180.23.224 |147.237.0.34 |lIsrael tikshuv.idf.i[ET SCAN NVAP -sA (2) 6
217.132.155.5  |147.237.72. 166 |l srael akaidf.il |ET SCAN NVAP -sA (2) 1
103. 234, 209. 93 |147. 237 76. 34 |i ndonesi & yohal an.i . ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential 1

Scan or Brute Force

71.15. 85. 176 147.237.0.33 |[lhited Sates [idf.il ET SCAN Potential SSH Scan 1
46.120. 132. 241 (147.237.76.86 |[lsrael navy.idf.il |ET SCAN NVAP -sA (2) 1
23.91.75.231 147.237.72. 217 |Wnited Sates [e.idf.il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 169. 150|147. 237. 77. 212 E;ir:;cci]om e.dover.idf.i|ET SCAN NVAP -sS w ndow 1024 1
80.246.133.20 [147.237.77. 216l srael dover.idf.il |portscan: TGP D stributed Portscan 1
77.127.17.30 147.237.77. 216 (I srael dover.idf.il |portscan: TGP D stributed Portscan 1
66.249.76.106 |147.237.72.166|lhited Sates [aka.idf.il [ET SCAN NVAP -sA (2) 1
46. 19. 86. 69 147.237.77. 216 |I srael dover.idf.il |portscan: TGP D stributed Portscan 1
2.55. 157. 205 147.237.77. 216 (I srael dover.idf.il |portscan: TGP D stributed Portscan 1




09-28-2016-18:04:01 to 09-28-2016-19:04:01

|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘S’te ‘Signature
2.53.19. 140 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 39
100. 92. 64. 37 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 30
62. 203. 111. 25 Sntzerl and 147.237.76.31 |nakchal .idf.i|SYN At t ack SYN -> SYN-ACK -> Ti meout alert 26
62.203.111.25 |Sntzerland 147.237.76.31 |nakchal .idf.i|SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 26
46. 19. 86. 153 I srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 25
62.203.111.25 |[Swtzerland  [147.237.76.31 |nakchal.icf.i|Bad TCP sequence i’;l;eerﬁcrgnsmt wth different mnitor |25
213.57. 48. 249 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 24
46. 19. 85. 248 I srael 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 24
62.0.212. 201 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24
62. 203. 111. 25 Sntzerland 147.237.76.31 |nakchal .idf.i|Bad TCP sequence Invalid ACK nunber noni t or 22
46.116. 22. 36 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 21
46. 116. 22. 36 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber alert 21
62.203.111.25 |[Swtzerland  |147.237.76.31 |nakchal.idf.i|Bad TCP sequence i’;lfeeécr:nsn“ Wth different aert 18
46. 19. 85. 248 I srael 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Inval i d ACK nunber alert 16
46.19. 86. 153 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d ACGK nunber moni t or 16
46. 19. 85. 83 I srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence I'nval i d ACK nunber noni t or 16
46. 19. 86. 162 | srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout alert 15
2.55.144.102 | srael 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 15
46. 19. 86. 153 I srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence Inval i d ACK nunber alert 14
46.19. 86. 179 I srael 147.237.76.31 |nakchal .idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 14
46.19.86.193  |Israel 147.237.72. 166 |aka idf.il  |Bad TOP sequence mﬁsrczt;ansm wehdifferent  Jopnitor |13
62.0.212. 201 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 13
176.13.249.69 |Israel 147, 237. 77, 243 bl e. i of 1| | €AM NG Engi ne: TCP Inval i d Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 83 I srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence Inval i d ACK nunber alert 12
109. 253. 213. 212|i srael 147, 237. 77, 243 bl e, i of 1| | €AM NG Engi ne: TQP Inval i d Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
79.178.17. 26 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10
79.178.17.26 [ srael 147.237.77. 216 |dover.idf.il |Bad TOP sequence mﬁﬁsggansm wthdifferent | oonitor o
46. 19. 86. 153 | srael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence I'nvalid ACK nunber alert 9
109. 253. 192. 63 |l srael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 9
217.132.58.172 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 9
85. 64. 160. 172 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 7
185.86.201.55 [italy 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 7
46. 19. 85. 250 I srael 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Invali d ACK nunber nmoni t or 6
109. 253.192. 63 |Israel 147.237.77. 243 |mbile.idf.i1|Bad TOP sequence mﬁsrczlt ;ansm wehdifferent  Joonitor |6
46. 19. 85. 238 I srael 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 6
79.177.59.246 i srael 147.237.72.166 |aka.idf.il |Bad TCP sequence ﬁﬁ;&tf‘sm wthdifterent | oonitor |6
109. 253. 147. 210|I srael 147, 237. 77. 243 |wobi e, o 1 [ €3M NG Engi ne: TP Invalid vl | d segnent retransm ssi on drop 6
Ret ransni ssi on Packet dr opped.
46.19. 86. 179 I srael 147.237.76.31 |nakchal .idf.i|Bad TCP sequence Invalid ACK nunber alert
31.168. 97. 98 | srael 147.237.77.216 |dover.idf.il |dr op Frst packet isn't SN drop
109. 253. 192. 63 |Israel 147.237.77. 216 |dover.idf.i| |Bad TOP sequence mﬁﬁsggansm wehdifferent | oonitor |6
46. 19. 85. 250 | srael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 86. 162 | srael 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 6
37. 26. 148. 238 | srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 6
2.53.187.91 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
46. 19. 85. 238 I srael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence I'nval i d ACK nunber alert 6
109. 253. 192. 63 |l srael 147.237.77. 243 |mobi | e.i df . i1 |dr op Frst packet isn't SYN drop 6
79.178. 226. 56 | srael 147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 5
112.124. 124. 227|Chi na 147.237.76.31 |nakchal .idf.i|SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 5
77.125.1.0 | srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
213. 8. 204. 40 | srael 147.237.0. 34 tikshuv.idf.i|SYN At tack SYN -> SYN-ACK -> Ti nmeout noni t or 5




09-28-2016-18:04:01 to 09-28-2016-19:04:01

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
46.19. 85. 157 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 175
2.55. 168. 185 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 46
79. 181. 230. 4 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 28
84.108. 65.217 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 84. 108. 65. 217 Bl ock 16
. . . Paraneter Type M ol ati on Repeat Password in
2.53.164. 33 I srael 147.237.77.243|nobi l e.idf . il nobi | e, i df .| / sachar / changepassvor d Bl ock 15
109. 67. 185.36 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 109. 67. 185. 36 B ock
46.117.47.249 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Lhaut hori zed UR. Access from 46. 117. 47. 249 B ock
. - D stributed Lhaut hori zed URL Access on
93.172.152.94 |[Israel 147.237.72. 166 |aka. i df . i | ww aka i o i1 /si p storagelfil es/ 2 71772, pef Bl ock 4
79.178.76. 40 I srael 147.237.77. 216 |dover.i df.i |l Uhaut hori zed URL Access to wa i df.il/894-he Bl ock 4
- . - Unhaut hori zed URL Access to
212.179.21. 194 |[Israel 147.237.0.19 |nmadimatal .idf.il naci matal i df i1/ shar ed aj ax/ updat enakat gaunt i ty. aspx Bl ock 4
. . Ml tipl e Whaut horized Method for Known URL from
109. 65. 138. 229 |l srael 147.237.72. 166 |aka. i df . i | 109, 65. 138. 229 B ock 3
176.13.14. 144 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
109. 253. 213. 212|I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock
31.168.104.92 [Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to waw aka. i df.il/main/ Bl ock
. . D stributed Lhaut hori zed URL Access on
109. 253. 136. 168|l srael 147.237.72. 166 |aka. i df . i | ww aka. i of i 1/si p, st or agel | es/ 2 71772 pof{ Bl ock 2
46. 19. 86. 204 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
. . Unaut hori zed Met hod PCST for
77.138.143. 112 |France 147.237.72. 166 |aka. i df . i | v aka. i df i |/ mai n/ i yus/ bookl et s. aspx B ock 2
109. 65. 194. 233 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
109. 253. 202. 241 |l srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Gode Bl ock
. . D stributed Lhaut hori zed URL Access on
109. 253. 211. 41 |l srael 147.237.72. 166 [aka. i df . i | ww aka. i of i 1/si p, st or agel | es/ 2 71772, pof 7 Bl ock 2
99. 31. 227. 98 Lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed Met hod PCST for www aka. i df . il/mai n/ sachar B ock
46. 120. 55. 85 | srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 46.120.55.85 |B ock
. - Unaut hori zed Met hod PCBT for
213.151. 35.221 |[Israel 147.237.72. 166 |aka. i df . i | v aka. i df i |/ i v snal i i f ag, aspx Bl ock 2
77.138.104. 132 |France 147.237.72. 156 [arman. i df . i | Lhaut hori zed URL Access to vww anman. i df.il/favicon.ico Bl ock 1
2.53.9. 66 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
109. 253. 216. 32 |l srael 147.237.77.243|nobi l e.idf . i | D stributed Suspici ous Response Code B ock 1
66.249.66. 177 |l srael 147.237.77. 216 |dover.i df.i Unaut hori zed URL Access to waw idf.il/atal 1/izkor/ vi ew i ng. asp Bl ock 1
84.108.89.161 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qode Character in LR B ock 1
46.120. 55. 85 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for aka.idf.il/main/giyus/ general .aspx [B ock 1
213.151.38.41 |Israel 147. 237.77. 216 |dover . i df . i | Wnauit hori zed LRL Access to B ock 1
v i df . i |/ navy/ site/ tenpl at es/ control | er. asp
wwv. chamat z. aka. i d |Ostri i
176.13.12.156 | srael 147.237.77. 226, . Distributed Lhauthori zed URL Access on B ock 1
f.il wwv chanat z. aka. i df . i 1/404. aspx
77.139.78.242 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method PCST for v aka. idf.il/megurind Bl ock 1
- - Unhaut hori zed URL Access to
66.249. 76. 79 I srael 147.237.72. 166 [aka. i df . i | 147.237.72. 166/ si p_st or age/ f | es/ 3/ 70123. doc B ock 1
66.102.9. 8 Wited Sates |147. 237.72. 166 |aka. i df .i | Dstri bu_t ed _Uwaut_horl zed Method for Known URL on 8 ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
. . Unknown Paraneter asmin
185. 120. 126. 16 |l srael 147.237.72. 166 [aka. i df . i | v aka. i df . i |/ nai n/ gi yus/ yahash2017/ | obby. aspx None 1
. . Ml tipl e Whaut horized Method for Known URL from
80.178. 191. 251 |l srael 147.237.72. 166 |aka. i df . i | 80.178. 101 251 B ock 1
141. 0. 15. 142 Nor way 147.237.72. 166 |aka. i df . i | Unknown Paraneter utmsource in v aka. i df.il/main/giyus/ None
66.249. 66. 180 [Israel 147.237.77.216|dover.idf .l Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock
84.229.79.133 [Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method CPTIONS for waw aka. i df . il/mai n/ sachar/ Bl ock 1
46.210. 169. 217 |Israel 147.237.72. 166 |aka. i df . i | Wnknown Paranet er ct | 00Sct | 00Scphii n$cphSachar $etl58.y in None 1
v aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
37.26.146.229 |Israel 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 1
] . ] Unaut hori zed Met hod PCST for
68. 132. 133. 66 Lhited Sates [147.237.72.166aka.idf.il wiw aka. i df . i |/ mai v r abanut / gener al . aspx B ock 1
66.102.9.8 Lhited Sates |147.237.72.166|aka.idf.il Ml ti pl e Unaut hori zed Method for Known URL from 66.102. 9.8 B ock 1
. . D stributed Uhauthori zed URL Access on
93.172. 216. 194 |l srael 147.237.72. 166 |aka. i df . i | ww aka i o i1 /'si p storagelfil es/ 2/ 71772, pef Bl ock 1
. - Unaut hori zed Method GPTI ONS for
80.178.191. 251 I srael 147.237.72.166 [aka. i df . i | ww aka. i df . i |/ nai n/ gi yus/ aut henti cati onservi ce. asnx/ get aut huser Bl ock !
77.138.197.196 |France 147. 237. 72. 166 |aka. i df . i | Distributed hauthorized Mthod for Known LRL on B ock 1
v aka. i df . i |/ nai n/ gi yus/ bookl et s. aspx
141. 226. 217. 82 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip B ock
109. 67.185.36 |l srael 147.237.72. 166 [aka. i df . i | Dstributed Unhaut hori zed URL Access on waw aka.idf.il/sip_storag [B ock
. . Uhaut hori zed URL Access to
66.249.69. 136 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9628- he/ r ef uah. aspx Bl ock 1
85. 64. 111. 97 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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