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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address Site Signature Device Action |Count

54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
212.150. 128. 10 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
199. 203. 108. 177 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
79.180.79.7 | srael 147.237.76. 197 e. hinush.idf.il B ack List drop 1
93. 63. 66. 49 Italy 147.237.77. 19 lawforumidf.il L4 Source or Dest Port Zero drop 1
198. 44. 110. 15 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
46. 101. 36. 38 Uni ted Ki ngdom 147.237.77. 176 nat pash. i df il L4 Source or Dest Port Zero drop 1
93. 158. 215. 26 Net her | ands 147.237.76. 177 ncore.idf.il B ack List drop 1
93. 174. 94. 235 Net her | ands 147.237.76. 30 hi nush. i df.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Addr ess |Site |Sgna1ure Devi ce Action ‘Count ‘
5.189.190.238  [Ger many 147.237.77.170 |naarachot .idf.i| |20086: HITP. Mi ebl ackcat Security Scanner Bl ock 5
5.189.190.238  |Ger many 147.237.77.170 |maarachot.idf.il |20085 HITP. Miebl ackcat Security Scanner Initial Request Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

186. 72.87. 70 147.237.8.45 |Panama eeitanidf.il Fotential Scan or Brute Force 2
46. 19. 86. 218 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan

154, 122. 134. 200|147. 237. 77. 216 |[Kenya dover.idf.il ET VEB SFRER Script tag in LR, Possible Qross Site Scripting 1

At t enpt
37.48.77.131 147.237.8.28 [Netherl ands e.nobi | e-ks.idf.i l[ET SCAN Potential SSH Scan 1
103. 245,110, 22 |147. 237, 77. 234|Bang adesh el ag i df i1 ET SIDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5.189.190.238  [147.237. 77. 170 |Ger many nearachot . idf.il |ET WEB _SERVER Mui ebl ackcat scanner 1
91.224.161.69 |[147.237.76.38 [Netherlands eemeitav.idf.il [ET SCAN Potential SSH Scan 1
r lic| . . .. |ET SCAN Behavi oral ULhusual 'y fast inbound Tel net Gonnecti ons,

1.254.165.98  [147.237.72.167 ok‘f’ea Republ i c ishrimaka idf i1l S T T e e Forze 1
91.224.161.69 |147.237.76.30 |Netherlands hi nush. i df .i | ET SCAN Potential SSH Scan 1
91.224.161.69 |[147.237.0.19 [Netherlands madi matal .idf.il [ET SCAN Potential SSH Scan 1
79.178. 20. 47 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
66.249. 64. 103 |147.237.77.170|W0ited Sates  [maarachot.idf.il |ET SCAN NVAP -sA (2) 1
46. 19. 86. 245 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
163.172.115.5 |147.237.77. 227 |Uni ted Ki ngdom|e. hanaz. i df.i| ET SCAN Potential SSH Scan 1
46. 19. 85. 221 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
149. 255. 108. 192|147. 237. 76. 196 |Uni ted Ki ngdom|e. sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.26.149.243  |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
91.224.161.69 |147.237.76. 147 |Net her| ands chinuch. aka.idf .i I[ET SCAN Potential SSH Scan 1
5.28.174.5 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
91.224.161.69 |147.237.76.34 |Netherlands yohal an. i df .i | ET SCAN Potential SSH Scan 1
91.224.161.69 |147.237.0.35 |Netherlands akavs. i df .i | ET SCAN Potential SSH Scan 1
84.108.67.212 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
77.127.18.192 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
46.121.90.192 [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Signature

Devi ce

Country

SYWNretransmt wth different

Action

‘Count

79.183.14.33  |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e nonitor |35
62.203.111.25 |Swtzerland 147.237.76.31 |[nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout aert 23
62.203.111.25 [Swtzerland |147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout nonitor |23
62.203.111.25 |[Swtzerland [147.237.76.31 |nakchal .idf.il Bad TCP sequence izlur:tncrgnsmt Wth different moni tor |20
62.203.111.25 |Stzerland |147.237.76.31 |nakchal .idf.il Bad TCP sequence i’;‘ﬁéj"s"“ wehdfferent 1) et 19
46.19.86.162 | srael 147.237.72. 166 |aka. i df . i Bad TCP sequence ﬂﬁtrj\:;ggzl&‘é‘”h moni tor |15
82.81.137.12 I srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or 15
46.19.86.162  [Israel 147.237.72. 166 |aka i df .il SYN Attack SYN - > SYN-ACK -> Ti meout nonitor |15
46. 19. 86. 212 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence Inval i d AGK nunber nonitor |15
109. 253. 128. 18 |israel 147.237.77. 243 |robi L e. i of .1 Streaning Engine: TCP Invalid imvalid segnent retransmssi on drop 15
Ret ransm ssi on Packet dropped.
62.203.111.25 |Sitzerland [147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d ACK nunber monitor |13
46. 19. 86. 212 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber alert 12
62.0.212. 209 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
212.150. 128. 10 |l srael 147. 237.77. 216 |dover. i df .| drop Frst packet isn't SN drop 11
46. 19. 85. 62 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber monitor (11
46. 19. 85. 206 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid AGK nunber aert 9
46.19.86.138  |israel 147. 237.77. 243 |obi l e. i f . i Streaning Engine: TCP Invalid |invalid segnent retramsnission | 9
Ret r ansm ssi on Packet dropped.
46. 19. 85. 206 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber noni t or
46. 19. 85. 62 | srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence I'nval i d ACK nunber alert
37.26.149. 253 |lsrael 147.237. 77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
37.26.149.253 |israel 147.237.77. 176 |nat pash. i f .| Bad TCP sequence wﬁtﬁ;ﬁ;gﬂ‘gth monitor |8
5. 29. 209. 54 | srael 147.237.72. 166 |aka i df .il SYN At tack SYN -> SYN-ACK -> RST nonitor (8
46.19.85.0 I'srael 147.237.77. 226 "} chamatz.aka.1df |paq TCP sequence Inval i d ACK number moni tor |7
193. 43. 246. 250 |l srael 147.237.77. 216 |dover. i df .il dr op First packet isn't SN drop 7
2.53.151.218  |[Israel 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST monitor |7
80. 246. 138. 189 [l srael 147. 237.72. 156 |anan. i of . | SYN At t ack SYN - > SYN-ACK -> RST monitor |7
37.142.213.57 |lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
37.26.149. 253 |lsrael 147.237. 77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout aert 7
46. 19. 86. 227 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert 6
2.53.190.200 | srael 147.237.77. 243 |robi | e. i of . i1 Streaning Engi ne: TCP Inval id invalid segnent retransmssion drop 6
Ret r ansm ssi on Packet dropped.
46. 19. 86. 227 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or
176.13.17.217  |Israel 147.237.72. 166 |aka. i df .i SYN Att ack SYN -> SYN-ACK -> RST noni t or
80.246.136.59 I srael 147.237.72. 166 |aka. i of . i Bad TCP sequence ﬂﬁtrj\:;ggzl&‘é‘”h moni tor |5
82. 166. 130. 45 I srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 5
46.19.85.0 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence I'nval i d ACK nunber alert 5
46.19. 85. 212 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber aert 5
2.53.61. 235 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |5
46.19.85.0 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence I'nval i d ACK nunber nonitor |5
217.194. 202. 225|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
176. 13. 244. 234 |Israel 147.237.72. 166 |aka. i df .i SYN At t ack SYN - > SYN-ACK -> RST monitor |5
46.19.85.212  |[Israel 147.237.72. 166 |aka i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |5
2.53.61.235 [Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence wﬁtrs\;;ggzl&gth moni tor |5
46.121.235.135 |[lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence monitor  [5
82.166.21.25  |Israel 147.237.72. 166 |aka i df .il SYN At tack SYN -> SYN-ACK -> Ti neout monitor (5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
2.55.177.96 I srael 147.237.72. 166 |aka. i df .i 1 SYN Att ack SYN -> SYN-ACK -> Ti neout nonitor |4
2.55.177.96  |Israel 147.237.72. 166 |aka. i df . i Bad TCP sequence ﬂﬁtrj\:;ggzl&gth moni tor 4
154. 122. 134. 200|Kenya 147.237. 77. 216 |dover. i df .il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
46.19.86.152  [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert
46.121.235.135 |l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.14. 144 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 137
185. 120. 124. 35 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhauthori zed URL Access from 185. 120. 124. 35 B ock 25
46.19. 86. 186 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 46. 19. 86. 186 B ock
46.19. 85. 157 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock

. . D stributed Uhaut hori zed URL Access on
109. 64. 137. 211 |l srael 147.237.72. 166 |aka. i df . i | v aka i of i 1/si p storagelfi | es/ 2/ 71772, pef Bl ock 5
77.139.102.129 |France 147.237.72. 166 |aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 77.139. 102. 129 B ock 5
80.178.189.23 |Israel 147.237.72. 166 |aka. i df . i | Distributed Whauthorized LR Access on B ock 3

ww aka. i df.il/sip storagelfiles/ 2/ 71772. pdff

. . D stributed Unaut hori zed URL Access on
109. 253. 139. 157|l srael 147.237.72. 166 |aka. i df . i | v aka i o i 1/si p storagelfi | es/ 2/ 71772, pef B ock 3

. . D stributed Uhaut hori zed URL Access on
176.13.242.33  |Israel 147.237.72. 166 |aka. i df . i | v aka. i of i1 /si p.stor agel | es/ 2/ 71772, pel? B ock 3

Russi an D stributed Whaut horized Met hod for Known URL on

109.252.29.32 | oo 147.237.72. 166 |aka. i df . i | vow aka. i df . i 1/ mai n/ home/ def aul t . aspx B ock 3
79.178.50.9 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
46.19. 86. 184 I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from46. 19. 86. 184 B ock
109. 253. 128. 18 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode B ock
46.117.218. 155 |Israel 147.237.72. 166 |aka. i df . i | Distributed haut hori zed LRL Access on B ock 2

ww aka. i df.il/sip storagelfil es/ 2/ 71772. pdff
. . Unaut hori zed URL Access to
46. 19. 86. 86 | srael 147.237.72. 166 |aka. i df . i | vown aka, i of i 1/5i p storagel il es/ 3/ 71773, pdf NO B ock 2

D stributed Uhaut hori zed URL Access on

109. 253. 218. 44 |l srael 147.237.72. 166 |aka. i df . i | v aka. i of i1 /si p.stor agel | es/ 2/ 71772, pel? Bl ock 2
46.19. 86. 138 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock
62.176.124.130 |Rulgaria 147.237.72. 156 |anan. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None
46.121.235.135 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unhauthori zed URL Access from 46, 121. 235. 135 B ock
109. 253. 195. 57 |Israel 147.237.77. 243 |nobi | e, i of .1 |Faneter Type Mol ation NewPassword in Bl ock 2

nobi | e.i df.il/sachar/changepasswor d
O stributed Uhaut hori zed URL Access on

85. 130. 233. 106 |l srael 147.237.72. 166 |aka. i df . i | v aka. i of i1 /si p.stor agel | es/ 2/ 71772, pel? B ock 2
. . Paranet er Type M ol ati on ct| 00$Cont ent A acetbl der 1%t xt Gontent in
46.19.85.239  [Israel 147.237.76.42 |refuah.idf.il voww ref U, atal i df .|/ 1518- hel ref uah. aspx B ock 2
141. 226.218.70 |Israel 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LR B ock 2
. . D stributed Whaut hori zed URL Access on
66.249.93.208 |[lIsrael 147.237.72.166 |aka. i df . i | vws aka. i of i1 /si p storagel i1 es/ 2/ 71772, peft B ock 2
. . D stributed Uhaut hori zed URL Access on
46. 116. 20. 83 I srael 147.237.72. 166 |aka. i df . i | v aka i of i 1/si p.stor agel | es/ 2/ 71772, pel? B ock 2
212.179.21.194 |Israel 147.237.76.31 |nakchal .idf.il |Dstributed Unauthorized HTTP Met hod B ock 2
. . . Unhaut hori zed URL Access to
12.180.225.130 |lnited Sates [147.237.77.216|dover.idf.i | voww i df i 1/t enpl at es/ t enpl at econt r ol s/ gener i o/ B ock 2
46.210. 146. 100 |Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock
176. 13. 19. 30 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
212.179.21.194 |lsrael 147.237.76.31 |nakchal .idf.il Mil tipl e Wauthorized URL Access from212.179. 21. 194 B ock
. . D stributed Whaut hori zed URL Access on
176.13.251.36 |Israel 147.237.72.166 |aka. i df . i | vws aka. i of i1 /si p. storagel | es/ 2/ 71772, pelt B ock 1
66.249. 69. 142  [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8750- he/ r ef uah. aspx |B ock 1
31.13.113.87  |ireland 147.237.72. 166 |aka. i df . i | Unhaut hor i zed LRL Access to B ock 1

ww aka. i df.il/sip storagel/fil es/ 8/ 71628. pdf DX
. . Unaut hori zed URL Access to
154. 122. 134. 200|Kenya 147.237.77.216|dover . i df . i | v o i |/ shar ed/ cl | ent enent byi d(* aspnet for m)) Bl ock 1

Unaut hori zed URL Access to

54.70.183. 237 United Sates 147. 237.72.156 |anan. i df . i | 147. 237. 72. 156/ web- consol e/ serveri nf 0. j sp B ock 1
109. 253. 132. 132|I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.19.86.186  |Israel 147.237.72. 166 |aka. i df . i | Wnaut hori zed LRL Access to B ock 1

ww aka. i df.il/sip storage/fil es/2/71772. pd

. . D stributed Uhaut hori zed URL Access on
195. 244.23. 45  |Israel 147.237.72. 166 |aka. i df . i | v aka i of i 1/si p storagelfiles/ 2/ 71772, pef Bl ock 1
Unknown Paraneter _ VI EASTATEENCRYPTED i n
wwy aka. i df . i1/ mai n/ sachar/ nai | box. aspx
. . D stributed Uhaut hori zed LRL Access on
37.26.148.145 |[Israel 147.237.72. 166 |aka. i df . i | v aka i of i 1/si p storagelfi | es/ 2/ 71772, pef Bl ock 1

D stributed Uhaut hori zed URL Access on

77.126.14.245 |Israel 147.237.72. 166 |aka. i df . i | None 1

176. 13. 224. 144 |l srael 147.237.72. 166 |aka. i df . i | v aka i of i 1/si p.stor agel | es/ 2/ 71772, pef? Bl ock 1
5.29.151. 18 I srael 147.237.77.234|hal ag. i df . il Unaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f |B ock 1
66.102.9.8 Lhited Sates [147.237.72. 166|aka. i df .il Uhaut hori zed Met hod PCST for www aka. i df.il/mai n/giyus/sitenap. aspx |B ock 1
46.117. 218. 155 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . il /[ sachar/hone. aspx B ock 1
212.179.21.194 [israel 147.237.76.31 |nakchal .idf.il [Wauthorized URL Access to www nakhal .idf.il/sip_storage/files/2/ B ock 1
109. 65. 138. 229 |l srael 147.237.72. 166 |aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 109. 65. 138. 229 B ock 1
180. 76. 15. 142  |China 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9182- he/ r ef uah. aspx |B ock 1
77.139.102. 129 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCBT for aka.idf.il/mai n/ sachar B ock 1
66. 249. 76. 28 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
31.154.19.5 I srael 147.237.77. 216 |dover . i df . i | Distributed Whauthori zed LRL Access on B ock 1

wan i df . il /i mages/ 1. he/ tri gger. png
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