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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|

41.111. 102. 246 Ageria 147.237.77. 216 dover.idf.il|DOS HITP-firefl ood dest - r eset 687
176. 13. 237. 193 | srael 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 9
2.53.45.19 | srael 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 4
79.176.91. 95 | srael 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 2
93. 174. 94. 235 Net her | ands 147.237.76. 177 ncore.idf.il|B ack List drop 1
41.111. 102. 246 Ageria 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1




09-28-2016-16:04:05 to 09-28-2016-17:04:05

|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address ‘Site |Sgna1 ure Devi ce Action |Oount

207.178. 197. 44 Lhited Sates 147.237.77. 74 lawidf.il |[5670: HITP. SQ Injection (SELECT) B ock 6
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

163.172.115.5

147.237.8. 24

Ki ngdom

elifestyle.idf.il

ET SCAN Potential SSH Scan

Gountry

207.178.197. 44 |147.237.77.74 |Wited Sates |lawidf.il SQ Injection - Select From 13
i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

218.48.107.8  |147.237. 7. 227 |FO"€& RPUOIIC o o i df i ) y 2

of Potential Scan or Brute Force
217.132.30. 154 |[147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
37.48.77.131 147.237.77. 121 |Net her | ands e.navy.idf.il ET SCAN Potential SSH Scan 1
163.172.115.5 |147.237.0. 15 LK?';gegom kosher-kravi.idf.il  |ET SCAN Potential SSH Scan 1
199. 203. 251. 74 [147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
37.48.77.131 147.237.76.31 [Netherl ands nakchal . i df. i ET SCAN Potential SSH Scan 1
125. 77. 194. 138 |147.237.76. 34 |[China yohal an. i df . il ET SCAN Potential SSH Scan 1
2.53.187.55 147.237.77. 216 (I srael dover.idf.il portscan: TGP DO stributed Portscan 1
176.13.226.23 |147.237.77.216|Israel dover . idf.il portscan: TCQP D stributed Portscan 1
91.224.161.69 |147.237. 76. 147 [Net her | ands chi nuch. aka. i df . i | ET SCAN Potential SSH Scan 1
163.172.115.5 |147.237.77. 235 E?';;gom sviva idf.il ET SCAN Potential SSH Scan 1
91.224.161.69 |147.237.0.33 [Netherl ands idf.il ET SCAN Potential SSH Scan 1
163.172.115.5 |147.237.77.178 E?';;gom e. nat pash. i df . | ET SCAN Potential SSH Scan 1
80. 178. 145, 183 |[147.237.77. 216 |l srael dover . idf.il portscan: TCQP D stributed Portscan 1
163.172.115.5 |147.237.76.86 E?';;gom navy. i df .il ET SCAN Potential SSH Scan 1
77.124.37.158 |147.237.72. 166 |l srael aka.idf.il portscan: TGP DO stributed Portscan 1
163.172.115.5 |147.237. 76. 38 LK?';gegom e.emeitav.idf.il ET SCAN Potential SSH Scan 1
62.219.138. 120 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
163.172.115.5 |147.237.72. 166 LKJ?';:gom aka.idf.il ET SCAN Potential SSH Scan 1
217.132.111. 129|147. 237. 77. 216 || srael dover.idf.il portscan: TCQP D stributed Portscan 1
41.111. 102. 246 |147.237.77.216|A geria dover.idf.il portscan: TCP Distributed Portscan 1
163.172.115.5 |147.237.0. 34 LK?';gegom tikshuv.idf.il ET SCAN Potential SSH Scan 1
37.48.77.131 147.237.76.39 |Netherl ands nobi | e.neitav.idf.il |ET SCAN Potential SSH Scan 1
125, 77.194. 138 |147. 237. 76. 147 |Chi na chi nuch. aka. i df . il ET SCAN Potential SSH Scan 1
2.55.132.35 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
196.180.9.152 [147.237.77.216|te Dlvoire |dover.idf.il ET SCAN NVAP -f -sS 1
93.190.90.226 |147.237. 77. 234 |Ger many hal ag.idf.il ET SCAN Potential SSH Scan 1
176.13. 4. 131 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
91.224.161.69 |147.237.0.35 |Netherlands akavs. i df i | ET SCAN Potential SSH Scan 1
163.172.115.5 |147.237.77.235 LKJ?';:gom sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.224.161.69 |147.237.0.16 [Netherlands ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
163.172.115.5 |147.237.77.74 E;Ir:;cci]om lawidf il ET SCAN Potential SSH Scan 1
79.178.197.39  [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
163.172.115.5 |147.237.76. 44 E?';;gom e refuah.idf.il ET SCAN Potential SSH Scan 1
62.219. 240. 174 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
163.172.115.5 |147.237. 76. 34 E?';;gom yohal an. i df.i ET SCAN Potential SSH Scan 1
46.116.100.79 [147.237.77. 216l srael dover.idf.il portscan: TCQP D stributed Portscan 1

Lhi ted 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address | o ry Target Address ‘S te ‘Slgnature Action ‘Count
41.111.102. 246 |Ageria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 698
162. 253. 131. 35 |Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 51
Sreaning Engine: TCP Invalid i i ssi
213.8.204.43  |israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. drop 48
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.53.7. 254 I'srael 147. 237. 77. 243 |mobi l e. i f . i 9 =9 nvalid segnent retransmssi on. dr op 30
Ret ransni ssi on Packet dropped.
79.177. 230. 157 |l srael 147. 237. 72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 27
62.203.111.25 |Satzerland 147.237.76.31 |nakchal .idf.il |[SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 25
62.203.111.25 |Satzerland 147.237.76.31 |nakchal .idf.il |SYN At t ack SYN -> SYN-ACK -> Ti meout alert 25
62.0.207.1 I srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 25
62.203.111.25 |[Swtzerland  |147.237.76.31 |nakchal .icf.il [Bad TCP sequence iz'l:eetncr:nsmt wth dfferent moni tor  [22
46. 19. 86. 251 | srael 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout aert 20
46. 19. 86. 251 I srael 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 20
. . SYNVACK retransmt with different .
46. 19. 86. 251 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence wi ndow scal e noni t or 20
185.62.121. 1 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 19
107. 77. 64. 89 Lhited Sates [147.237.76.31 |nakchal.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or 19
41.111.102. 246 |Ageria 147.237.77. 216 |dover.idf.i1  [Bad TOP sequence S retransmt with different wndow) o ivor |19
62.203.111.25 |[Swtzerland  |147.237.76.31 |nakchal.idf.il |Bad TCP sequence f:gﬁ:;é?"s”“ wth different dert 18
46. 19. 85. 246 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence I'nval i d AGK nunber noni t or 17
Sreaning Engine: TCP Invalid i i ssi
2.53.42.50 I'sr ael 147.237. 77. 243 |nobi l e.i df .1 9 =9 Invalid segnent retransmssion. dr op 15
Ret r ansni ssi on Packet dropped.
46. 19. 86. 235 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invali d ACK nunber noni t or 14
) R SYNVACK retransmt wth different .
112.110. 96. 253 |India 147.237.77. 216 |dover.idf.il |Bad TCP sequence wi ndow scal e moni t or 14
46. 19. 85. 246 | srael 147.237.76.31 [nakchal .idf.il |Bad TCP sequence Invalid ACK nunber alert 14
2.53.162. 97 I srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 14
46. 19. 86. 235 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber aert 13
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 13
62.0.227. 41 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 12
Sreaning Engine: TCP Invalid i i ssi
109. 253. 212. 212|1 srael 147.237.77. 243 |nobil e.i df . 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
80. 246. 137. 185 I srael 147. 237.77. 243 |mobi l e. i . i 9 =9 nvalid segnent retransmssi on. dr op 12
Ret ransni ssi on Packet dropped.
109. 253. 135. 134 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 12
176.13.13.162 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
62.203.111.25 |[Swtzerland 147.237.76.31 |nakchal.idf.il [Bad TCP sequence I'nval i d AGK nunber noni t or 12
98.19.222.133 |lhited Sates [147.237.72.156(aman.idf.il  [drop SAMrule drop 12
112.110. 96. 253 |India 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout aert 11
112.110. 96. 253 |India 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 11
46. 19. 85. 246 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber noni t or 11
80. 178. 95. 33 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SWN drop 11
2.55. 155. 58 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 11
202.83.120.30 |l ndonesi a 147.237.76.31 [nakchal .idf.il |Bad TCP sequence Invalid ACK nunber noni t or 10
46.19. 86. 234 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACGK nunber aert 10
46.19. 86. 234 | srael 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 10
46.19. 86. 234 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber noni t or 10
202.83.120.30 I ndonesia 147.237.76.31 |nakehal .idf i1 [Bad TCP sequence iz'l:eetncr:nsmt wth dfferent alert 10
R SYNVACK retransmt wth different .
46. 19. 86. 234 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence wi ndow scal noni t or 10
199. 203. 63. 211 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
46.19. 86. 234 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid sequence nunber noni t or 10
202.83.120.30  [indonesia 147.237.76.31 |nakchal .idf.il |Bad TCP sequence i’c\lﬁee;é:“s”“ wth dfferent monitor |10
46. 19. 85. 237 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 9
46. 19. 85. 246 I 'srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber alert 9
103.21.165.12 |Si Lanka 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
46. 19. 85. 40 I srael 147.237.77.233|atal .idf.il  |Bad TCP sequence Invalid AGK nunber noni t or 9
2.53.48.29 I'srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence WS. nldﬁf/]v(sLitI reansmt weh different onitor |




09-28-2016-16:04:05 to 09-28-2016-17:04:05

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.146.229 |[Israel 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 125
41.111.102.246 |Ageria 147.237.77.216|dover . i df . il Post Request - Mssing Content Type from41.111. 102. 246 B ock 56
2.55.178. 227 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 29
5.102.242.213 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 5. 102. 242. 213 Bl ock 18
66.249. 66. 177 |l srael 147.237.77.216|dover . i df . il Mil ti pl e Unaut horized URL Access from 66.249. 66. 177 B ock 7
46.120. 190. 190 |Israel 147.237.77. 170 |m@ar achot . i df . i | |Dstributed Unaut hori zed HTTP Met hod B ock 6
77.138.10.183 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCST for www aka. i df . i |/ nai n/ sachar B ock 5
2.53.42.50 I srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 3
185.32.176.10 |Israel 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 3
109. 253. 212. 212|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
77.138.147.31 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCBT for waw aka.idf.il/main/kapatz/ B ock 3
37.26.146.205 |[Israel 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 3
77.139.108. 223 |France 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 2
109. 253. 143. 116|l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
176.13.22.138 |Israel 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 2
80. 246. 137. 185 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
46.120.190. 190 |Israel 147.237.77. 170 |maar achot . i df . i | |Uhaut hori zed LR. Access to nmaarachot.idf.il/sip_storage/files/ 6/ B ock 2
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
91.238.226.1  |Bel gium 147.237.72. 166 |aka. i df . i | mt;;:l:t dffji f?:;éhr;?” zed Method for Known LR on B ock 2
176. 13. 3. 219 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79.178.33.196 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
77.127.241.20 |israel 147.237.72. 156 |aman. i df . i | géiﬁ&u&iﬁl‘iﬁl&?ISLO\IS?SDSAT‘JE&@EA?&)Z;' 241.20 (Protocol violation |\, 1
66. 249. 64. 9 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
176.13.5.7 | srael 147.237.72.166|aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
83.130. 195. 143 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
5.102.242.213 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for wwwy aka. i df.il/main/ gi yus/ general . aspx |B ock 1
217.69. 133. 224 :Zg::t”i on 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to aka.idf.il/ B ock 1
66.249.69. 136 [l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8868- he/ r ef uah. aspx |B ock 1
66.102.9.2 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCST for www aka. i df.il/nai n/giyus/sitemap. aspx [B ock 1
37.26.147.149 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None 1
79.178.198.14 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
77.127.241.20 |israel 147. 237. 72. 156 |aman. i df . i | i‘sgtégzzibispﬁ”gﬁi SZLDZT"’;E‘)’QC&?\:% on None 1
66.249.64.43  |Israel 147.237.72. 166 |aka. i df . i | ﬂ?“tzg;’r '7?2652 ngfzrsa;g/ 1l esl 21 70002, doc Bl ock 1
84.109. 116. 7 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.120.190. 190 [l srael 147.237.77. 170 |maar achot . i df . i | [Mul ti pl e Unaut hori zed URL Access from 46. 120. 190. 190 B ock 1
77.139. 163. 107 |France 147.237.72. 166 |aka. i df . i | D‘i"otli ;’t' Ie O?ig;f%&ﬁﬁﬁ%ﬁ?ﬁé{g:&;g% 16: |3.31E0; (Protocol None 1
31.13.110.108 |Ireland 147.237.77.216|dover.i df .l Unaut hori zed URL Access to 147.237.77. 216/ 894- he/ dover . aspx Bl ock 1
66.249.76.112 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/mai n/ sachar bl ank Bl ock 1
109. 253. 194. 242|I srael 147.237.77.216|dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.102.9.5 Wited Sates  |147.237.72. 166 |aka. i df . i | ﬁ;gﬂﬁd‘ iﬁt}a:;ihn(jrr:o?ic/j d“g;:??.;;’;)(mom R on B ock 1
2.53.188. 194 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
87.69.222.212 |lIsrael 147.237.72. 166 |aka. i df . i | Unhknown Paraneter cat|dF in v aka.idf.il/mai n/giyus/ general . aspx None
77.139. 163. 107 |France 147. 237. 72. 166 |aka. i df . i | f’i‘sﬁt égflﬁla_bllﬁpﬁngic;li &;DETiﬁic;ixxﬂgE; on None 1
31.154.19.5 I srael 147.237.77.216|dover.idf .il Ml tipl e Unaut hori zed URL Access from31.154.19.5 B ock 1
68.180.231.57 |lhited Sates |[147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin waw i df.il/1415- he/ dover. aspx Bl ock 1
66. 249. 64. 8 I srael 147.237.0.34 |tikshuv.idf.il |Miltiple Unauthorized URL Access from 66.249. 64.8 B ock 1
41.111.102.246 |Ageria 147.237.77.216|dover . i df . i Unaut hor i zed Method POST for 147.237.77. 216/ B ock 1
66.249.66. 177 |l srael 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/atal 1/izkor/vi ew text.asp Bl ock 1
189. 203. 217. 154|Mexi co 147.237.72. 156 |aman. i df . i | SSL Wntraceabl e Gonnection - Qoen Mde None 1
46. 120. 240. 129 |Israel 147.237.76.42 |refuah.idf.il Ml ti pl e Unaut horized URL Access from 46. 120. 240. 129 B ock 1
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