09-28-2016-15:04:02 to 09-28-2016-16:04:02

@
1"PT SwNn ()

goOVv

www.gov.il

IDF Under Attack

Daily Report

M dover.idf.il
M nadimatal .idf.il
M aka.idf.il
M nakchal .idf.il
M nobi le.idf.il
M anan.idf.il
Meitan aka. idf.il
M tikshuv.idf.il

i shurimaka.idf.i
M refuah.idf.il

|Top Target s |
2, 000"
1, 500+
1, 000+
Nunber T ...
a 500+
Attacks
. & & . & \ ) 6\’ & \ &
&..\&\ (»@ %.Q 5'\& Q}.}b & @L""\ &"\6 q@.’\b é\:\c
R\2 X\ ’8‘7 ¥ '\\ " X Q8 s
> 9 2 N
60 Q& Q& <@0 ’ﬁ '\’é\ \\\l' \\é\ \6
O S O
& @
Top Tar get

Nunber
(6]
At acks

Top Attackers

M 37.26. 146. 174
109. 253. 201. 0

I 176. 13. 238. 214
46. 19. 86. 71

Il 202. 83. 120. 30

M 62.0.207.1

[ 209. 51. 164. 169

Ml 212.179. 90. 106
91. 195. 162. 254

M 109. 253. 200. 44




09-28-2016-15:04:02 to 09-28-2016-16:04:02

|Top Attackers | n DDoS- Def ence |

Attacker ‘Target

Attacker .
Signature

Address Country Address

37.182. 47. 169 Italy 147. 237.77. 216 dover. i df il Z;J: handshake viol ation, first packet mot 12
217.65.35. 2 I srael 147.237.77. 216 dover. i df il I}?: handshake viol ation, first packet mot . 5
132.72.78. 122 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
31.154.45.78 I'srael 147.237.77.216  |dover.idf.il l;]: handshake violation, first packet not |4 ., 2
109. 253. 133. 210 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
213.8.128. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
63. 141. 250. 156 Lhited Sates 147.237. 76. 30 hi nush.idf.il bl ock-sp-trafl forvard 2
172.1.1.123 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
2.53.29.28 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 2
198. 204. 247. 221 Lhited Sates 147.237. 76. 147 chi nuch. aka.i df . il bl ock-sp-trafl forvard 2
173.208.198. 11 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-trafl forvard 1
192.187.118. 21 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il bl ock-sp-traf1 forvard 1
198. 204. 255. 74 Wited Sates 147.237.0.17 ke kosher-kravi. Tdl-T fo| ook-sp-traf 1 forvard 1
173. 208. 207. 133 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-trafl forvard 1
192.187.118. 21 Lhited Sates 147.237.77. 226 wwn chanmat z. aka. i df il |bl ock-sp-trafl forvard 1
173. 208. 213. 195 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-trafl forvard 1
192. 187. 118. 66 Lhited Sates 147.237.77.176 nat pash. i df . i | bl ock-sp-trafl forvard 1
173.208. 213. 197 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-trafl forward 1
69. 30. 193. 251 Lhited Sates 147.237.72. 167 ishurimaka.idf.il bl ock-sp-traf 1 f orward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature Devi ce Action |Oount
144. 76. 29. 66 Ger many 147.237.77. 216 dover.idf.il CL000074: HTTP. maj estic bot Per nit 4
144.76. 29. 66 Ger many 147. 237.77. 226 vy chanat z. aka. i df . i | C1000074: HITP. naj estic bot Per nirt 3
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
218. 88.235. 154 |147.237.77. 205 |Chi na prishaidf.il ET SCAN Behavi or al }husual ly fast inbound Tel net 2
Gonnections, Potential Scan or Brute Force
77.127. 40. 74 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
217.23.1.12 147. 237. 76. 147 |Net her | ands chi nuch. aka. i df . il ET SCAN NMAP -sS wi ndow 2048 1
58.220.2.5 147.237.76.34 |China yohal an. i df . i ET SCAN NVAP -sS w ndow 1024 1
213.151.57.30 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 161. 40. 17 147. 237.76. 38 |Russi an Federation eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
195. 208. 165. 101|147. 237. 72. 217 |Russi an Federati on eidf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 85. 68 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
149. 255. 108. 192|147. 237. 72. 167 [Uni ted Ki ngdom i shuri maka. i df.il ET SCAN NVAP -sS w ndow 1024 1
37.48.77.131 147. 237. 76. 202 |Net her | ands e halagidf.il ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
37.26.148.171 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
117.21.248.87 |147.237.76.31 [China nakchal . i df.il ET SCAN Potential SSH Scan 1
23.91.75. 231 147.237.0.16 |Lnited Sates ny-kosher-kravi.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
80.74.121. 142  |147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
5.255. 90. 133 147.237.76.86 [Netherl ands navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.182.21.198 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
2.53. 39. 245 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
58.220.2.5 147. 237. 77. 243 |Chi na nobi | e. i df.il ET SCAN NMAP -sS wi ndow 1024 1
217.23.1.12 147. 237. 76. 147 |Net her | ands chi nuch. aka. i df . il ET SCAN NVAP -f -sS 1
58. 218. 200. 137 |147.237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
199.203.223.3  [147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 60. 86. 73 147.237.77. 176 (';ajcis;iigéa” Territory, | et pash, i df . i | ET SCAN NVAP -sA (2) 1
185. 24. 76. 158  |147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
37.142.183.106 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
149. 255. 108. 192|147. 237. 72. 156 [Uni ted Ki ngdom anan.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.48.77.131 147.237.8.46 |Netherl ands e.chinuch.idf.il ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237.76.39 |China nobi | e.nei tav.idf.il [ET SCAN Potential SSH Scan 1
23.91.75. 231 147.237.0.19 |wnited Sates madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 178. 220. 5 147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
5. 255. 90. 133 147. 237. 76. 177 [Net her | ands ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.183.29.187  |147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1
5.102.195.115  [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
62.0.207.1 | srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SN drop 53
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 36
109. 253. 200. 44 i srael 147.237.77. 243 |mvit i1 | €3M NG Engine: TP Invalid - invalid segnent retransmssi on. drop 30
Ret r ansni ssi on Packet dr opped.
192.118. 78.199 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 30
2.53.147. 158 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 29
176.13.231. 194 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 27
91. 195. 162. 254 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 24
46.19.85.183  |Israel 147, 237, 76. 200 |ei tan. aka i of i1 || €M NG Engine: TCP Invalid  finvalid segnent retransmssi on. drop 21
Ret r ansni ssi on Packet dr opped.
80. 246. 138. 187 |[Israel 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 18
202.83.120.30 [indonesia  [147.237.76.31 [nakchal.idf.il |Bad TCP sequence i’;l;eeécr:msm Wth different alert 16
81.218.144. 184 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
202.83.120.30 [Indonesia  |147.237.76.31 [nakchal.idf.il |Bad TCP sequence i’;ureeécr:nsn“ Wth different monitor |16
202.83.120.30 |Indonesia 147.237.76.31 |nakchal .idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 16
46.19. 86. 172 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 16
46.19.85.31 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 16
212.143. 27. 249 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 15
109. 253. 208. 119l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
209.51.164.169 [Lhited States [147.237.76.31 |nakchal.idfi.il |Bad TCP sequence i’:l;eeécr:msm wth different alert 14
192.118. 78.198 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
209.51.164. 169 |Lhited Sates |147.237.76.31 |nakchal.idf.il Bad TCP sequence Invalid ACK nunber noni t or 14
2.53.180. 70 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
46. 19. 86. 159 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 13
5.102. 253. 80 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 12
46.19. 85. 15 I srael 147, 237, 76. 200 |ei tan. aka i of i1 || €M NG Engine: TCP Invalid  finvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 177 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
46. 19. 85. 255 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d ACK nunber noni t or 12
209.51.164. 169 [Lhited Sates |147.237.76.31 |nakehal.idf.il |Bad TCP sequence i’:l;eerﬁcrgnsmt wth different monitor |12
213.8.128. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 12
176.13. 228. 184 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
109. 253. 133. 210|I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
2.53.162. 46 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
176. 13. 5. 165 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
46. 19. 86. 211 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
195. 212. 29. 185 |Europe 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
192.118. 27. 150 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
176.13.14.220 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
77.124. 34. 60 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 9
37.26.146. 213 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 9
46. 19. 85. 31 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval id ACK nunber alert 9
46. 210. 216. 91 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 9
46. 19. 86. 96 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
207.232.18.234 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
82.166. 204. 124 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 8
192.116. 131. 98 |l srael 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop 8
176.13.245.0 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
193. 43. 246. 250 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 8
176.13.13.6 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
2.53.162. 62 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
46.19.86.7 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 8
37.26.149.162 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
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C a%REP8pX M +—=U [#25] ] A°&cO-Z[ [#20] ] A k&l C in URL @ [#30]], sn o
%8 »~|x1

ount ry Target Address |Site Sgnature Action ‘Count
37.26.146.174 |[Israel 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 170
109. 253.201.0 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 123
176. 13. 238. 214 [l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 93
46.19. 86. 71 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 62
109. 253. 129. 64 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 29
46.19.86.204 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 5
46.19.85.246 |[Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
176.13.16.31 |[Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
82.166. 118. 192 [I srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 3
84.108.219.89 |Israel 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
37.142.6.251 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/mai n/ sacher B ock 2
80.255. 2. 224  |Ger many 147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/894-ar B ock 2
66.249.76.77 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ edi i yoman/ enl ar ge. asp Bl ock 1
66.102.9.2 ;"iatt:: 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for www aka. i df . il /mai n/ hone/ def aul t . aspx Bl ock 1
77.138.128.54 |France 147.237.72. 166 |aka. i df . i | NULL Character in Header Nane at B ock 1
194. 90. 128. 185 |I srael 147.237.77.216|dover.idf.i Unaut hori zed URL Access to waw i df.il/inages/ 1. he/trigger.png Bl ock 1
77.138.128.54 |France 147.237.72. 166 [aka. i df . i | Abnormal |y Long Request net hod B ock 1
109. 65. 133. 250 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 109. 65. 133. 250 B ock 1
66. 249. 66. 180 |l srael 147.237.77.216|dover.idf.i Unaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew pi ctures. asp Bl ock 1
77.139.34. 234 |France 147.237.72. 166 |aka. i df . i | m;:(g’it;d_ iﬁ'}a#;ihn(;rriozni(; d'e\'fg;??_;g;xmo"‘" R on Bock |1
213.8.71.26 | srael 147.237.77. 216 |dover.i df . il Ml ti pl e Uhaut horized URL Access from 213. 8. 71. 26 Bl ock 1
Illegal Byte Qode Character in Query Sring [[#22]] <& [ [{ T#40]] “fr <20+
77.138.128.54 |France 147.237.72. 166 [aka. i df . i | "0 »>0 T [ [#21] ] % [#25] 1> pbU-d [ WH#7]11 034 [ A1 O# [mxnd ] XT U+ U B ock 1
[[#19]] "ea
66. 249. 76. 106 [l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka. i df.il/giyus/asp/rec. asp B ock 1
141. 226. 161. 88 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwwy aka. i df . il /v tikshuv.idf.il B ock 1
85. 250. 104. 125 |I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
66.102. 9.8 ;";It:s 147.237.72. 166 |aka. i df .i | Unaut hori zed Method PCST for waw aka. i df . i1/ mai i/ gi yus/ si t emap. aspx Bock |1
77.138.128.54 |France 147.237.72. 166 |aka. i df . i | :\tj[‘;z(ﬂ‘?r%c[t :;5; ]n>ﬁr$?ry#hﬁ?oiﬁzﬂ%ﬁ[[[§;§ﬂ ]XeTArj])g*l #[?:::rul: . Bock |1
37.26.147.156 |[lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
204. 79. 180. 223 ;h;:: 147.237.72. 166 |aka. i df . i | m;:(:.”it;d. iﬁt}a#;ihnc;uoii? dﬁ;ﬂ??,;‘s’{mmm UL on Bock |1
77.138.128.54 |France 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qde Character in LR B ock 1
109. 65. 133. 250 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storagel/files/6/ B ock 1
66. 249. 69. 136 |Israel 147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 8785- he/ r ef uah. aspx B ock 1
80. 246. 139. 153 |I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qde Character in LR B ock 1
77.138.128.54 |France 147.237.72. 166 [aka. i df . i | Illegal HITP \ersion B ock 1
213.8.118.201 |Israel 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to waw | ogi stics. atal .idf.il/sizel00x0/ si p_storage B ock 1
66.249. 76. 114 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df . i |/ appl e-app-sit e-associ ation B ock 1
89. 138. 105. 248 |1 srael 147.237.76.42 |refuah.idf.il |23 ;;?_”;2_(’4;;“;*‘3;;(’6;'}6 Jecess on Bock |1
66.249. 66. 177 |lsrael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 66. 249. 66. 177 B ock 1
77.138.128.54 |France 147.237.72. 166 |aka. i df . i | :\I[J[‘ZZ?;T;S:;S; ?ﬂf&g{ Lﬁ][][ggiz[][];fi} E)E[-['-frg]q?;;“j ]"gol: 1;)[>[U—IU ol Bock |1
212. 25. 107. 145 |l srael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter anp;t in vww aka.idf.il/nain/kapatz/scriptresource.axd |None 1
77.138.128.54 |France 147.237.72. 166 |aka. i df . i | Illegal Byte Gode Character in Header Nane B ock 1
109. 67.4.204 |Israel 147.237.0.19 |madimatal . i df.i |Wauthorized URL Access to nadimatal.idf.il/https:/nadi matal.idf.il/ B ock 1
66. 249. 69. 139 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 8925- he/ r ef uah. aspx B ock 1
77.138.128.54 |France 147.237.72. 166 |aka. i df . i | Illegal URL Path Encoding @[#30]], snmmnDixp->e % B ock 1
2.53.23. 156 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
217.132. 11. 208 |I srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw idf.il/https:/wwnidf.il/ B ock 1
74.82. 4. 67 ;qiattg\: 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ si p_storage/ fil es/ 8/ 1668. doc B ock 1
89. 138. 246. 113 |l srael 147.237.77. 216 |dover.i df . i Mil tiple Untraceabl e SSL Sessions from 89. 138. 246. 113 (Qpen Mbde) None
66. 249. 66. 177 |lsrael 147.237.77.216|dover.idf.i | Unaut hori zed LRL Access to waidf.il/atal 1/izkor/ vi ew i ngt op. asp Bl ock 1
Unknown HTTP Request Met hod .
77.138.128.54 |France 147.237.72. 166 |aka. i df . i | CISAL[#21]] o F[#2]] [[#12]] 6 8a kf Zo#[ [#1]] 6" c@pAINB-#ETH [ #25]] gy ) 1
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