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|Top Attackers | n DDoS- Def ence |

Attacker

Attacker

Target

Signature

Address Country Address

2.55.149. 93 I srael 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot |4 9
69. 30. 193. 254 Lhited Sates 147.237. 76. 42 refuah.idf.il bl ock-sp-trafl forward 2
69. 30. 227. 221 Lhited Sates 147.237.76. 200 eitan. aka.idf.il bl ock-sp-trafl forward 2
173. 208. 198. 10 Lhited Sates 147.237. 76. 86 navy.idf.il bl ock-sp-traf 1 forward 2
93. 174. 94. 235 Net her | ands 147.237.76. 202 e halag.idf.il B ack List drop 1
43.239. 221. 49 \i et nam 147.237.0. 17 l”‘”y' kosher-kravi. i df.i |y vt by pie con Limit_Tep drop 1
198. 204. 255. 76 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-trafl forward 1
142. 54. 180. 69 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 forward 1
52.28.32. 164 Cer many 147.237.76. 196 e.sviva.idf.il JLIMPurple Gon_Limt Htps drop 1
198. 204. 255. 77 Lhited Sates 147.237.77.170 naar achot . i df . il bl ock-sp-traf 1 forward 1
69. 30. 227. 220 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 1
173.208. 150. 116 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-trafl forward 1
52.28. 32. 164 Cer many 147, 237.76. 201 e atal.idf.il JIMPurple Gn Limt Htps drop 1
63. 141. 231. 212 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf1 forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
31.43.128.9 Wkrai ne 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
71.13.87.122 Lhited Sates 147.237.77. 74 lawidf.il C1000074: HITP. maj estic bot Per nirt 2
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry \Signature

195. 208. 165. 101 147.237.8.50 Russi an Federati on e.tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
176. 228. 54. 22 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
115. 47. 12. 162 147.237.0. 19 Chi na nedi matal .idf.il ET SCAN Potential SSH Scan 1
109. 64. 111. 221 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 246. 137. 188 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
79.176. 3. 25 147.237.77. 216 I srael dover.idf il portscan: TCP D stributed Portscan 1
62. 90. 144. 189 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
220.231. 195. 122 147.237.77. 121 Chi na e.navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
46. 19. 86. 171 147.237.77. 216 I srael dover.idf il portscan: TCP D stributed Portscan 1
201. 255. 99. 142 147.237.72. 166 Argentina aka.idf.il portscan: TCQP D stributed Portscan 1
2.55.161. 176 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
192. 114. 177. 190 147.237.77. 216 I srael dover.idf il portscan: TCP D stributed Portscan 1
163.172. 129. 15 147. 237. 76. 202 Uni ted Ki ngdom e.halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 253. 211. 233 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
95. 86. 120. 199 147.237.77. 216 I srael dover.idf il portscan: TCP D stributed Portscan 1
79. 180. 189. 58 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
66. 249. 64. 106 147.237.76. 86 Lhited Sates navy. i df.il ET SCAN NVAP -sA (2) 1
220. 231. 195. 122 147.237.77.121 Chi na e navy.idf.il ET SCAN NVAP -sS wi ndow 4096 1
46. 19. 86. 224 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
220.231. 195. 122 147.237.77. 121 Chi na e.navy.idf.il ET SCAN NVAP -f -sS 1
46. 19. 85. 230 147.237.77. 216 I srael dover.idf il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature

212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 83
80. 246. 130. 194 I srael 147.237.76.42 |refuah.icf.il [Bad TCP sequence i;;e”ansm't with different wndowl oo [74
193. 47.165. 251 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 35
62. 0. 208. 254 | srael 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 33
2.53.143. 170 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 29
46. 19. 85. 247 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 24
46. 19. 85. 35 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 24
5.102. 229. 81 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 17
176.13.232. 115 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 17
109. 253. 145. 103l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 17
176.228.33.78 |israel 147, 237.76. 200 [ei tan. aka i o || SN Engine: TP Inval i d nval i d segnent retransmssi on. drop 16

Ret r ansni ssi on Packet dr opped.
83. 76. 142. 126 Sntzerl and 147.237.76.31 |nakchal .idf.il |SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 16
46. 19. 85. 53 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 16
83. 76. 142. 126 Sntzerl and 147.237.76.31 |nakchal .idf.il |[SYN At ack SYN -> SYN-ACK -> Ti meout aert 15
213.151. 35.221 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 14
109. 253. 139. 148|I srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 14
185. 137. 19. 92 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 14
109. 253. 147. 39 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 14
46.19.85.142  |israel 147, 237.76. 42 |refuahicr.i1 || @M NG Engine: TCP Invalid vl i d segnent retransmssi on. drop 14
Ret ransm ssi on Packet dr opped.

83.76.142.126 |Swtzerland  |147.237.76.31 |nakehal.idf.il |Bad TCP sequence i’;‘ur;‘]é:’mt wth different alert 14
62.219.148. 215 |lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 13
83.76.142.126 |Swtzerland  |147.237.76.31 |nakehal.idf.il |Bad TCP sequence i’;‘l}ee:‘é:‘“s”"t wth different monitor |13
83. 76. 142. 126 Sntzerland 147.237.76.31 |nakchal .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 13
23.79.224.10 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 13
185.103.12. 66 |Lebanon 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 13
46. 19. 85. 44 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 13
176. 13. 240. 222 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 13
2.53.141.18 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 13
176.13.7.111 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 12
46. 19. 85. 216 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 12
2.55.151. 103 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 12
46. 19. 85. 227 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 12
80. 178. 201. 148 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid sequence nunber noni t or 12
2.55.182. 77 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 12
176. 13.8.59 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 11
194. 90. 232. 2 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 11
192. 116. 142. 106l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 11
46. 19. 85. 197 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10
91.135.102. 186 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 10
46. 19. 85. 243 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 10
46.19. 85. 21 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
212.235.98.139 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 10
46. 19. 85. 142 | srael 147.237.76.42 [refuah.idf.il |Bad TCP sequence Invalid ACK nunber aert 10
46.19. 85.211 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
46. 19. 86. 200 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 10
89. 237. 114. 236 |France 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 10
46.19.85.11 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
46. 19. 86. 187 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 10
46. 19. 86. 59 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 10
46.19. 86. 175 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
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|Top Attackers In V\AF|

Devi ce

At acker

Count ry ‘Target Address |Site Sgnature Action ‘Count

36.250. 175. 88 |China 147.237.77.216|dover. i df . i | Mil tipl e Unaut horized URL Access from 36. 250. 175. 88 B ock 16
2.53.149.126 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 11
185. 32. 179. 249 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 10
36.250. 175. 88 |China 147.237.77.216|dover. i df . i | PHP Attenpt B ock 5
46.19.86.116 |[lIsrael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 4
176. 13. 243. 126 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
212. 235. 62. 200 |l sr ael 147.237.77. 216 |dover. i df . i | Unaut hor i zed HTTP Met hod B ock 2
212. 235. 62. 200 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df . i |/ hebrew organi zat i on/ nakhal B ock 2
66.249. 66. 177 [l srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/atal 1/i zkor/vi ew i ngt op. asp B ock 2
66.249.69.85 |[lsrael 147.237.76.200(ei t an. aka. i df . i | [Uhknown Paraneter lang i n wwu ei tan. aka. idf.il/1103-en/ eitan. aspx None 1
212.34.23.135 |Jordan 147.237.77. 216 |dover . i df . i | D stributed Wknown HTTP Request Met hod B ock 1
45.33.137.185 |Wnited Sates |147.237.72.166|aka. i df .i | m“;t';"l' jfedl I'\f;;o:/ gﬁ /fy(zj;hash2016ll obby. aspx Bock |1
85. 250. 149. 60 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.i|/mai n/ gi yus/ waw navy. i df.il Bl ock
2.55.19. 147 I srael 147.237.77.216|dover.i df . il Unt raceabl e SSL Sessi ons: (pen Mode None

213, 57. 253, 198 |israel 147.237.76.42 [refuah.idf.il  [2S)00e 4;";“;Ih;rsiﬁ:rde g hecess on Bock |1
66.249. 76. 109 |l srael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter D . in v aka. idf.il/giyus/general / None 1
194. 90. 147. 229 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method CPTIONS for v aka. i df . i |/ mai n/ gi yus/ B ock 1
46.19.86.243 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
36. 250. 175. 88 |Chi na 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to www i df.il/index. asp B ock 1
109. 67. 115. 210 || srael 147.237.72. 166 |aka. i df .i | \;Twa;tf. d'f"ﬁ /C;'liy n/\';;"c?ai;’?egii et omvi zar di st ep3. aspx None 1
81.218. 168. 149 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Gode Character in LRL B ock

66. 249. 69. 136 [l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8802- he/ r ef uah. aspx B ock 1
176.228.33.78 | srael 147.237.76. 200 |ei t an. aka. i df . i | [authori zed Method POST for None 1

w ei tan. aka. i df . i1/21105- he/ cont act us. aspx
Paraneter Type M ol ation ctl 00$Cont ent P acetbl der 1$t xt Last Nane i n

46.19.85.83  |Israel 147.237.76.42 |refuah.idf.il Wi ref ua. at al i df i1/ 1518- he/ ref uah. aspx Bl ock 1
87.70.18.251 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i/ mai n/ sachar/ undefi ned B ock 1
2.55.153. 79 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
68.180.228. 44 |lhited Sates |147.237.76.200(ei tan. aka. i df. il |Unknown Paraneter PageNumin waw eitan. aka.idf.il/1103-en/eitan. aspx |None 1
54.210.231.197 |Lhited Sates |147.237.77.176|mat pash.idf.il |Unauthorized URL Access to 147.237.77. 176/ web- consol e/ serverinfo.jsp |B ock 1
207.46.13.176 |lLnited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to waw aka.idf.il/... Bl ock 1
37.26.147. 145 |[Israel 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
130. 193.37. 2 gz:::tnl on 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/favicon.ico B ock 1
84.94.159. 254 |Israel 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
. . . Unaut hori zed URL Access to
66.249.76.30 |[lIsrael 147.237.77.243|nobi le.i df .i | nobi | e, i o . | |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1756 B ock 1
185. 32. 179. 159 |I srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
46.19.85.156 |l srael 147.237.76.42 |refuah.idf.il Mal for med URL B ock 1
93.172.58.159 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. idf.il/main/giyus9 Bl ock 1
5. 255. 253. 34 :3::;1. o 147. 237.72. 156 |anan. i df . i | Uhaut hori zed LRL Access to |ist.ips.gov.il/robots. txt B ock 1
77.139.171. 63 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Mt hod PCST for waw aka. i df.il/kanhar/klali/defaul t.asp B ock 1
66. 249, 64. 160 |l srael 147.237.77.74 |lawidf il lllegal LR Path Encoding B ock 1

v | aw i df.i | /tenpl ates/getfil e/ getfil e. aspx?fil enanem
212.34.23.135 |Jordan 147.237.77.216|dover.idf . il Dstributed Il1egal HITP \ersion B ock 1
Paraneter Type M ol ati on ct | 00$Cont ent A acetbl der 1%t xt Gontent in

37.26.148.197 |[Israel 147.237.76.42 |refuah.idf.il vown ref U, atal i df i1/ 1518 hel ref uah. aspx B ock 1

132. 66. 223. 206 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mode None 1
Unknown Par anet er

84.108.32. 44 |lsrael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP! acekbl der $enai | Updat e$r pt Emai | Subj ect sLi st $ [None 1
ct | 02$cbEwi | Subj ect in ww aka.idf.il/nain/giyus/fag. aspx

2.53.32.34 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock 1

212. 235. 98. 139 |l sr ael 147.237.72. 166 |aka. i df . i | tnknoun Paraneter VI EABTATEENCRYPTED i n None 1
wan aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx

66.249.76.59 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip storage/files/4 nop2 B ock

46.19.85.156 |[Israel 147.237.76.42 |refuah.idf.il Unknown HTTP Request Method late in URL B ock

95.86.82.166 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1462- he/ at al . aspx B ock 1

79 181.13.48 | srael 147.237.72. 166 |aka. i df .i | Uhknown Par anet er ctl 00$ct | 00$cphMai n$cphSachar $ct 109 in None 1

wwv aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
212.34.23.135 |Jordan 147.237.77.216|dover. i df .i | Dstributed Ml formed LR B ock 1
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