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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 15
79.176. 100. 76 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
2.53.131.0 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 9
207.232.5.113 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 8
109. 253. 136. 112 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
109. 64. 118. 73 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
2.53.169. 108 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
2.53.5. 85 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
2.53.147. 88 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
185. 24. 207. 96 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
176. 13.22. 76 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
2.53.182. 42 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
199. 203. 83. 190 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
2.55.50. 129 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
2.53.6.188 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
84.95.21.211 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
2.55.27.152 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
37.26.149. 174 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
185. 32. 179. 214 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
2.55.32.190 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
2.53. 44. 244 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
37.46.41. 127 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
93. 158. 200. 206 Net her | ands 147.237.76. 147 chinuch. aka.idf.il |B ack List drop 1
176. 13. 250. 254 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
37.142.223. 188 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
2.55.1.99 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
31.168. 240. 21 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site Sgnature |D3vi ce Action |Count ‘
5.29.217.24 I srael 147.237.72.156 |aman.idf.il 32390: HITP. Suspicious User-Agent (Mvzilla) ock 2
203.219.204.56 |Australia 147.237.76.148 |ggcenter.aka.idf.il [2226: Backdoor: TGP Wndow Si ze 55808 Troj an B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

59. 67. 64. 13 147.237.76. 148 Chi na gocenter. aka. i df .il GPL SCAN nmap TCP 1
52.91. 97. 47 147.237.76. 86 Lited Sates navy. i df.il ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 85. 162 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
31.154.12. 158 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
5.28.134. 152 147.237.72. 166 I srael aka idf.il portscan: TGP D stributed Portscan 1
177.16. 113. 80 147.237.76. 30 Brazil hi nush. i df . il ET SCAN NVAP -sS w ndow 4096 1
106. 120. 209. 154 147.237.76. 39 Chi na nobi | e. nei tav.idf.il ET SCAN NVAP -f -sS 1
80. 246. 137. 47 147.237.72. 166 I srael aka idf.il portscan: TGP D stributed Portscan 1
77.125. 90. 126 147.237. 72. 166 I srael aka.idf.il Xenu Link S euth Wser Agent 1
52.91. 97. 47 147.237. 76. 199 Lhited Sates e. nakchal .i df .il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 86. 89 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
37.142. 40. 142 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
5.102. 253. 115 147.237.77. 216 I srael dover.idf.il portscan: TP D stributed Portscan 1
179. 43. 141. 198 147.237.0. 200 S tzerl and Ay i df i | ET SCAN Potential SSH Scan 1
2.55.157. 176 147.237.77. 216 I 'srael dover.idf il portscan: TCP D stributed Portscan 1
106. 120. 209. 154 147.237.76. 39 hi na nobi | e. nei tav. i df i ET SCAN NVAP -sS w ndow 2048 1
82. 81. 108. 146 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
79. 180. 176. 92 147.237.77. 216 I 'srael dover.idf il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature
66. 249. 93. 83 Eur ope 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 30
212.235.98.139 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 28
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 27
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 26
62.0.229. 154 | srael 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 25
141. 0. 14. 146 Eur ope 147.237.0.34 |tikshuv.idf.il |drop First packet isn't SYN drop 24
199. 203. 63. 211 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24
62.219.138.226 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 22
176.13.15. 121  |lIsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
109. 66. 4. 113 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 14
109. 253. 129. 176|I srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
109. 253. 214. 127l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
46.19.85. 14 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval id ACK nunber alert 12
176.13.6.111 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
178.192. 34. 147 |Sntzerland 147.237.76.31 |nakchal .idf.il |SYN At t ack SYN -> SYN-ACK -> Ti meout alert 12
37.26.148.163 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11
178.192.34.147 |Svitzerland  [147.237.76.31 |nakehal.idf.il [Bad TCP sequence SS;l;lur:r:Cr:nsrmt Wth different aert 11
194.90.99. 129 |lIsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11
2.53. 156. 250 | srael 147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 11
84.229.33.20 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
115. 28. 218. 121 [China 147.237.76.31 |nakchal.idf.il |Bad TCP sequence Invalid ACK nunber rmoni t or 10
176. 13.22. 76 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10
178.192. 34, 147 |Swtzer| and 147.237.76.31 |nakchal .idf.i1 |Bad TOP sequence igur:rﬁcrsnsmt wth different moni tor |10
115.28.218. 121 |China 147.237.76.31 |nakchal .idf.i1 |Bad TOP sequence i’;ur:r:é:nsmt wth different dert 9
178.192. 34. 147 |Satzerl and 147.237.76.31 |nakchal .idf.il |[SYN At t ack SYN -> SYN-ACK -> Ti neout moni t or
79.176.59. 71 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
46. 19. 85. 105 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert
115.28. 218. 121 |China 147.237.76.31 |nakchal .idf.il |Bad TOP sequence igur:rﬁcrsnsmt wth different moni tor |9
185. 32. 176. 24 | srael 147.237.72. 156 |anan.i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or
46. 19. 85. 105 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACGK nunber noni t or
202.83.120.30 I ndonesia 147.237.76.31 |nakehal .icf.i1 |Bad TCP sequence i’;‘ur:rﬁgsnsm wth different moni tor |9
46.19. 86. 143 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop
31.168.231. 141 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
Sreaming Engine: TGP Invalid i i ssi
109. 253. 201. 236 i srael 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. drop 9
Ret ransm ssi on Packet dr opped.
185. 46.214.59 |Saitzerland 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop
46. 19. 86. 90 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
109, 237. 111. 167|258 147.237.76.31 |nakchal .idf.i1 |Bad TOP sequence SN retransnit with different dert 8
Federation sequence
176.13.7. 156 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
2.53.163. 43 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
Sreaning Engine: TCP Invalid i i ssi
176.228.33.78 |l srael 147. 237. 76. 200 |6 tan. aka. i of . i 9 =g Invalid segnent retransmssion. drop 8
Ret ransm ssi on Packet dr opped.
109. 253. 199. 180|I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
202.83.120.30 I ndonesia 147.237.76.31 |nakchal .idf.i1 |Bad TOP sequence i’;ur:r:é:nsmt wth different dert 8
Russi an s SWNretransmt wth different .
109. 237.110. 170 Feder ati on 147.237.76.31 |nakchal .idf.il [Bad TCP sequence sequence noni t or 8
109, 237. 111. 167|258 147.237.76.31 |nakchal .idf.i1 |Bad TOP sequence SN retransnit with different monitor |8
Federation sequence
82.80.103.126 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
202.83.120.30 |l ndonesi a 147.237.76.31 |nakchal.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 8
212.25.107. 145 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
199. 203. 179. 99 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
115. 28. 218. 121 |Chi na 147.237.76.31 |nakchal .idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 8
112. 124. 124. 227|chi na 147.237.76.31 |nakehal .idf.i1 [Bad TCP sequence isur:r:cr:nsm Wth different aert 7
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Acti on ‘Count
80. 246. 137. 156 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 124
109. 253. 200. 236|1 sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 18
132.72.86.150 |lsrael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 7
2.53.163.223 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 7
141. 0. 15. 214 Nor way 147.237.72. 166 |aka. i df . i | Mil tipl e Wnaut horized Method for Known URL from 141. 0. 15. 214 |B ock 7
197.211.57.26 |Ngeria 147.237.77.216|dover.i df .i | Distributed Mal forned LRL B ock 7
197.211.57.26 [Ngeria 147.237.77.216|dover. i df . i | Distributed Unknown HTTP Request Met hod B ock 7
197.211.57.26 |Ngeria 147.237.77. 216 |dover . i df .i | Miltiple Illegal HITP \Version from197. 211. 57. 26 B ock 6
84.94.176. 72 I srael 147.237.72. 156 [aman. i df . i | Dstributed Il1egal Byte Qode Character in Mthod B ock 5
84.94.176.72 | srael 147.237.72. 156 |anan. i df . i | Distributed Unknown HTTP Request Met hod B ock 5
80. 246. 139. 211 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 5
176.13.227.84 |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 5
84.94.176. 72 I srael 147.237.72. 156 [aman. i df . i | Ostributed Mal forned LRL Bl ock 5
84.94.176.72 I srael 147.237.72. 156 |anan. i df . i | O stributed Aonornal |y Long Request B ock 5
109. 253. 201. 236|I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 4
84.94.176. 72 I srael 147.237.72. 156 |anan. i df . i | Dstributed I11egal Byte Gode Character in Header Nane Bl ock 4
2.55.178. 227 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
109. 253. 197. 33 |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
37.26.147.230 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
62.219. 147. 212 |Israel 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod Bl ock 2
197.211.57.26  |Ngeria 147.237.77. 216 |dover. i df . i | \;Psrwa??f’i IT/yfgm\z"_ Z'n‘;"tdio‘\’/’;rc_tgsogfmm entFl acerol der 1S EmI | in gy 2
84.94.176.72  |Israel 147.237. 72. 156 |aman. i df . i | :ﬂ.t;f_' ‘197'6'_'76231 Byte (Qde Character in Header \l ue from B ock 2
157.55.39. 177 |Wited Sates [147.237.0.19 |nadimatal .idf.il Uhaut hori zed URL Access to madi matal .idf.il/robots.txt B ock 2
84.94.176. 72 I srael 147.237.72. 156 [aman. i df . i | Oistributed Mal forned HTTP Header Line Bl ock 2
77.138.195.95 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for wwy aka.idf.il/miluind B ock 2
91.112.220.66 |Austria 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut hori zed UR. Access from 91.112. 220. 66 B ock 2
46.158. 128. 221 :Zg::t”i on 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for www aka. i df .il/mai n/ sachar B ock 2
80. 246. 137. 232 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
2.53.35.243 | srael 147.237.77. 226 \fIW\:AII chamat z. aka. i d Unaut hori zed URL Access to waww chamat z. aka. i df . i1/404. aspx Bl ock 1
91.199.99.36 |Israel 147.237.72. 166 |aka. i df . i | m”:k‘“glzfarf‘rf;;r n/asr;pc;r:ar'/gcri Chr esour ce. None 1
WA\ chamat z. aka. i d Uhaut hori zed URL Access to
66. 249. 76. 43 | srael 147.237.77. 226 £l \r/\;/\w chanat z. aka. i df . i | / t enpl at es/ shar ed/ user cont r ol s/ header uppe |Bl ock 1
84.94.176. 72 I srael 147.237.72. 156 |anan. i df . i | Mil tiple Abnormal |y Long Header Line from 84.94.176. 72 Bl ock 1
62.219. 147.212 |Israel 147.237.77.74 |lawidf .il Mil ti pl e Unhauthori zed URL Access from 62.219. 147. 212 B ock 1
157.55.39. 164 |lLnited Sates |147.237.72. 156 |anan. i df . i | Uhaut hori zed LRL Access to waw anan. i df.il/robots. txt B ock 1
77.125.90.126 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method HEAD for v aka. i df.il/giyus/ main/ B ock 1
66.102. 9. 22 Lhited Sates |147.237.72.166|aka. i df .il Lhaut hori zed Method PCST for aka.idf.il/main/ hone/ defaul t.aspx |B ock 1
212.235.62.200 |lIsrael 147.237.77. 216 |dover . i df . i | Unaut hor i zed HTTP Met hod B ock 1
84.95. 252. 83 | srael 147.237.77.216|dover. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
46. 19. 86. 67 I srael 147.237.77. 216 |dover.i df .i | D stributed Wknown HITP Request Met hod B ock 1
194.90. 200. 70  |Israel 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut hori zed URL Access from 194. 90. 200. 70 B ock 1
138.134.192. 10 |Israel 147.237.77.216|dover.i df .i | Unhaut hori zed URL Access to waw idf.il/nilnet Bl ock 1
109. 253.129. 28 |Israel 147.237.72.167|i shuri maka. i df . i | gmolgli;ggl '1'2'59218 Byte (de Character in Feader Nane from Bl ock 1
66. 249. 76. 57 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/ituriniasp/list.asp B ock 1
109. 253. 199. 180|l srael 147.237.76.42 |refuah.idf.il e o e 0 aspx B ock 1
66.249. 66. 162 [Israel 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 66. 249. 66. 162 B ock 1
212. 235. 62. 200 |israel 147. 237.77. 216 |dover . i df . i | m”itgﬁriilzle:ebi‘ Wz‘:;ziisz;oi o/ ekl B ock 1
85. 64.144.223 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka. idf.il./favicon.ico B ock 1
84.94.176. 72 I srael 147.237.72. 156 [anan. i df . i | Illegal Byte Gde Character in Header Val ue B ock 1
46.121.83.201 |Israel 147.237.72. 166 |aka. i df . i | mn;’k“;i??wg mcégﬁﬁtgaggﬁgzﬁgfcmsacw$Ct' 17in None 1
197.211.57.26 |Ngeria 147.237.77. 216 |dover.i df .i | Abnormal |y Long Request net hod B ock 1
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