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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
2.53.141. 74 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
31.168. 240. 21 | srael 147.237.72. 156 anan.idf.il B ack List drop 2
31.168. 240. 21 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
188. 138. 102. 157 Ger nany 147.237.76. 42 refuah.idf.il |Back List drop 1
79.177.196. 109 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
188. 138. 102. 157 Ger nany 147.237.76. 44 e.refuah.idf.il |Back List drop 1
91. 230. 121. 156 Lkr ai ne 147.237. 76. 200 eitan. aka.idf.il|B ack List drop 1
93. 174. 94. 235 Net her | ands 147.237.76. 201 e.atal.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry | Target Address ‘Site |Sgna1ure |Devi ce Action |Oount |
240. 0. 10. 13 147.237.77.216 |dover.idf.il|0055: IP. Source |P Address Spoofed (Reserved for Testing) B ock 2
37.26. 148. 247 I srael 147.237.72.166 |aka.idf.il ]13840: TLS QenSSL Heartbeat Packet B ock 1

106. 38.241.106 |China 147.237.72.166 |aka.idf.il |[ClL000071: HTTP: User Agent Sogou+web+spi der Per nirt 1
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|Top Attackers In |D|

|Attacker Qountry |[Qte |Signature

Attacker Address |Target Addr ess

46. 19. 86. 254 147.237.76.31  |Israel nakchal . i df . i1 PQLI CY- OTHER TCP packet with urgent flag attenpt 2
84.108.30.238  |147.237.72.166 |lsrael aka.idf.il portscan: TCQP Distributed Portscan 1
80.178.204. 113  |147.237.77.216 |l srael dover . idf.il portscan: TCP D stributed Portscan 1
79.178.161. 124 |147.237.77.216 |l srael dover . idf.il portscan: TCP D stributed Portscan 1
46.121.253.51  |147.237.72.166 |l srael aka.idf.il portscan: TCQP Distributed Portscan 1
202. 155. 58. 28 147.237.76. 199 [l ndonesi a e.nakchal .idf .il ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237.77.216 |China dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
2.55.141. 187 147.237.77.216 |l srael dover.idf.il portscan: TCQP Distributed Portscan 1
183. 60. 48. 25 147.237.0. 16 Chi na ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
125. 65. 82. 44 147.237.76. 147 |Ohina chi nuch. aka. i df .il ET SCAN NVAP -sS w ndow 1024 1
91.201.236.50  |147.237.76.147 |Wkraine chi nuch. aka.i df .il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
80.246.137.90  |147.237.72.166 |lsrael aka.idf.il portscan: TCP D stributed Portscan 1
79.181.104. 227 |147.237.77.216 |l srael dover . idf.il portscan: TCP D stributed Portscan 1
59. 57.53. 85 147.237.76.199 |[China e. nakchal .i df .il ET SCAN NVAP -sS w ndow 1024 1
46.121.79.183  |147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
202. 155. 58. 28 147.237.76.196 [l ndonesi a e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
46.19. 85. 175 147.237.77.216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
183. 60. 48. 25 147.237.0. 33 ni na idf.il ET SCAN Potential VNC Scan 5900- 5920 1
179. 43.141.198 [147.237.77.212 |[Satzerland e. dover.idf.il ET SCAN Potential SSH Scan 1
109. 65. 167. 160  [147.237.77.216 |israel dover.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘S’te ‘Signature

89.139. 191. 149 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 36
212.235.98.139 |lsrael 147.237.72. 166 |aka.i df .il drop First packet isn't SN drop 36
2.53.159.3 I'srael 147.237.77. 243 |rvi e i o 1| €2M NG Engine: T Invalid - invalid segnent retransmssion drop 30

Ret r ansni ssi on Packet dr opped.

77.139.111.132 [France 147.237.77.233|atal .if i1 |Bad TCP sequence S et ranem Wth different monitor  [27
82.166. 195. 126 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 24
62. 0. 200. 129 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 22
62.0.206. 1 | srael 147.237.72. 166 |aka.i df .il drop First packet isn't SN drop 21
46.19.85.4 I srael 147. 237.77. 216 |dover i f .11 [Bad TCP sequence Vmgﬁsg La”s”“ wthdifferent | ovitor |20
84. 95. 208. 20 | srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 20
212. 143. 144, 153 I srael 147.237.76.42 |refuah.icf.il|Bad TOP sequence mdg?vrsa:;";t Wth different moni tor |19
178. 192. 34. 147 |Sntzerland 147.237.76.31 |nakchal .idf.i|SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 19
176.13.241. 37 |Israel 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 19
46.210.144.119 |[israel 147. 237.77. 216 |dover i f .11 [Bad TCP sequence V?:;ﬁ?\fsgl La”sm't wthdifferent | onitor |10
178.192.34. 147 |Suitzer| and 147.237.76.31 |nakchal .idf.i|Bad TOP sequence izllfncr:nsmt Wth different monitor |16
178.192. 34. 147 |Sntzerland 147.237.76.31 |nakchal .idf.i|SYN At t ack SYN -> SYN-ACK -> Ti nmeout alert 16
5.22.134. 207 I 'srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 15
46. 19. 86. 203 | srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 15
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
46. 19. 86. 192 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 15
109. 253. 194. 26 |l srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 15
46. 19. 85. 104 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
178.192. 34. 147 |Swtzer| and 147.237.76.31 |nakehal .idf .i|Bad TOP sequence SSZZ'J:;:“S"“ wth dfferent dert 14
46. 19. 85. 99 I srael 147.237.76.31 |nakchal .idf.i|SYN At t ack SYN -> SYN-ACK -> RST noni t or 14
62.0.251. 1 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 14
77.138.52.97 France 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 14
46. 19. 85. 198 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
46.116.54.47  |israel 147.237.76.42 |refuah.idf.il|Bad TCP sequence Vﬂdﬁr:ézngt with different moni tor |13
93.172.148.52 |lsrael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 12
46. 19. 86. 254 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
62. 0. 252. 97 | srael 147.237.72. 166 |aka. i df .il dr op First packet isn't SN drop 12
84.94.199. 17 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 12
193.43.244.95 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
46.19.85.8 | srael 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Inval id ACK nunber noni t or 12
87.70. 46. 90 | srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 12
152. 62. 109. 204 |Eur ope 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
62.219. 162. 145 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 12
109. 253. 207. 21 |Israel 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 12
46.19.86. 74 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
213. 6. 126. 27 glcisgii:;a” Territory. |y 47, 237.77. 216 |dover. it i1 |dr op Frst packet isn't SN drop 11
46. 19. 86. 228 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
46. 19. 86. 207 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
46.19.85.8 I srael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence Invalid ACK nunber alert 10
46.19.85. 4 I srael 147.237.76.31 |nakchal .idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 10
46. 19. 86. 22 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
178.192. 34. 147 |Sntzerland 147.237.76.31 |nakchal .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 10
82. 81.222. 67 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
46. 19. 86. 14 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9
185. 120. 126. 3 | srael 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 9
2.53.1.199 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
2.53.137.152 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
185.32.179.18 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 224
84. 95. 208. 20 I srael 147.237.77.216|dover.i df . i Mil ti pl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 99
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 85
109. 253. 192. 83 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 50
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 39
66.249.66. 177 [Israel 147.237.77.216|dover.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 66. 177 B ock 11
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil tipl e Uhaut horized URL Access from 84. 95. 208. 20 B ock 8
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP Attenpt B ock 6
109. 253. 222. 137|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
62.219.21.30 I srael 147.237.76.31 |nakchal .idf.il Distributed Unaut hori zed HTTP Met hod Bl ock 5
176. 13. 243. 103 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 5
ww. chamat z. aka. i df ) )
84. 95. 208. 20 | srael 147.237.77. 226 i Mil tiple Wauthorized URL Access from 84. 95. 208. 20 B ock 4
46. 19. 86. 87 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.26.148.208 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.229.18 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
66.249.66.180 |[lIsrael 147.237.77.216|dover. i df . il Mil tipl e Uhaut hori zed UR. Access from 66. 249. 66. 180 B ock 3
37.26.147.142 |israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 86. 248 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
212.179. 224. 187 |l srael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gode Character in UR B ock 2
84. 95. 208. 20 I srael 147.237.77.216|dover.idf .l PHP Attenpt B ock 2
132.72.86.150 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gde Character in URL B ock 2
84. 95. 208. 20 I sr ael 147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access from 84.95. 208. 20 Bl ock 2
. - Unaut hori zed Met hod PCBT for
212.205. 110. 227 |G eece 147.237.72. 166 |aka. i df . i | Wi aka. i of i |/ rmai r/ sachar / vi epays! i p. aspx B ock 2
81.218.251.252 [lIsrael 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod Bl ock
77.138.176. 236 |France 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod POST for waw aka.idf.il/ishurinmain/ B ock
. . Unhaut hori zed URL Access to
66.249. 66. 180 |l srael 147.237.77. 216 |dover . i df . i | Wi i df i |/ at al 1/ zkor / vi ew i ngt op. asp B ock 1
81.218. 251. 252 |l srael 147.237.76.31 |nakchal .idf.il Lhaut hori zed UR. Access to nakhal .idf.il/sip_storage/files/ B ock 1
- . Unhaut hori zed URL Access to
62.219. 21. 30 I srael 147.237.76.31 |nakchal .idf.il ww nakhal i df i 1/5i p storagel il es/ 2/ B ock 1
46. 19. 85. 145 | srael 147.237.72. 156 |aman. i df . i | Suspi ci ous Response Code B ock 1
195, 212. 29. 180 |Eur ope 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for ww aka.idf.il/ishurim B ock 1
Russi an . . .
80.255.185.2 - S0 - 147.237.76.86 |[navy.idf.il Mal formed HTTP Header Line 3 B ock 1
74.91. 23. 166 Uhited Sates  |147.237.72.167|i shuri maka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
2.55. 136. 163 I srael 147.237.77.216|dover.idf .l SSL Untraceabl e Connection - Qpen Mde None 1
66.249. 64. 157  [Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw | aw i df.il/228-he/faq. aspx B ock 1
Russi an . . ]
80. 255. 185. 2 er ati on 147.237.76.86 |[navy.idf.il NLLL Character in Header Nane at B ock 1
. . DO stributed Unauthorized Method for Known URL on
77.139. 59. 34 France 147.237.72. 166 |aka. i df . i | v aka. i df .|/ nai v kapat 2/ B ock 1
37.26.147.213 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
. . . Unhaut hori zed URL Access to
180. 76. 15. 21 Chi na 147.237.77.233|atal .idf.il ww atal i of i1/ sharedi ol  entscri pts/j queryl® + url + B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 239 I srael 147.287.77. 176 |nat pash. idf.il vwwv cogat . i df . i1/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
] . . Unaut hori zed Met hod PCBT for
66.102.9.2 Lhited Sates  [147.237.72.166|aka.idf.il ww aka i o i |/ rai v sachar /Kl al i . aspx B ock 1
Russi an . .
80. 255. 185. 2 er ati on 147.237.76.86 |[navy.idf.il Mal forned LR B ock 1
74.91. 23. 166 Uhited Sates  |147.237.77.216|dover.idf.il Unaut hor i zed Met hod HEAD for 147.237.77.216/ Bl ock 1
. . Unaut hori zed URL Access to
5.22.134.207  [Israel 147.237.76.42 [refuah.idf.il 147. 237, 76. 42/ appl e-t ouch- i con- pr econposed. png Bl ock 1
121. 214. 173. 148|Austral i a 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (Qpen Mvde None 1
80. 255. 185. 2 RJF Sﬁ::ﬂ on 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to 147. 237. 76. 86/ changel og. t xt B ock 1
. . Unhaut hori zed URL Access to
46.116.54.47 [l srael 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ 1518- he/ r ef uah. aspx Bl ock 1
. . . Unaut hori zed URL Access to
180. 76. 15. 137 |Chi na 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994~ 9687- he/ r ef uah. aspx Bl ock 1
77.139.111. 132 |France 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ favi con. i co B ock 1
. . D stributed Lhaut hori zed URL Access on
2.53.149. 127 I srael 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl el shar ed/ reset . css B ock 1
Russi an . . D stributed Whaut hori zed Method for Known URL on
85. 140. 5. 104 er ati on 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ i n/ home/ def aul t . aspx Bl ock 1
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