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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
2.55.186.171 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 31

109. 253. 206. 4 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2

93. 174. 94. 235 Net her | ands 147.237.76. 176 test.ncore.idf.il |Back List drop 1

31. 168. 26. 13 | srael 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

91. 230. 121. 156 Lkrai ne 147.237.76. 199 e.nakchal .idf.il |Back List drop 1
2.55.25.135 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

93. 158. 200. 70 Net her | ands 147.237.76. 147 chi nuch. aka.idf.il |B ack List drop 1
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|Top Attackers In IPS|

Attacker Address
163. 172. 220. 113

|Att acker Gountry

Uni ted Ki ngdom

Target Address
147.237.77. 176

|Site
nat pash. i df . il

|Sgnature

Devi ce Action |Oount

C1000074: HTTP: najestic bot Per mt 2
71. 6. 146. 186 Lhited Sates 147.237.77.179 |e.nazi.idf.il 2226: Backdoor: TCP Wndow Si ze 55808 Troj an B ock 1
151. 80. 31. 183 France 147.237.72.156 |anman.idf.il C1000146: HITP. AnrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

46. 19. 86. 254 147.237.76.31 |Israel nakchal .i df .il PQLI CY- OTHER TCP packet with urgent flag attenpt 2
58.218. 200. 137 |147.237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
2.53.160. 70 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
216.72.40.185 |[147.237.72. 166 |l srael aka.idf.il portscan: TQP D stributed Portscan 1
209. 126.230. 71 |147.237.77. 170 |Wited Sates naar achot . i of . i | ET SCAN NVAP -sS w ndow 1024 1
185. 28. 155. 130 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
104. 160. 176. 212(147. 237.8.28 |Wited Sates e.nobi | e-ks. i df .il ET SCAN NVAP -sS w ndow 2048 1
91.201. 236. 155 |147.237. 76. 147 |Wkrai ne chi nuch. aka. i df .il ET SCAN NVAP -sS w ndow 3072 1
91.201. 236. 155 |[147.237. 76. 147 |Lkrai ne chi nuch. aka. i df . i ET SCAN NVAP -f -sS 1
62.219.196. 102 |147.237.77. 226 | srael waw chanat z. aka. i df . | :‘_ﬁO:L_Ru_ES - HITP Request wi th CPTIONS nethod to a . doc 1
2.53. 12. 247 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.29.202. 206 |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
188.120.154.7 |147.237.77.216|Israel dover.idf.il portscan: TQP D stributed Portscan 1
163.172.129. 15 |147.237.0.16 |United Ki ngdom |ny-kosher-kravi.idf.il [ET SCAN NMAP -sS w ndow 1024 1
104. 160. 176. 212|147. 237.8.28 |Lhited Sates e.nobi | e-ks.idf.il ET SCAN NVAP -f -sS 1
91. 201. 236. 155 |[147.237.76. 147 |Lkrai ne chi nuch. aka. i df .il ET SCAN NVAP -sS w ndow 2048 1
67.211.219.120 |147.237.76.44 |Wited Sates  |e.refuah.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address | . ry Target Address ‘S te ‘Signature Acti on ‘Count
195. 212. 29. 181 |Europe 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 80
37.231.9.68 Kuwai t 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 45
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 31
2.53.159. 3 I'srael 147.237.77. 243 |robi e, 1. 11| ©3M NG ENginer TP Tnval id fimval id segnent retransmssion. Packet drop 30
Ret r ansni ssi on dr opped.

62.0.210.1 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 24
46. 19. 86. 34 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 22
109. 253. 138. 11 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 22
212.235.98.139 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20
178. 192. 34. 147 |Sntzerland 147.237.76.31 |nakchal .idf.i|SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 20
46.19. 86. 159 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 20
46. 19. 86. 218 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 19
178. 192. 34. 147 |Sntzerland 147.237.76.31 |nakchal .idf.i|SYN Att ack SYN -> SYN-ACK -> Ti neout alert 19
109. 65. 173. 248 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 18
178.192. 34. 147 |Satzerland 147.237.76.31 |nakchal .idf.i|Bad TCP sequence SYNretransmt wth different sequence noni t or 17
2.53.133.3 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
46. 19. 86. 180 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 17
46. 19. 85. 204 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
46. 19. 86. 80 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 15
46.19. 86. 191 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 15
141. 226. 217. 137l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
46. 19. 86. 213 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 14
212.143. 144. 153|lI srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence SWNretransmt wth different wndowscale |nonitor 14
89. 139. 153. 126 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
77.138.52.97 France 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 13
178.192.34.147 |[Satzerland |147.237.76.31 |nakechal .idf.i|Bad TCP sequence SYNretransnit wth different sequence aert 13
176. 13.2.88 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
176. 13. 237. 226 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
192. 114. 23. 208 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 12
46. 19. 86. 34 I srael 147.237.77.74 [lawidf.il |Bad TCP sequence Invalid ACK nunber aert 12
150.46.196.31 [Netherlands |147. 237.77. 216 |dover.icf.il |HTTP Format S zes oy A hori zat1 ot header ;nzrﬁt]h monitor |12
46. 19. 86. 180 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber aert 11
46. 19. 86. 95 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
194. 90. 66. 9 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 11
46. 19. 85. 102 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11
62. 90. 94. 26 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
46. 19. 86. 36 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 10
46. 19. 85. 118 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
46. 19. 86. 105 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
37.26. 149. 213 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
46. 19. 86. 146 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
193. 47.165. 251 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
46. 116. 108. 179 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9
2.53.178.89 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9
37.26.146.210 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
2.55.139. 83 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
109. 253. 156. 111l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
159. 46.196.31 [Netherlands |147.237.77. 216 |dover.idf.il |[drop First packet isn't SYN drop 8
178.192. 34. 147 |Sntzerland 147.237.76.31 |nakchal .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 8
84. 95. 208. 20 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
2.53.182.54 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 99
84. 95. 208. 20 I srael 147.237.77.216|dover.i df . il Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 87
109. 253. 219. 153]I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 86
176.13.19. 167 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 82
46. 19. 86. 14 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 76
46.19. 85. 108 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 66
46. 19. 86. 142 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 22
84. 95. 208. 20 I srael 147.237.77. 226 rMIMII chamat z. aka. i d Mil tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 18
2.55.178. 227 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 12
84.95.208.20 [l srael 147.237.77. 216 |dover. i df . i | PHP At t enpt B ock 9
2.53. 35. 60 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 6
81.218. 251. 251 |lIsrael 147.237.76.31 |nakchal .idf.il Distributed Wnhaut hori zed HTTP Met hod B ock 5
2.53.53.216 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 5
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock 5
2.53.29.177 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 5
2.53.35. 252 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 4
194. 90. 200. 70 |l srael 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 194. 90. 200. 70 B ock 4
81.218.251. 251 |[Israel 147.237.76.31 |nakchal .idf.il Ml tipl e Unauthorized URL Access from 81.218. 251. 251 B ock 4
109. 253. 220. 143|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 4
2.53.10. 244 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 4
2.55.26.93 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Qode B ock 3
84. 95. 208. 20 I srael 147. 237.77. 226 }AM:AII chamat z. aka. i d Dstributed PHP Attenpt B ock 3
2.53.18.70 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
213.57.153. 173 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
195, 212. 29. 180 |Eur ope 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for waw aka. i df.il/ishurim B ock 3
46.19. 86. 210 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
84.229. 45. 40 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP At t enpt B ock 3
192.118.68.5 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwn aka. i df . il/mai n/ kapat z/ undefined [B ock 3
88. 202. 218. 233 E?i;;gom 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
82.80.198.164 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
132.72.86.150 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock

46.19. 86. 95 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock
89.138.97.76  |Israel 147.237.72. 166 |aka. i df . i | m“;?;rl' dzfe_’?l ;wn;ihr?/dgiﬁ’;?f;‘:;& aspx B ock 2
212.205. 110. 163|G eece 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 2
2.53.19. 65 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
199. 203. 151. 229]I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
109. 67. 99. 70 I srael 147.237.77. 170 [maar achot . i df . i | D stributed Waut hori zed HTTP Met hod Bl ock 2
181. 48. 157. 156 |Col onbi a 147.237.72. 166 |aka. i df . i | D stributed PHP Attenpt B ock 2
80.178.101.40 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
5.102.222.6 I'srael 147.237.76.42 |refuah.idf.il maﬁ]f o aTty;e' i\Adfo.' ialt /' fglgég?g’u”;}fr:sixacem' deriStxtlasthame in o o\ 1
213.8.204.2 I srael 147.237.76. 42 |refuah.idf.il Dstributed PHP At tenpt B ock 1
84.95.208.20  [Israel 147.237.77.233|atal . i df . i :t";”'tihgfr.iizﬁfe#;‘ afgsc/e:;n;p‘;ge/ 5w k. pho Bl ock 1
194.68.142.52 |Sweden 147.237.77.216|dover.i df . i Unhaut hori zed URL Access to wwvidf.il/arr/ B ock 1
66.249.69.136 I srael 147.237.76.42 |refuah.idf.il e e o L e aspx Hock 1
88. 202. 218. 233 Ei“ir]tgegom 147.237.77.243|nobi l e. i df . i | O stribut ed Suspicious Response Qode B ock 1
212.179. 224. 187 |I srael 147.237.72. 166 |aka. i df . i | LL'rigeil , i?tageg?inga;:;;/ego&%i/ fmj W kapat 2/ res#012 B ock 1
181. 48. 157. 156 |Col onbi a 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 181. 48. 157. 156 B ock 1
66.102.9.5 Whited Sates [147.237.72. 166 |aka. i df .i | m”;:gii;fe_? I'}‘er:a??yhﬁ d;f;ul ‘. aspx B ock 1
109. 67. 99. 70 I srael 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/sip_storagel/files/7/ Bl ock 1
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