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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
93. 174. 94. 235 Net her | ands 147.237.76. 30 hi nush. i df . i | B ack Li st drop 1
192.187. 118. 67 Lhited Sates 147.237.76. 30 hi nush.idf.il bl ock-sp-traf 1 forward 1
123.249.0. 134 Chi na 147.237.76. 177 ncore.idf.il JLM Under Attack Con_Tcp drop 1
192.187.101. 238 Lhited Sates 147.237.77.176 nat pash. i df . il bl ock-sp-traf 1 forward 1
192.187.118. 21 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 forvard 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Oount

52.1.90.117 Lhited Sates 147.237. 72. 166 aka.idf.il ]13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

46. 19. 86. 254 147.237.76.31 |[Israel nakchal . i df.il PQLI CY- OTHER TCP packet with urgent flag attenpt 4
37.220.31.10 147.237.76. 176 |Uni ted Kingdom |test.ncore.idf.il |ET SCAN NVAP -sS w ndow 1024 2
66.249.76.114 |147.237.72.166|Whited Sates  [aka idf.il ET SCAN NVAP -sA (2) 2
79.181.13.162 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
46.172.91.21 147.237.0.200 |[tkraine mu. i df il ET SCAN NVAP -sS w ndow 1024 1
212.179.21. 194 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 45 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
202.155.58.28 [147.237.77.61 [Indonesia e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46. 19. 85. 244 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
149. 255. 108. 192|147. 237. 76. 42 |Uni ted Ki ngdom |refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
113. 240. 250. 154|147. 237. 76. 86 [Chi na navy. i df.il ET SCAN NVAP -sS w ndow 1024 1
5.14.94.61 147.237. 72. 217 |Ronani a eidf.il ET SCAN NVAP -sS wi ndow 4096 1
109. 65. 102. 2 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
93.174.164.49 |147.237.76.39 |Romani a nobi | e. nei tav.idf.i|ET DRCP Spanmhaus DRCP Listed Traffic | nbound 1
80.178. 187. 105 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
202. 166. 162. 162|147. 237. 72. 166 |Paki stan aka.idf.il Xenu Link Seuth User Agent 1
46. 19. 85. 248 147.237.77. 216 |I srael dover . idf.il portscan: TP D stributed Portscan 1
163.172.129. 15 |147.237.77.179|Uni ted Ki ngdom |e. nazi .idf.il ET SCAN NVAP -sS w ndow 1024 1
37.220.31.10 147.237.76. 176 |Uhi t ed Ki ngdom |test.ncore.idf.il SER_VER_ APAO_E. ApaChe m)d—SSI non-SSL connection to SSL port 1
deni al of service attenpt
132.72.86.150 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
31.211.102. 129 |147. 237. 76. 202 gj;:lnim e halag.idf.il ET SCAN NVAP -sS wi ndow 4096 1
109. 253. 211. 40 |147.237.77. 216 |Israel dover . idf.il portscan: TP D stributed Portscan 1
94.230.92. 8 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
81.218. 168. 149 |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
125. 235. 240. 171|M et nam 147.237.76.31 |nakchal .idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 71
188.248.213.35 (Saudi Arabia |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 38
62. 0. 252. 97 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 30
82.166.229. 117 |Israel 147.237.77. 233 |atal i df i1 Bad TCP sequence mdﬁr:cr;rit Wth different moni tor |19
80. 246. 138. 122 |l srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 14
80. 246. 138. 122 |Israel 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 14
62.0.228. 129 I srael 147.237.76.42 |refuah.idf.il drop First packet isn't SWN drop 12
2.53.130. 45 I srael 147, 237. 77, 243|obi e i or 11 | €M NG Engine: TCP Invalid  invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
2.53.34. 48 I'srael 147.237.77. 243 |moti 1 e i or. iy | SAMNG Engine: TP Invalid  invalid segnent retransnission drop 12
Ret ransni ssi on Packet dr opped.
202.83.120.30 |indonesia  |147.237.76.31 |nakchal.idf.il |Bad TCP sequence i’:J:;é:nsmt wth different aert 11
202.83.120.30 [indonesia  [147.237.76.31 |nakchal.idi.il |Bad TCP sequence i’:l;:rgcr:nsmt Wth different moni tor |11
2.53.2.126 I srael 147, 237. 77, 243|obi e i or 11 | €M NG Engine: TCP Invalid  imvalid segnent retransnission drop 9
Ret r ansni ssi on Packet dr opped.
80. 246, 138. 122 I srael 147.237.72. 166 |aka. i df .| Bad TCP sequence VSUYEZﬁ?V(SrCZtI rea”sm't wehdifferent onitor o
202. 83.120. 30 | ndonesi a 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 9
84.95.131.82  |israel 147.237.77. 23 |mmbit i1 | M NG Engine: TP Invalid —invalid segnent retransmssi on drop 9
Ret ransni ssi on Packet dr opped.
202.83.120.30 |l ndonesi a 147.237.76.31 |nakchal .idf.il SYN Attack SYN - > SYN ACK -> Ti neout noni t or 8
62. 0. 225. 254 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 8
46. 19. 85. 86 | srael 147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST noni t or 8
17.78.107.249 |[lhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 8
46.120. 113. 158 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
100. 92. 64. 108 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 6
188.248.213.35 |Saudi Arabia |147.237.77.216|dover.idf.il  |Bad TCP sequence mdﬁvr;n;n;t Wth different monitor 6
46.120. 113. 158 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
2.53.62. 43 I'srael 147, 237. 77, 243 |mobi e ior 1 | €M NG Bngine: TCP Invalid  invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 24 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert
46. 19. 85. 47 I srael 147. 237. 77. 216 |dover . i df .il Bad TCP sequence I'nval i d ACK nunber alert
66.249.79.17  |Uited Sates [147.237.0.19 |nadimaral icr. 1> €M NG Engine: TP Invalid  finvalid segnent retransnissi on drop 6
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 24 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
217.132. 132. 136l srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
46.19.85.195  |Israel 147.237. 77, 243|obi e i or 11 | €M NG Engine: TCP Invalid  linvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
176. 13.247. 181 |Israel 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 6
46. 19. 85. 47 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
82. 80. 196. 44 I sr ael 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST noni t or 6
185.32.179.132 |Israel 147. 237. 72. 166 |aka. i df . | SYN Att ack SYN -> SYN-ACK -> RST noni t or 5
2.55.6.19 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN - > SYN ACK -> Ti neout aert 5
46.19. 86. 41 I 'srael 147.237.77. 234 |hal ag.idf .il Bad TCP sequence Inval i d ACK nunber alert 5
82.166. 93. 161 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46.19. 86. 41 I srael 147.237.77. 234 |hal ag.i of .i | Bad TCP sequence Invalid ACK nunber noni t or 5
199. 203. 170. 69 |Israel 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
62.0.236.1 | srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 4
46.19. 86. 41 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 4
125. 235. 240. 171 |\ et nam 147.237.76.31 |nakchal .idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout alert 4
46. 19. 86. 254 | srael 147.237.76.31 |nakchal .idf.il dr op Frst packet isn't SN drop 4
46. 19. 85. 47 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Invalid ACK nunber alert 4
46.19. 86. 41 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 47 I srael 147.237.76.31 |[nakchal.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 4
2.55.49. 234 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN - > SYN ACK -> Ti neout aert 4
46.19.86.8 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 86. 183 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 4
195. 200. 205. 66 |l srael 147.237.72. 167 |i shuri maka. i df . i [dr op Frst packet isn't SN drop 4
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count
46.19.85.182 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 197
176.13.19. 167 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 94
2.53.183.205 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 83
176.13.19.80 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 30
46.19.85.138 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 9
84.95.208.20 |[lsrael 147. 237.77. 226 }'W\r';/ chamat z. aka. i d PHP Attenpt B ock 5
84.95.208.20 |[Israel 147. 237.77. 226 \fAMIN:/ chamat z. aka. i d Mil tipl e Lhaut horized URL Access from 84. 95, 208. 20 B ock 5
84.95.208.20 |Israel 147.237.76.200(ei tan. aka. i df . il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 4
109. 253. 220. 86 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
46.19.86.196 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.55.153.242 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
188. 248.213. 35 |Saudi Arabia |[147.237.77.216|dover.idf . il Mil ti pl e Uhaut hori zed URL Access from 188.248. 213.35 B ock 3
84.95.208.20 |[lsrael 147.237.77.216|dover . i df . il Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 3
84.95.208.20 |Israel 147.237.77.216|dover.idf . il PHP Att enpt B ock 3
185.32.179.51 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 86. 71 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
77.138. 102. 195 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for ww aka. i df .il/mai n/ sachar B ock 3
2.55.60.134 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
176. 13. 240. 174 |l srael 147.237.72. 156 |aman. i df . i | D stributed Suspicious Response Code B ock 2
80.178.101. 40 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
2.53.191. 116 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
185. 120. 125. 10 |I srael 147.237.0.19 |nadi matal .idf.il mu;h;r;f_??ﬁﬁ/ sﬁ;ejds};jc;x/ et et g £y, 85 B ock 2
141. 226. 218. 98 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
84.95.208.20 |Israel 147.237.72. 166 |aka. i df . i | PHP Att enpt Bl ock
77.125.45.38  |Israel 147.237.76.42 |refuah.idf.il \;":’Wa?g o ;ygje_ I\A d?'_ f"lt;iglgt Lg?fgfﬂtaﬁggpjcem' der1StxtRrsthame in g 2
84.95.208.20 |[lIsrael 147.237.77. 176 |nat pash. i df . i | Ml tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 2
82.166. 229. 117 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1136- he/ at al . aspx B ock 1
188. 248. 213. 35 |Saudi Arabia |147.237.77.216|dover.idf.il Mil tipl e Admin Bl ocking from 188.248. 213. 35 B ock 1
66.249. 76. 113 |Israel 147.237.72. 166 |aka. i df . i | mu;?gii dzf?lﬁbffz;ﬁ; :llogi yusi general . aspx B ock 1
109. 65. 32. 67 [l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
62.128.48.84 |[Israel 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw i df . il/newsitel hebrew main. asp Bl ock 1
212.143.103.6 [Israel 147.237.76.42 |refuah.idf.il o ted pautorized ﬁaﬁ":‘;ﬁ on Bl ock 1
84.95.208.20 |Israel 147.237.77. 176 |mat pash. i df . i | PHP At t enpt Bl ock 1
185.97.81.93 |Ireland 147.237.72. 166 |aka. i df . i | m”;griijﬁdi I'\fntirl‘?ﬁ mpfr:pr ot e/ hore. asp B ock 1
66.249.76.61 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/appl e-app-site-association B ock 1
120.27.37.74 |China 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to waww aman. i df.il/wp-1ogin. php B ock 1
85. 64. 105. 177 |l srael 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock 1
46.210.177.43 |l srael 147.237.76.42 |refuah.idf.il Ml tipl e Unaut hori zed URL Access from 46. 210. 177. 43 B ock 1
84.95.208.20 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 1
176. 13. 249. 128 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
77.124.53.218 |Israel 147.237.72. 166 |aka. i df . i | m”atkgorl ! dffaidl /'\gngi ;E:/%;n‘;rr o aspx B ock 1
109. 65. 138. 229 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for www aka. i df . i|/mai n/ gi yus/ | ogi n. aspx B ock 1
62. 219. 145. 163 |I srael 147.237.77.74 |lawidf.il mar:fmelr d?f’f,;g'ﬁ;’,ggtﬁt Z;i;bader 18uckeader Sear chtxt Search in|g 1
212.235.79.14 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method CPTIONS for www aka. i df . i |/ mai n/ gi yus/ Bl ock 1
80. 246. 130. 123 |I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . il /v tikshuv.idf.il B ock 1
66.249.76.75 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
87.69.20.111 |[lIsrael 147.237.77.216|dover . i df . il Untraceabl e SSL Sessi ons: (pen Mde None 1
46.210.177.43 |lsrael 147.237.76.42 |refuah.idf.il Mil tiple _vti_ from46.210.177.43 B ock 1
37.26.149. 207 [Israel 147.237.76.42 [refuah.idf.il o ated Lot horized ?Jaﬁc‘;zzi on Bl ock 1
188.248.213. 35 |Sudi Arabia |147.237.77.216|dover.idf.il Unhaut hori zed Met hod CPTI ONS for 147.237. 77. 216/ Bl ock 1
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