09-28-2016-09:04:02 to 09-28-2016-10:04:02

@
1"PT SwNn ()

goOVv

www.gov.il

IDF Under Attack

Daily Report

|Top Target s |
600",
5001"
400+"
300+"
2001"
Nunber 1.
a 100"
Attacks ’

'Y '. Qr ¢ ’. N > A ,»
o° 5 é}\é\ & @ N (Qrsir 15@ &
& & &
&
Top Tar get

[Top Attackers |

M dover.idf.il

M nadi matal .idf.il

M aka.idf.il

M refuah.idf.il

M mobile.idf.il

M nakchal .idf.il

I v chanat z. aka. i df . i |

M ishurimaka.idf.il
anan. idf.il

M atal.idf.il

W 176. 13. 3. 219

46. 19. 86. 154
I 46. 19. 85. 80
2.55.188. 157
N”Z,ber W 176. 13. 238. 18
Attacks I 84. 95.208. 20

Top Attackers

I 46. 19. 86. 251

W 125. 235. 240. 171
176. 13. 231. 79

M 31.168.76. 22




09-28-2016-09:04:02 to 09-28-2016-10:04:02

|Top Attackers | n DDoS- Def ence |

Attacker .
Signature

Attacker ‘Target

Address Country Address

176. 13. 14. 144 I srael 147.237.77.216  |dover.idf.il ;?: handshake violation, first packet not |, 32
31. 168. 204. 250 | srael 147.237.77. 216 dover.idf.il B ack List drop 8
31. 168. 204. 250 | srael 147.237.72. 167 ishurimaka.idf.il B ack List drop 4
2.53,183. 253 I srael 147.237.77. 216 dover. i df. il ;?: handshake viol ation, first packet mot ) 3
173. 208. 150. 114 Lhited Sates 147.237. 76. 200 eitan aka.idf.il bl ock-sp-traf 1 forward 2
69. 30. 193. 251 Lhited Sates 147.237. 76. 42 refuah.idf.il bl ock-sp-trafl forvard 2
173. 208. 213. 196 Lhited Sates 147, 237.76. 147 chi nuch. aka.i df . il bl ock-sp-trafl forvard 2
63. 141. 242. 194 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-trafl forvard 2
192. 187. 118. 69 Lhited Sates 147.237. 76. 39 nobi | e.nei tav.idf.il bl ock-sp-trafl forvard 2
173.208. 213. 198 Lhited Sates 147.237. 76. 86 navy.idf.il bl ock-sp-trafl forward 2
198. 204. 255. 74 Lhited Sates 147.237.77. 226 wwv chamat z. aka. i df .i|l |bl ock-sp-traf 1 f orward 1
77.138. 52, 97 France 147.237.77. 216 dover.idf.il I;]: handshake viol ation, first packet mot . 1
63. 141. 231. 195 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-trafl forvard 1
142.54.174. 83 Lhited Sates 147.237.72. 167 ishurimaka.idf.il bl ock-sp-trafl forward 1
63. 141. 242. 195 Lhited Sates 147.237.0.34 tikshuv.idf.il bl ock-sp-traf 1 f orward 1
204.12.217.6 Lhited Sates 147.237.0. 15 kaosher-kravi .idf.il bl ock-sp-trafl forvard 1
173. 208. 207. 133 Lhited Sates 147.237.0.17 Im”y' kosher-kravi.Tdf. 1 |\ oy sp-traf1 forvard 1
91. 230. 121. 156 Lkr ai ne 147.237.76. 148 gacenter. aka. i df.il B ack List drop 1
63.141. 231. 211 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 f orward 1
192. 187. 109. 61 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-trafl forvard 1
142.54.174. 85 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-traf 1 f orward 1
93. 158. 200. 206 Net her | ands 147.237.76. 39 nobi | e.nei tav.idf.il B ack List drop 1
142. 54. 180. 68 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-trafl forvard 1
69. 30. 227. 219 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-trafl forward 1
93. 158. 200. 206 Net her | ands 147.237.76. 196 e.svivaidf.il B ack List dr op 1
63. 141. 242. 195 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-trafl forvard 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |S gnature Devi ce Action ‘Oount |
5.189.190.238  |Ger many 147.237.0.15 |kosher-kravi .idf. il [20086: HITP. Mi ebl ackcat Security Scanner B ock 5
5.189.190.238  [Ger many 147.237.0.15 |kosher-kravi.idf.il 20085 HITP. Mi ebl ackcat Security Scanner Initial Request Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
2.53.175.9 147.237.77.216 |lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
109. 253. 135. 219 |147.237.77.216 |[lIsrael dover.idf.il portscan: TCP Distributed Portscan 1
79.176.6. 2 147.237.77.216 |lIsrael dover . idf il portscan: TCP D stributed Portscan 1
62. 90. 210. 64 147.237.77.216 |lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
58.220.2.5 147.237.77.205 |China prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 161. 40. 17 147.237.0. 16 Russi an Federation |ny-kosher-kravi.idf.il ET SCAN NVAP -sS w ndow 1024 1
212.76.102. 233 147.237.77.216 |lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
46.116. 193. 93 147.237.77.216 |lIsrael dover.idf.il portscan: TCP Distributed Portscan 1
199. 203. 215. 1 147.237.77.216 |lIsrael dover . idf il portscan: TCP D stributed Portscan 1
37.26. 147. 246 147.237.77.216 |lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
188.120. 135. 180 |147.237.77.216 |[lIsrael dover.idf.il portscan: TCP Distributed Portscan 1
2.55.6.243 147.237.77.216 |lIsrael dover . idf il portscan: TCP D stributed Portscan 1
109. 253. 150. 153  |147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
80. 179. 122. 184 147.237.77.216 |lIsrael dover.idf.il portscan: TCP Distributed Portscan 1
62. 219. 236. 65 147.237.77.216 |lIsrael dover . idf il portscan: TCP D stributed Portscan 1
62. 0. 25. 120 147.237.77.216 |lIsrael dover . idf.il portscan: TCP D stributed Portscan 1
54.79.2.19 147.237.0. 19 Ausstraia nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
46.121. 117. 45 147.237.77.216 |lIsrael dover . idf.il portscan: TCP D stributed Portscan 1
199. 203. 226. 21 147.237.77.216 |lIsrael dover . idf.il portscan: TCP D stributed Portscan 1
46.19. 85. 198 147.237.77.216 |lIsrael dover.idf.il portscan: TCP Distributed Portscan 1
192. 223.94. 128 147.237.77.176 |Bolivia mat pash. i df .i | ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
5.189. 190. 238 147.237.0. 15 Ger many kosher-kravi .idf.il ET WEB SERVER Mii ebl ackcat scanner 1
149. 255. 108. 192  |147.237. 0. 34 Uni ted Ki ngdom tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |[Ste Signature Acti on ‘Count
125. 235. 240. 171 |\ et nam 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 32
176.13.231.79 |Israel 147.237.77. 243 |nubi | e.i df .i Streamng Engi ne: TP Invalid finvalid segnent retransnmission. |, o, 24
Ret ransni ssi on Packet dropped.
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 22
109. 66. 53. 184 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
46. 19. 86. 116 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 17
46. 19. 86. 251 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber aert 14
46.19. 86. 251 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 14
62.0.222.1 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
2.55.188.157  |Israel 147.237.77. 226 "’f"l"’“ha”atz'aka'idf dr op First packet ism't SWN drop 12
46. 19. 85. 246 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 11
213.8.122.115 |israel 147. 237. 72. 166 |aka i of . i | Streamng Engine: TCP Invalid finvalid checksum Packet drop 11
Checksum dr opped.
62.0.236.1 | srael 147.237.72. 166 |aka. i df .il dr op First packet isn't SN drop 10
176. 13. 237. 31 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
2.55.188.157  [Israel 147. 237. 77. 226 | chamatz. aka. T1dl | go 4 Top sequence SINFACK retransnit Wi th monitor |10
il di fferent w ndow scal e
174.44.72.55 Lhited Sates |147. 237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 9
2.53.48.33 I srael 147. 237.77. 243 |nubi l e. i df .1 Streaning Engine: TCP Invalid finvalid segnent retransmssion. |, o, 9
Ret r ansni ssi on Packet dropped.
176.13.238.18 |Israel 147. 237.77. 216 |dover.idf.i| SYN At tack SYN -> SYN-ACK -> Ti nmeout alert 9
80. 246, 138. 122 I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence wﬁrﬁﬁgzr:c;;“h monitor |9
46. 210. 235. 48 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop
62.0.212. 209 | srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SYN drop
176.13.238.18 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence ;ﬂ'\fﬁtﬁxgzi&gth monitor |7
80. 74.107. 118 |l srael 147. 237.77. 216 |dover.idf.i| drop First packet isn't SWN drop 7
2.55.188.157  |Israel 147.237.77. 226 | "} chamatz. aka. 1df |qyN at t ack SYN -> SYN-ACK -> Tineout  [nonitor |7
207. 232. 45. 65 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 7
212.25.69. 41 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 7
62.90.193.162 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid sequence nunber nonitor |7
185. 3. 147. 86 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or 7
176.13. 3. 219 | srael 147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
176. 13. 238. 18 I srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 7
2.53.55.174 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
2.55.188.157  |Israel 147.237.77. 226 "1 chamatz. aka. idf 1oyn At t ack SYN -> SYN-ACK -> Tineout  |alert 7
109. 253. 132. 104|i srael 147.237. 77. 243 |nobi | e. i of . | Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
2.53.138. 201 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
46. 19. 85. 229 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber nonitor |6
46.19. 85. 179 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence I'nval i d ACK nunber noni t or 6
46. 19. 86. 182 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |6
46. 19. 86. 106 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
46.210.235.48 |Israel 147.237.72. 166 |aka. i df .il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 6
213.241.16. 169 |Pol and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
37.26.148.138 |israel 147.237.77. 243 |nobi L e. i o .i | Streamng Engine: TCP Inval id invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
31.168. 76. 22 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert
46.19. 86. 157 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or
46. 19. 86. 96 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert
79.178. 183. 190 |I srael 147. 237.77. 243 |mwbi l e, i f . i1 Streaning Bngine: TCP Invalid invalid segnent retransmssion. | o 6
Ret r ansni ssi on Packet dropped.
80. 246. 133. 229 [l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval id ACK nunber alert 6
46. 19. 85. 210 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
2.54.193. 36 | srael 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SYN drop 6
31. 168. 76. 22 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber nonitor |6
46.19. 86. 96 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
46. 19. 86. 12 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 6
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176.13. 3. 219 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 276
46. 19. 86. 154 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 98
46.19. 85. 80 I srael 147.237.0.19 [madimatal .idf.il Dstributed Suspici ous Response Code Bl ock 49
37.26.147.180 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
62.90. 139.206 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for www aka. i df .il/ B ock
www. chanat z. aka. i d _ _
84. 95. 208. 20 | srael 147.237.77. 226 £l Mil tiple Uhauthorized URL Access from 84. 95. 208. 20 B ock 5
176.13.231.79 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
77.124.25.205 |[Israel 147.237.76.31 |nakchal .idf.il Ml tipl e Unaut hori zed URL Access from 77.124. 25. 205 B ock 5
176.13. 3. 219 lsrael 147.237.0.19 |nadimatal .idf.il %rgmet er Type \A ol at ion ct | 00$Cont ent A acetbl der 1t xt Mbbi I e in B ock 4
nadi matal . idf.il/nobile/ 1088- he/ neret z. aspx
194.90.200. 70  |lIsrael 147.237.77. 216 |dover . i df . i | Mul ti pl e Unaut horized URL Access from 194. 90. 200. 70 B ock 4
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . il Ml tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 4
82. 80. 196. 44 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 3
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Mul ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 3
84. 95. 208. 20 I srael 147.237.76.86 [navy.idf.il Ml tipl e Unauthori zed URL Access from 84.95. 208. 20 Bl ock 3
32.42.29. 204 E?';;gom 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 32.42.29.204 [B ock 3
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il [Mitiple Wnhauthorized URL Access from 84.95. 208. 20 B ock 3
62.90.139.206 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagelfiles/ 4/ Bl ock 3
37.26.147.252 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 132. 104 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 2
2.53.48.33 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 2
wwnv, chanat z. aka. i d
84. 95. 208. 20 | srael 147.237.77. 226 £l PHP Att enpt B ock 2
32.42.29. 204 LK!i“r:gegom 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for wwy aka. i df . il / mai n/ kapat z/ Bl ock 2
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil ti pl e Unaut hori zed URL Access from 84.95. 208. 20 B ock 2
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 2
46.116. 213. 179 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 46. 116. 213. 179 Bl ock 2
84. 95. 208. 20 I sr ael 147.237.72. 166 |aka. i df . i | PHP At tenpt Bl ock 2
31.168.144.11 [israel 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to vww cogat . i df.il/894-ar B ock 1
178. 162. 216. 32 |Ger many 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for waw aka. i df.il/ishurimiexanpcert/  [B ock 1
. . Unhaut hori zed URL Access to
66.249. 69. 139 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_ st or agel 111 es/ 0/ si ze100x0/ 3470, pg B ock 1
. . Paraneter Type M ol ati on Mast er $Header 1$ucHeader Sear ch$t xt Sear ch
62.219.145. 163 |l srael 147.237.77.74 (lawidf.il i n vow | aw i df i |/ 801- he/ pat zar . aspx B ock 1
37.26.148.138 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
77.139.50.243 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for ww aka. i df .il/mai n/kapat z/ B ock 1
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . il PHP Attenpt Bl ock 1
66.249.66. 177 [Israel 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to waw idf.il/atal 1/i zkor/ vi ew i ngt op. asp |Bl ock 1
] - . Unaut hori zed URL Access to
54,210.70.235 |[Wnited Sates |147.237.77.216|dover.idf.il vw i i 1/ newsi t ef engl i sh/ docunent s. asp B ock 1
. . . Unaut hori zed URL Access to
180.76.15.18  |China 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9736- he/ r ef uah. aspx B ock 1
138. 134.192. 10 |l srael 147.237.77. 216 |dover.idf .i | Lhaut hori zed URL Access to v i df.il/nil net B ock 1
. . Unaut hori zed URL Access to
66.249.69. 142 |Israel 147.237.76.42 [refuah.idf.il 147. 237, 76. 42/ 994~ 9724- he/ r ef uah. aspx Bl ock 1
] . . D stributed Unaut hori zed Met hod for Known URL on
66.102. 9. 6 Whited Sates |147.237.72.166|aka.idf.il vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
84. 95. 208. 20 I srael 147.237.72. 156 [anan. i df . i | Ostributed PHP At tenpt Bl ock 1
80.246.133.77 [Israel 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code Bl ock
. . Paranet er Type M ol ation ct| 00$Cont ent P acetbl der 1$t xt Last Nane i n
2.53.144.9 | srael 147.237.76.42 |refuah.idf.il vown ref Ua. atal i df .|/ 1518- hel ref uah. aspx Bl ock 1
85. 64. 33. 187 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
66.249. 66.179  |Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76.31/robots. t xt B ock 1
84. 95. 208. 20 I srael 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 Bl ock 1
62.90.139. 206 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 62.90. 139. 206 B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |PHP Attenpt B ock 1
138.201.59. 34  |Ger nany 147.237.72. 156 [anan. i df . i | Unhaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock 1
66. 249. 76. 75 I srael 147.237.72.166 |aka. i df . i | Distributed Uhaut horized URL Access on 147.237. 72. 166/ B ock 1
] . . D stributed Unaut hori zed Method for Known URL on
66.102. 9.8 Whited Sates |147.237.72.166|aka.idf.il vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
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