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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action
94.102. 49. 190 Net her | ands 147.237.76. 200 eitan. aka. idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

69. 197. 163. 195 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
37.19.115. 4 147.237.77. 216 I srael dover.idf.il Xenu Link Seuth User Agent 4
37.19.115. 4 147. 237.72. 166 I srael aka.idf.il Xenu Link Seuth User Agent

95. 163. 144. 203 147.237.77. 235 Russi an Federati on svivaidf.il ET SCAN NVAP -sS wi ndow 1024

79.179. 116. 222 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan

62. 219. 234. 147 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan

52. 41. 41. 200 147.237. 76. 38 Lhited Sates e.eneitav.idf.il ET SCAN NVAP -sS wi ndow 1024

37.142. 202. 166 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan

212.25. 84. 200 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan

37.26.147. 153 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan

163. 172. 238. 45

147. 237.76. 39

United Ki ngdom

nobi le.neitav.idf.il

ET SCAN NVAP -sS wi ndow 1024

163. 172. 129. 15 147.237.77. 176 Uni ted Ki ngdom nat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024
2.53.152. 164 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan
109. 66. 158. 152 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan
95. 163. 144. 203 147.237. 76. 201 Russi an Federation eaa.idf.il ET SCAN NVAP -sS wi ndow 1024
79.177. 49. 120 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan
58.220.2.5 147.237.77. 235 Chi na svivaidf.il ET SCAN NVAP -sS w ndow 1024
45. 63. 28. 189 147. 237. 76. 176 Lhited States test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024
212.76.112. 42 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan
37.26. 147. 234 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan
207.232.50. 211 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan
163. 172. 169. 150 147. 237.8.50 Uni ted Ki ngdom e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024
2.53.158. 177 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan
109. 253. 136. 2 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address ‘Ste ‘Slgnature Action ‘Count

63. 251. 20. 84 Lhited Sates |147.237.76.31 |nakchal .idf.il |[SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 342

62.0.253. 1 | srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 36
Sreaming Engine: TGP Invalid i i ssi

46.19.85.140  |Israel 147.237.77. 233 |atal .idf .l 9 =g Invalid segment retransmssion. Packet drop 27
Ret ransni ssi on dr opped.

46.19.86.245  |[israel 147.237.77. 216 |dover.idf .i1  |Bad TCP sequence Ssca:(fa( retransmt wth different wndow | oo o0

46.19.86.245  |[israel 147.237.76.31 |nakchal .idf.il |Bad TCP sequence Ssca:gc“e“ansmt with different window | oiior |18

46.19. 85. 198 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber noni tor |18

2.55.173. 211 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 15

46.19. 85. 198 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 14
Sreamng Engine: TCP Invalid i i ssi

46.19.86.246  |israel 147.237.76.42 |refuah.idf.il 9 =g nvalid segnent retransmssion. Packet drop 13
Ret ransm ssi on dr opped.

46. 19. 86. 245 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11

46. 19. 86. 245 I srael 147.237.77.216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout foni t or 11

46. 19. 86. 100 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber nmonitor |11

149. 56. 27. 31 Lhited Sates |147. 237.76.31 |nakchal .idf.il |SYN At t ack SYN -> SYN-ACK -> RST nmonitor |10

63. 251. 20. 84 Lhited Sates |147.237.76.31 |nakchal .idf.il |SYN At t ack SYN -> SYN-ACK -> RST noni t or

62.0.236. 1 | srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop

212.179. 218. 166|i srael 147.237.72.166 |aka.idf.il  |Bad TCP sequence Ssca::G( retransmt with different wndow | oo g

109. 253. 213. 225! srael 147.237.72. 166 |aka. i df i drop First packet isn't SW drop 7

) R " " Proxy-Authori zati on' header |ength )

119.151.72.80 |india 147.237.77. 216 |dover.idf.il |HTTP Format S zes exceeded naxi mum al | oved | engt h noni tor |7

46. 19. 86. 100 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 7

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 7

176.13.14.212 |Israel 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 6

212.179. 218. 166|I srael 147.237.72. 166 |aka. i df .i SYN Att ack SYN -> SYN-ACK -> Ti neout nonitor |6
Sreamng Engine: TCP Invalid i i ssi

80. 246. 136. 223 I srael 147.237.77. 243 |nobi le. i o . i1 9 =9 nvalid segnent retransmssion. Packet drop 6
Ret r ansm ssi on dr opped.

176.13.14.212  |Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d sequence nuniber noni t or 6
Sreamng Engine: TCP Invalid i i ssi

80. 246. 138. 126 |I srael 147. 237.77. 243 |mwbi l e, i f . i1 9 =g nvalid segnent retransmssion. Packet drop 6
Ret r ansm ssi on dr opped.

176.13.14.212 |Israel 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST alert

176.13.14.212 |Israel 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST moni t or

176.13.14. 212 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber aert
Sreaming Engine: TGP Invalid i i ssi

5.102.220. 245 |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segment retransmssion. Packet drop 6
Ret ransni ssi on dr opped.

77.139. 75. 28 France 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |5

62.0.224.1 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5

212.179. 218. 166|l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 5

2.55.173. 211 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout alert 5

2.55.173. 211 | srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 5

79.183.44.142 |lIsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5

2.55.173.211  [israel 147.237.72.166 |aka.idf.il  |Bad TCP sequence Ssca:(fa( retransmt with different wndow | oo |5

60. 254. 110. 210 |India 147.237.77. 216 |dover.idf.il |drop SAMrul e drop

46.19. 86. 245 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid ACK nunber noni t or

37.142.254. 210 |lsrael 147.237.72. 166 |aka. i df .i| SYN Attack SYN -> SYN-ACK -> Ti neout noni t or

37.142.254.210 |israel 147.237.72.166 |akaidf.il  |Bad TCP sequence Ssca::G( retransmt with different wndow | oo g

37.26.149.221 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST nonitor |3
Sreaming Engine: TGP Invalid i i sSi

2.53.37. 239 I srael 147.237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. Packet drop 3
Ret r ansni ssi on dr opped.

63. 251. 20. 84 Uhited Sates [147.237.76.31 |nakchal .idf.il |[SYN At t ack noni t or 3
Sreamng Engine: TCP Invalid i i ssi

37.26.146.195 |l srael 147.237.77. 243 |nobi le.i o . i1 9 =9 nvalid segnent retransmssion. Packet drop 3
Ret r ansm ssi on dr opped.

176.13.5. 46 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 3
Sreamng Engine: TCP Invalid i i ssi

46.19.86.179  |israel 147. 237.77. 243 |mwbi le. i f . i1 9 =g nvalid segnent retransmssion. Packet drop 3
Ret ransm ssi on dr opped.

46. 19. 86. 66 | srael 147.237.76.42 |refuah.idf.il |drop First packet isn't SYN drop 3

46. 19. 86. 245 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid ACK nunber aert 3

69.43.233. 1 Lhited Sates |147. 237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber nonitor |3

77.124.15.91 | srael 147.237.72. 156 |anan.idf.il  |SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |3
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |[Site Sgnature Action ‘Count
176.13.19. 167 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 136
37.26.146. 189 |[lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 61
2.53.129. 32 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 52
176. 13. 243. 203 [l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 10
192. 116. 232. 69 [l srael 147.237.0.34 |tikshuv.idf.il Ml tiple Uhauthorized URL Access from 192. 116. 232. 69 B ock 7
80. 246. 140. 114 |l srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 4
77.124.15.91  |[Israel 147.237.72. 156 |aman. i df . i | Unaut hori zed HTTP Met hod B ock 4
77.124.15.91  |[Israel 147.237.72. 156 |anman. i df . i | Mil tipl e Unaut hori zed URL Access from 77.124. 15. 91 B ock 3
46.19. 86. 14 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19.85.140 |lsrael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1437-he/atal . aspx B ock 2
37.26.146. 138 |[lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
5.29.110. 91 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 2
2.55.6.158 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None 1
80. 246. 138. 126 [l srael 147.237.77. 243 |nobi l e. i df . i | Distributed Suspicious Response Code B ock 1
66.249.79.18 |Israel 147.237.0.19 |nadi matal .idf.il|Wauthorized LR Access to nadi matal.idf.il/robots.txt B ock 1
66.249.64.12  [lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
109.203.215.1 |israel 147.237.72. 166 |aka. i df . i | m;’kmi Faramst o NcéggﬁjitgaggffgzﬁgfcphsaCha'$Ct' %9in None 1
109. 65. 183. 147 | srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 1
37.19.115. 4 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for aka.idf.il/mai n/ hone/ def aul t. aspx Bl ock 1
77.138. 174. 225 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod POST for waw aka. i df.il/ishurininai n/ B ock 1
66.249. 69. 136 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9738- he/ ref uah. aspx  |B ock 1
2.55.17.91 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
68.180.231.57 |Whited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/23.03.04 B ock 1
213.8.204.9 I srael 147.237.76.42 |refuah.idf.il Dstributed PH> A tenpt B ock 1
66.249.64.41  |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
109. 67. 186. 111 |I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i |/ nai n/ sachar/ undefi ned B ock 1
77.139. 253. 136 |France 147.237.72.166 |aka. i df . i | m;:(:ﬂtgﬁ ilﬂa:;hn‘;uoﬁ? dﬁﬁ?. ;‘S’LXK”OV‘" R on Bl ock 1
66. 249. 69. 142 [l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 8871- he/ ref uah. aspx  |Bl ock 1
46.19.85.140 [Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/ atal . aspx B ock 1
193.105.199. 1 |[Israel 147.237.77. 170 |m@ar achot . i df . i | [Distributed Unauthorized HTTP Met hod B ock 1
82.80.156.82 |[lIsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl el shar ed/ r eset . css B ock 1
213.8.204.9 I srael 147.237.76.42 |refuah.idf.il Distributed Unhaut hori zed URL Access on wwwu refua. atal .idf.il/xmrpc. php |B ock 1
66.249.64.43  |Israel 147. 237.72. 166 |aka. i df . i | ﬂ?ugggr;zef&% gfscte;sa;g/ Fil es/ 1/ 6090L pel Bl ock 1
2.53.12. 211 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
80.178.220.41 |israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df .il/mai n/ gi yus/ recruitl ane. aspx |B ock 1
66.249.76.2  |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt 2 ?rd'fz‘f? , t’;egpgrcy‘isesmj S e/l st chi | ddocurent s/ 1763 Bl ock 1
193.105.199.1 |Israel 147.237.77. 170 |maar achot . i df . i | |Unaut hori zed URL Access to maarachot.idf.il/pdf/files/3/ B ock 1
82.80.196.44 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
5.102.242.48 |Israel 147.237.72.166 |aka. i df . i | :;Llrigezl/ i%’;;g?ﬁﬂgf;:g;féogcﬁi/ fm’j 1V kapat 2/ /1 es#012 B ock 1
213.57.34.34 |lIsrael 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wawidf.il/https:/wwidf.il/ B ock 1
66.249.64.45  |Israel 147. 237.72. 166 |aka. i df . i | lﬂ?gtzg?.r;?geéﬁi ngtesfaég/fi | 65/ 8 70008, doc Bl ock 1
37.26.149. 206 |lsrael 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Uhaut hori zed URL Access on waw chi nuch. aka. i df .i1/404. htm [B ock
80. 246. 136. 223 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode Bl ock
66.249.76.77 |Israel 147.237.72.166 |aka. i df . i | ﬂ?“tzgg”éefﬁgz E)Afsctejrsag;; {11 es/ 1/ 7000L. | pg Bl ock 1
46.19.86.245 | srael 147.237.76.31 |nakchal .idf.il iﬁﬁ;{‘ﬁréfzfdl /Lc'z‘n:(jijﬁr:/’ doc myr doc. nur . asp Bl ock 1
194. 90. 200. 70 |l srael 147.237.77. 216 |dover . i df . i | Ml tiple Unhauthorized URL Access from 194. 90. 200. 70 B ock 1
94.230.86.33 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
5.102.242. 48  |Israel 147.237.72. 166 |aka. i df . i | Mitiple Il11egal Byte Gode Character in LRL fromb5. 102. 242. 48 B ock 1
77.124.15.91  |[Israel 147.237.72. 156 |anman. i df . i | Uhaut hori zed URL Access to vww anan. i df.il/sip_storage/files/ 4 B ock 1
66.249.69.81 |lIsrael 147.237.76.200|ei tan. aka. i df.i| |Unknown Paraneter SearchText in waw eitan. aka.idf.il/938-en/eitan. aspx |None 1

09-28-2016-08:04:02

to 09-28-2016-09

:04:02




