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|Top Attackers | n DDoS- Def ence |

Device Action |Count|

Attacker Address |Attacker Country |Target Address |Site

Signature

109. 253. 203. 172 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 16
60. 212. 47. 99 Chi na 147.237.76. 201 e atal .idf.il Invalid TGP H ags drop 1
60. 212. 47. 99 Chi na 147.237. 76. 196 e.sviva.idf.il [Invalid TP Hags drop 1
93. 158. 200. 206 Net her | ands 147.237.76.198 e.yohal an.idf.il |B ack List drop 1
60. 212. 47. 99 Chi na 147.237.76. 38 eeneitav.idf.illnvalid TGP H ags drop 1
60. 212. 47. 99 Chi na 147. 237. 76. 197 e hinush.idf.il |Invalid TGP Hags drop 1
93. 174. 94. 235 Net her | ands 147.237. 76. 196 e.sviva.idf.il |Back List drop 1
60. 212. 47. 99 Chi na 147.237.76.176 test.ncore.idf.illnvalid TGP H ags drop 1
60. 212. 47. 99 Chi na 147.237.76. 198 e.yohal an.idf.il |Invalid TP H ags drop 1
60. 212. 47. 99 Chi na 147.237.76. 177 ncore.idf.il Invalid TGP H ags drop 1
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Attacker Address
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At acker
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Signature

46.210. 166. 214 |147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
37.26.146.171 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
209. 126. 230. 71 [147.237.0.19 |Wited Sates nadi matal .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
149. 255. 108. 192|147. 237. 76. 177 |Uhi t ed Ki ngdom |ncore.idf .i ET SCAN NVAP -sS wi ndow 1024 1
95.163. 144. 203 |147. 237. 76. 86 ?ézz;;”im navy. i df il ET SCAN NVAP -sS wi ndow 1024 1
72.229. 6. 66 147.237.76. 198 |Lhited Sates e.yohal an.idf.il ET SCN\I Behavi oral Lhusual ly fast inbound Telnet Cbnnections, 1
Potential Scan or Brute Force
58.218. 200. 137 |147.237.0.35 |China akavs. i df .il ET SCAN Potential SSH Scan 1
37.26.147.238 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
209. 126. 230. 71 [147.237.76. 196 |Lnited Sates esvivaidf.il |ET SCAN NVAP -sS w ndow 1024 1
180.213.5.205 |147.237. 77. 243 |Chi na nobi le.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
149. 255. 108. 192|147.237.0.33 [United Ki ngdom |idf.il ET SCAN NVAP -sS w ndow 1024 1
89, 248, 163. 3 147 237 0.19  |Nether! ands vadimatal id i ET SCAN Behavi F)ral Lhusual |y fast Terminal Server Traffic, Potential 1
Scan or Infection
58.218.200. 137 [147.237.76. 197 |hi na e hinush.idf.il |[ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

Devi ce

count ry Target Address |[Ste Signature Action ‘Count
66.227.185.95 |[Lhited Sates [147.237.76.31 |[nakchal.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 176
Sreamng Engine: TCP Invalid i i ssi
46.19.85.246 |Israel 147.237.76.31 |nakchal .idf il 9 =g Inval i d segnent retransmssi on. drop 25
Ret ransm ssi on Packet dr opped.
46.19.85.198 |lsrael 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid ACK nunber noni t or 15
46.19.85.198 |[Israel 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 12
46.19.85.199 [Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or
46.19.85.199 [Israel 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval id ACK nunber aert
. . . . SYNPAXK retransmit with different .
37.26. 147. 153 [l srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence vi ndow scal e noni t or 7
185.112.188. 72 [Iraq 147.237.77. 205 |prisha.idf.il dr op First packet isn't SYN drop 6
Sreamng Engine: TCP Invalid i i SSi
79.181. 151. 174 [Israel 147.237.77. 243 |nobil e. i of . 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
37.26.146. 243 |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
46.19.86.49  [Israel 147.237.77. 243 |nobi l e. i f . 9 =g Inval i d segnent retransmssi on. dr op 6
Ret ransm ssi on Packet dr opped.
176.13. 5. 25 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 5
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
62.0.212.209 | srael 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SN drop 4
37.26.147.153 |Israel 147.237.72. 167 |ishurimaka.idf.i|[Bad TCP sequence Inval i d ACK nunber noni t or 4
111. 248. 108. 57 [Tai wan 147.237.76.31 |nakchal.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
185. 120. 124. 46 |l srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 4
52.67.117.251 |Brazil 147.237.76.31 |nakchal .idf.il  |Bad TOP sequence igureegésnsmt Wth different moni tor |3
5.22.134.238 |[lIsrael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
66.249.76.31 |Wited Sates |147.237.77. 243 |nobile.idf il 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
80. 246. 138. 229 |I srael 147. 237.77. 243 |robi | e. i of . i1 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
37.26.147.153 |[Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
52.67.117.251 |Brazil 147.237.76.31 |nakchal .idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout alert 3
52.67.117.251 |Brazil 147.237.76.31 |nakchal .idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
212.179.63. 66 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi
37.26.146.195 [ srael 147.237.77. 243 |nobil e.i df . 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
37.26.147. 153 |[lsrael 147.237.72. 167 |i shuri maka.i df .i |[SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
52.67.117.251 |Brazil 147.237.76.31 |nakchal .idf.il  |Bad TOP sequence igureegésnsmt Wth different alert 3
Sreamng Engine: TCP Invalid i i SSi
66.249. 69. 152 |Wnited Sates |147.237.76. 200 |eitan. aka. i df.il 9 =g Inval i d segnent retransmssi on. dr op 3
Ret ransm ssi on Packet dr opped.
37.26.147.153 |Israel 147.237.72. 167 |ishurimaka.idf.i|[Bad TCP sequence Inval i d ACK nunber alert
37.26.147.153 |Israel 147.237.77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> RST noni t or
46.19. 85. 18 I srael 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert
. s SWNretransmit wth different
185.112.188.72 |iraqg 147.237.77. 205 |prisha.idf.il Bad TCP sequence vi ndow scal e alert 2
46.19.85.246 |Israel 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Invalid ACK nunber alert 2
94.77.196.82 [Saudi Arabia |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 2
77.124.2.3 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
176. 13. 226. 152 |l srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 85. 18 I 'srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or 2
46. 120. 240. 183 |l srael 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop 2
185.112. 188. 72 |irag 147.237.77. 205 |prishaidf.il  |Bad TCP sequence SWNretransmit with different monitor |2
w ndow scal e
46.19.85.246  [Israel 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 99 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber aert
Sreamng Engine: TCP Invalid i i ssi
131. 253. 25. 149 |United Sates |147. 237. 76. 200 |ei tan. aka.i of . i1 9 =g Inval i d segnent retransmssi on. drop 2
Ret ransm ssi on Packet dr opped.
37.26.147.153 |Israel 147. 237. 77. 216 |dover i df i Bad TCP sequence SIHAK retransmt with different oo |2
w ndow scal e
185. 27.105. 93 |l srael 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SN drop 2
176.13.17.6 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 85. 99 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber noni t or 2
46.19. 85. 22 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
85.65.93.243  |[lsrael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 2
176.13.18.85 |[lsrael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 2
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5.29.110.91 | srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code Bl ock 127
2.53.129. 32 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 56
84. 95. 208. 20 I srael 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 4
31.154.81.10 [israel 147.237.76.42 |refuah.idf il O stributed Lhauthori zed URL Access on Bl ock 3
wn refua. atal .idf.il/xnhrpc. php
46.19. 86. 27 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 156. 165|1 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
84. 95. 208. 20 | srael 147.237.77.74 |lawidf.il PHP Att enpt Bl ock 3
31.154. 81. 10 I srael 147.237.76.42 |refuah.idf.il Ostributed PHP At tenpt B ock 3
. . . Unaut hori zed URL Access to
176. 13. 245. 130 |l srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1362 B ock 3
37.26.147.153 |[Israel 147.237.72. 167 i shuri maka. i df . i|untraceabl e SSL Sessi ons: Qpen Mbde None
79.181.151. 174 |[israel 147.237.77.243|nobi [ e.i df . i | Dstributed Suspicious Response Code B ock
. . Unaut hori zed URL Access to
66. 249. 64. 12 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ br ot her s/ gal | ery/ showpi ct ur e. asp B ock 1
85. 64. 12. 183 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
. . Unaut hori zed URL Access to
66. 249. 76. 81 I srael 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
180. 76. 15. 7 Chi na 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 9694- he/ r ef uah. aspx [B ock 1
80. 246. 138. 229 |[Israel 147.237.77.243|nobi [ e.i df . i | Dstributed Suspicious Response Code B ock
. . Unaut hori zed URL Access to
66.249. 66. 197 |l srael 147.237.77. 216 |dover . i df . i | 147. 237, 77. 216/ 1779- 21525- hel i df gdover . aspx B ock 1
68.180.231.57 |lhited Sates [147.237.77.216|dover.idf.il Paraneter Type Miol ati on PageNumin ww i df . il/1153- he/ dover . aspx B ock 1
46. 19. 86. 49 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response CGode Bl ock 1
2.55.190. 147 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Extrenel y Long Paraneter from2.55.190. 147 B ock 1
213. 8. 204. 57 I srael 147.237.76.31 |nakchal .idf.il PHP At t enpt B ock 1
66. 249. 69. 72 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8847- he/ r ef uah. aspx |Bl ock 1
37.26.147.153 |lIsrael 147.237.77.216|dover. i df .i |l SSL Untraceabl e Connection - Cpen Mde None 1
141.226. 144. 36 |Israel 147.237.72.166 |aka. i df . i | Wnknown Pararet er VI ENSTATEENGRYPTED i n None 1
wan aka. i df . i1/ mai n/ sachar/ pi r suneynof et . aspx
77.139.236.27 |France 147.237.72. 166 |aka. i df . i | Wnaut hori zed Method PCBT for . B ock 1
waw aka. i df . i |/ mai n/ gi yus/ m yun/ m yunsunmary. aspx
66.102.9.2 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Met hod POST for www aka. i df.il/mai n/ hone/ defaul t.aspx [B ock 1
213. 8. 204. 57 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/xnirpc. php Bl ock 1
66.249. 69.139 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9711- he/ r ef uah. aspx |B ock 1
37.26.147.239 |[Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx B ock 1
157.55.39. 111 |[wnited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
79.180. 203. 170 |1 srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/main/gi yus/ yahash201701IX B ock 1
| obby. aspx/ Twv
. . Unaut hori zed URL Access to
66.249.64.9 | srael 147.237.72.166 |aka. i df . i | 147.237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp Bl ock !
217.132.136.23 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
84. 95. 208. 20 I srael 147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to wawidf.il/defaul t.aspx B ock 1
. . DO stributed Unaut hori zed URL Access on
66. 249. 76. 77 I srael 147.237.72.166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
37.26.149. 254 |Israel 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed LRL Access to ww chi nuch. aka. i df . i|/404. htm B ock 1
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