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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
183. 60. 48. 25

|Target Address |Site

|Signature |Device Action |Count |
Chi na 147.237.0. 19 nadi matal .idf.il |Frk Under Attack _Con_Tcp drop 2
123.151. 42. 61 Chi na 147.237.76. 44 e.refuah.idf.il B ock_Udp All _Nets_Con_Limt drop 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

Target Address

|Site

|Sgnature

Devi ce Action |Count |

151. 80. 44. 115 France 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot Per mit 7
108. 59. 8. 70 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Per nit 3
151. 80. 44. 115 France 147.237.76. 86 navy.idf.il C1000074: HTTP. naj estic bot Per it 2
123. 126. 68. 103 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Per nit 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature

146. 200. 148.0  |147.237.77.176 LKJ?';;gom nat pash. i df .i Tehila - Perl LWP with fake user agent 2
195. 143. 227.35 |147. 237.76. 177 LK?';gegom ncore. i df . i ET SCAN NMVAP -sS wi ndow 2048 1

. L ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic,
184. 105. 247. 207|147. 237. 77. 234 |nited Sates |hal ag.idf.il . . 1
Potential Scan or Infection

183. 60. 48. 25 147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150|147. 237. 8. 45 E?Ir:;gom eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
116.77.72. 71 147.237. 76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
116.77.72. 71 147. 237. 76. 42 |Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
108. 168. 178. 253|147.237.0.34 |lhited Sates |tikshuv.idf.il ET SCAN Potential SSH Scan 1
78.97.69. 51 147.237.76. 44 |Romani a e.refuah.idf.il ET SCAN NVAP -sS w ndow 4096 1
202.57.162. 132 |147.237.0.200 |Thailand rdu. i df il ET SCAN Potential SSH Scan 1
195. 143. 227. 35 |147.237.76. 177 LKJ?';;gom ncore. i df il ET SCAN NVAP -f -sS 1
183. 60. 48. 25 147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
178.33.18. 39 147.237. 77. 226 |France wi chanat z. aka. i df .11 [ET VB SERVER Poi son Nul | Byte 1
116.77.72. 71 147. 237. 76. 147 |Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
116.77.72. 71 147. 237.76.30 |China hi nush. i df .i | ET SCAN Potential SSH Scan 1
108. 168. 178. 253|147.237.0. 16 [lthited Sates |ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
Sreanming Engine: TCP Invalid i i SSi
176.13. 235. 126 | srael 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
27.55.64.138  |Thail and 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. g 20
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
68.134.93.146 |United Sates |147.237.77.216|dover.idf.il 9 =g Invalid segnent retransmssion. drop 14
Ret r ansni ssi on Packet dropped.
178.192. 34. 147 |Satzerland 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 5
131.253.27.86  |United States [147.237.76.42 |refuahich.il Bad TCP sequence S retransmt wth different moni tor |5
wi ndow scal e
178.192. 34, 147 |Satzerland 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
178.192. 34. 147 |Satzerland [147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
178.192.34. 147 |Svitzerland  [147.237.76.31 |nakchal .idf il Bad TCP sequence i’(\q‘l:eer:;sns”“ vith different aert 4
178.192.34.147 |Swtzerland  |147.237.76.31 |nakchal .idf.il Bad TCP sequence zz:ee;crg”sm” wth different moni tor |4
46. 19. 86. 138 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber moni tor |3
178.33.18.39  |France 147.237.77. 226 [ chanatz. aka. 1df 1pad TOP sequence Invalid ACK nunber aert 3
178.33.18.39  |France 147.237.77. 226 | "} chamatz.aka. 1df 1pad TGP sequence Inval i d ACK nunber moni tor (3
177.228.79.112 |Mexi co 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout monitor |3
waw, chanat z. aka. i df Unexpect ed post SYN packet -
178. 33.18. 39 France 147.237.77.226| | drop RST o SYN expect ed drop 3
178.33.18.39  |France 147.237.77. 226 "?’f’”ha”atz'aka"df drop First packet ismt SN drop 3
109. 253. 142. 238|I srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN - > SYN-ACK -> RST nonitor |2
141.212.122.20 |Uited Sates [147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
164.132.201.35 |italy 147.237.76.31 |nakchal .idf.il Bad TCP sequence iﬁJ:;g:”S”“ Wth different monitor |1
137.226.113.7 |Ger many 147.237.76.30 |himush.idf.il SYN Att ack SYN -> SYN-ACK -> RST monitor |1
79.177.108. 211 [Israel 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
184.105. 139. 78 |thited Sates [147.237.77.234|halag.idf.il SYN Att ack SYN -> SYN-ACK -> RST nonitor |1
141.212.122.21 |Wited Sates [147.237.76.30 [himush.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |1
109. 253. 198. 246|I srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
216.218.206.91 |lWited Sates [147.237.8.45 |e.eitanidf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
52.198.122.46 |Japan 147.237. 72. 167 |i shuri maka. i df . i | SYN Att ack SYN -> SYN-ACK -> RST monitor |1
172.58.216. 198 |Uhited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
137.226.113.7  |Ger many 147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 1
88.222. 88. 65 Li t huani a 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout monitor |1
184. 105. 139. 110|thited Sates [147.237.77. 170 |naarachot . i df . | SYN Att ack SYN -> SYN-ACK -> RST monitor |1
46. 19. 86. 42 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
164.132.201.35 |italy 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invali d ACK nunber monitor |1
137.226.113.7 |Ger many 147.237. 76. 200 |ei tan. aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST moni t or 1
88.222.88.65 |Lithuania  |147.237.76.31 [nakchal.idf.il Bad TCP sequence z’c\]'t:ee;crg”sm‘ wth different moni tor |1
184. 105. 247. 240|nited Sates [147.237. 77. 176 |nat pash. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
46. 19. 86. 42 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
178.33.18.39  |France 147.237.77. 226 [} chanatz. aka. 1df gy ek HTTP Non Conpl i ant Response out of state moni tor |1
164.132.201.35 |[italy 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout moni t or 1
137.116.71. 170 |Lhited Sates |147.237.8.28 |e.nobile-ks.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 1
74.82.47.9 Lhited Sates [147.237.72. 156 |aman.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |1
5.29.213. 220 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber monitor |1
137.226.113.7  |Ger many 147.237.77. 178 |e.matpash. i df . i | Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 1
89.248.172.16 |Netherlands |147.237.77.178|e.natpash.idf.il Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |dr op 1
Sreamng Engine: TCP Invalid i i ssi
197.211.57.26 [Ngeria 147. 237. 77. 216 |dover . i df . 9 =9 Invalid segnent retransmssion. g 1
Ret ransni ssi on Packet dr opped.
46. 19. 86. 42 I srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 1
164.132.201. 35 [italy 147.237.76.31 |nakchal .idf. il Bad TCP sequence i’(\q‘l:eer:;sns”“ with different aert 1
137.116.71. 170 |Whited Sates |147.237.76.196|e.sviva.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop
76.90.211. 5 Lhited Sates [147.237.72.166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or
5.42.198. 219 Iraq 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout nmoni t or 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Acti on ‘Count
168.122. 4. 148 |lhited Sates [147.237.72.166|aka.idf.il Unhaut hori zed Met hod POST for waw aka. i df.i |/ mai n/ hone/ def aul t. aspx |Bl ock 2
146. 115. 41. 120 |United Sates |147.237.72.166|aka. i df .il Ml tipl e Unauthorized Method for Known URL from 146. 115.41.120 |8 ock 2
146. 115. 41. 120 |Uhited Sates |147.237.72.166|aka.idf.il Unaut hor i zed Met hod PCST for v aka.idf.i|/mai n/milui ndabout. aspx |B ock 2
84.95.208.20 |Israel 147.237.77.74 |lawidf.il PHP Attenpt Bl ock 2
www. chamat z. aka. i .
178. 33. 18. 39 France 147.237.77. 226 df il Il11egal HITP \ersion B ock 1
131.253.27.86 |lhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ reset . css B ock 1
66.249.76.75 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
www. charat z. aka. i ) )
178. 33. 18. 39 France 147.237.77. 226 df il Miltiple NILL Character in Method from 178. 33. 18. 39 B ock 1
84.95.208.20 |lsrael 147.237.77. 176 |nat pash. i df . i | Ml tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 1
197.211.57.26 [Ngeria 147.237.77. 216 |dover.i df .i | Ml tiple Ml formed URL from 197.211.57. 26 B ock 1
wwwv. chamat z. aka. i )

178. 33. 18. 39 France 147.237.77. 226 df il Mal fornmed HTTP Header Line 1 Bl ock 1
77.138.91. 248 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCST for ww aka. i df.il/matash/| ogi n/ B ock 1
wwy, chamat z. aka. | [NLLL Gharacter in Header Nane at
178.33.18.39 |France 147. 237.77. 226 . ; B ock 1

df.il [[#0]] ck[#0]]-[[#0]1/ [[#0]]15A [#18]] [[#0]]
www. chamat z. aka. i
178.33.18.39 |Fance 147.237.77. 226 df il Abnormal Iy Long Request net hod B ock 1
84.95.208.20 |l srael 147.237.77. 176 |nat pash. i df . i | PHP Att enpt Bl ock
197.211.57.26 |Ngeria 147.237.77. 216 |dover . i df .i | Mil tipl e Unknown HTTP Request Method from 197.211. 57. 26 B ock
www. chamat z. aka. i
178. 33. 18. 39 France 147.237.77. 226 df il Ml forned LR [[#20]]. B ock 1
84.95.208.20 |[Israel 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 1
www. chamat z. aka. i )
178.33.18.39 |Fance 147.237.77. 226 df il Unaut hori zed URL Access to 147.237.77. 226/ changel og. t xt B ock 1
wwv chamat z. aka. i Illegal Byte Gode Character in Header Nane
178.33.18.39  |France 147.237.77. 226 df il ([ [#O 1 [[#O]16[[#O1 1 [[#51 1 [[#0]1 [[#5]1[[#11[[#01]1[[#0]]1[[#0]]1[[#0]1]1[|B ock 1
: #0]]
84.95.208.20 |[lIsrael 147.237.77. 216 |dover.i df .i | PHP Attenpt B ock 1
217. 69. 133. 220 RF;Z:::I”I o 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf .|/ doctor Bock |1
66. 249. 66. 180 |l srael 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to ww i df.il/dover/site B ock 1
www. chamat z. aka. i ) )
178. 33. 18. 39 France 147.237.77. 226 df il Mitiple Illegal Byte Gode Character in Mthod from178. 33.18. 39 B ock 1
-kosher-kravi.id
157.55.39.28 |lhited Sates |[147.237.0.16 ?yi | Uhaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ B ock 1
h KaL i Unknown HTTP Request Met hod
Waw. charmat z. aka. | |[[#22]]1[[#3]][[#1]][[#0]]~[ [#1]][[#0]][[#01]{[[#3]][[#3]] &RoeaupCEN [ #
178.33.18.39 |France 147. 237.77. 226 . Sigliv L T A A A B ock 1
df.il O] ] A[ f/ »yUog@e —H[ #29] ] &- 4. G?[ [#0] ] [ [ #0] ] [ [#28] ] A/ A+AOA, A [#19
11AIn R [[#20]].
wwv. chamat z. aka. i )
178. 33. 18. 39 France 147.237.77. 226 df il Il1egal Byte de Qharacter in URL [[#20]], B ock 1
84.95.208.20 |[lIsrael 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to ww idf.il/tenpl ates/ general / pi w k. php Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 69. 127 (I srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9757- he/ r ef uah. aspx Bl ock 1
www. chamat z. aka. i )
178.33.18.39 |France 147. 237.77. 226 & il Mil tiple Miformed URL from 178.33. 18. 39 B ock 1
157.55.39. 186 [lhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock
84.95.208.20 |[lIsrael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/tenpl at es/ news/ pi wi k. php |Bl ock
197.211.57.26 [Ngeria 147.237.77.216|dover.i df .i | Mil tiple Il1egal HITP Version from197. 211. 57. 26 B ock 1
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