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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
183. 60. 48. 25 Chi na 147.237.76. 44 e.refuah.idf.il |JLM Under_ Attack_Con_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnat ure Devi ce Action |Oount
213.251. 184. 38 France 147. 237.76. 42 refuah.idf.il |Cl000074: HTTP. majestic bot Per mit 2
151. 80. 31. 155 France 147.237.77.234 hal ag.idf.il C1000146: HITP.  AnrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

211.144.82.140 [147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
211.144.82.140 |[147.237.0.17 |[China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
125. 209. 115. 37 |147.237.76.39 |Paki stan nobi | e. nei tav. i df.il ET SCAN NVAP -sS w ndow 1024 1
66.249.76.118 |147.237.72.166 |Uhited Sates [aka idf.il SEWER APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
36.72.228.72 147.237.8.28 |Indonesia €. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 3072 1
36.72.228.72 147.237.8.28 [l ndonesi a €. nobi | e-ks.idf.il ET SCAN NVAP -f -sS 1
211.144.82.140 |[147.237.76.199|Chi na e.nakchal .idf.il ET SCAN Potential SSH Scan 1
211.144.82. 140 |[147.237.76.30 [China hi nush. i of . i | ET SCAN Potential SSH Scan 1
211.144.82.140 [147.237.0.16 |thina ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
113. 240. 250. 154|147. 237. 77. 216 |Chi na dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66.249.64. 141 [147.237.77.74 |Wiited Sates [lawidf.il ET SCAN NVAP -sSA (2) 1
36.72.228.72 147.237.8.28 |Indonesia e.nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 2048 1
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A tacker

Attacker Address count ry Target Address Signature

178.192.34. 147 |Sntzerland  |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 21
178.192. 34. 147 |Satzerland 147.237.76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 19
178.192.34.147 |Siitzerland  [147.237.76.31 [nakchal.idf.il  |Bad TCP sequence i’;ﬁég"smt wth different monitor |18
178.192.34.147 |Siitzerland  |147.237.76.31 |nakchal .idf.il Bad TCP sequence ?:Z'Jeetncr:nsmt Wth different alert 16
178.192. 34, 147 |Sntzerland  |147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 13
64.94.238.88  [United Sates |147.237.76.31 |nakchal .idf.il Bad TCP sequence i’:}ﬁ:ﬁé:mmt Wth different alert 9
64.94.238.88  [Lhited Sates |147.237.76.31 |nakchal.idf.il  |Bad TOP sequence i’:ﬁé:mm wth different moni tor |9
64.94. 238. 88 Lhited Sates |[147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 8
64.94. 238. 88 Lhited Sates [147.237.76.31 [nakchal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or 8
185.112. 232. 49 |irag 147.237.76. 201 |e.atal .idf.il dr op First packet isn't SYN drop 8
77.124.29.186 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 8
46. 19. 86. 160 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber noni t or 6
64. 94. 238. 88 Lhited Sates |[147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> Ti meout alert 6
46. 19. 86. 160 I srael 147. 237. 77. 216 |dover.i df . i | Bad TCP sequence Invalid AGK nunber aert 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
124.82.45.169 |Mlaysia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
109. 66. 27. 15 I srael 147.237.72. 167 [ishwrimaka idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 4
109. 66. 27. 15 | srael 147.237.72. 167 |ishurimaka.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 3
115. 28.218. 121 |China 147.237.76.31 |nakchal .icf.il  |Bad TCP sequence i’;ﬁég"smt wth different alert 3
187.110.228.2 |Bazil 147.237.76.201|e.ata .idf.il Geo-| ocati on enf or cenent Geo- | ocation i nbound enforcenent |drop 2
109. 66. 27. 15 I srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber alert 2
112. 124. 124. 227|Chi na 147.237.76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 2
115. 28.218. 121 [China 147.237.76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 2
125. 209. 115. 37 |Paki stan 147.237.76.39 |nobile. neitav.idf.i|dr op First packet isn't SYN drop 2
80.246. 137. 47 [lIsrael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST noni t or 2
115. 28.218. 121 [China 147.237.76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2

s SYNretransmt wth different
185.112.232. 49 |[iraqg 147.237.76. 201 |e.atal .idf.il Bad TCP sequence wi ndow scal e aert 2
112. 124. 124. 227|chi na 147.237.76.31 |nakchal .idf .l Bad TCP sequence i’:}ﬁ:ﬁé:mmt Wth different alert 2
46. 19. 85. 53 | srael 147.237.76. 31 |nakchal .idf.il SYN At ack SYN -> SYN-ACK -> RST noni t or 2
109.66.27.15  |Israel 147.237.72. 167 |ishurimaka i of .i1 [Bad TCP sequence SINAK retransmt with different foovor |2
W ndow scal e
Sreaning Engine: TGP Invalid i i ssi
68.180.231.57 |Uited Sates |147.237.76.86 |navy.idf.il 9 =9 Inval i d segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
185.112. 232. 49 [Irag 147.237.76. 201 |e. atal . i cf il Bad TCP sequence SN retransmt wth i fferent monitor |2
W ndow scal e
115.28.218. 121 |China 147.237.76.31 |nakchal .idf il Bad TCP sequence iZIJeetncr:nsmt wth different moni tor |2
112. 124. 124. 227|Chi na 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 2
52.198.122.46 |Japan 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST roni t or 1
137.226.113.7  |Ger many 147.237.76.34 |yohal an.idf.il drop drop 1
115.28.218.121 |China 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 1
180. 97. 106. 161 |Chi na 147.237.76. 200 |eitan. aka idf.il |SYN At tack SYN -> SYN-ACK -> RST roni t or 1
141.212.122.25 |Uhited Sates [147.237.76. 147 |chinuch.aka.idf.il |SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
184. 105. 247. 252|hited Sates |147.237.77.212|e.dover.idf.il Geo- | ocati on enf or cement Geo-1 ocation i nbound enf orcenent |drop 1
180. 97. 106. 37  [Chi na 147.237.77. 170 |maarachot . i df .il  |SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
e SYNWACK retransmit with different .

79.178.180. 216 |lIsrael 147.237.72. 166 |aka. i df . i | Bad TCP sequence wi ndow scal e noni t or 1
141.212.122.79 |Wited Sates |147.237.76.34 |yohalan.idf.il drop drop 1
137.226.113.7 |Ger many 147.237.76.39 [nobile. neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST noni t or 1
180. 97. 106. 162 |Chi na 147.237.0.19 |nadimatal.idf.il [SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.26 |lhited Sates |147.237.76. 147 |chinuch.aka.idf.il [SYN At ack SYN -> SYN-ACK -> RST roni t or 1
52.198.122.46 |Japan 147.237.8.50 |etikshuv.idf.il [Geo-| ocati on enf or cenent Geo- | ocati on inbound enf or cenent |dr op 1
112. 124. 124. 227 |Chi na 147.237.76.31 |nakchal .idf.il SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 1
180. 97.106. 37  |Chi na 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
172.56.26.146 |Uhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site S gnature Acti on ‘Oount
84.110.233.19 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to waw aka. i df .il/mai n/ sachar/undefined |B ock
77.138.115. 145 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for wwy aka. idf.il/mluind B ock

217. 132. 190. 180|I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock

. . S Uhtraceabl e Gonnection - Protocol violation
66.249. 76.118 |l srael 147.237.72. 166 [aka. i df . i | (SSL_OONN LI ENT FELLO) None 1
_ ny- kosher - kravi . i df . , o
157. 55. 39. 28 Lhited Sates |147.237.0.16 i Uhaut hori zed URL Access to waw ny-kosher-kravi.idf.il/ B ock 1
70. 31. 203. 22 Canada 147.237.77.216|dover. i df . il Unaut hori zed URL Access to ww i df.il/894-en/i df gdover. aspx Bl ock 1
157. 55. 39. 60 Lhited Sates |147.237.72.166|aka.idf .il Unknown Paraneter catid in aka.idf.il/main/smalinisnal i maspx None 1
. . Uhaut hori zed URL Access to
66. 249. 66. 197  Israel 147.237.77. 216 [dover. i df . il 147, 237. 7. 216/ 1133- 22257- hel i df gdover . aspx B ock 1
66. 249. 76. 81 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
98.192.185.99 |[lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Viol ation ct| 003Cont ent Al acetol der 19t xt Emai | in Bl ock 1
wa i df . i 1/1038-en/ dover . aspx
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