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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
93.174. 94. 235

|Target Address | site |Signature  |Device Action  |Count |
Net her | ands 147.237.76. 177 ncore.idf.il B ack Li st drop 1
185.94.111. 1 Russi an Federation 147.237. 76. 148 ggcenter.aka.idf.il B ack List drop 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

37.220. 31. 10 147.237.77.61 |United Ki ngdom|e. cogat.idf.il ET SCAN NVAP -sS w ndow 1024 2
113. 240. 250. 154(147. 237. 77.19 |China | aw forumi df .i | ET SCAN NVAP -sS wi ndow 1024 1
113. 240. 250. 154|147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
62. 150. 255. 205 |147.237.72. 217 |Kuwai t eidf.il ET SCAN NMAP -sS wi ndow 3072 1
221.229.172. 116|147. 237.76. 42 |Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
62. 150. 255. 205 [147.237. 72. 217 |Kuvai t eidf.il ET SCAN NVAP -f -sS 1
221.229.172.116(147.237.0.35 |China akaws. i df i ET SCAN Potential SSH Scan 1
58.218.200. 137 |147.237.0.19 |China madi matal .idf.il ET SCAN Potential SSH Scan 1
187, 162. 200. 2491147 237 77. 205 | co i sha i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
41.39.177. 14 147. 237. 77. 226 |Egypt wan chanat z. aka. i df . i | |[ET SCAN NMAP -sS wi ndow 4096 1
163.172.129. 15 |147. 237. 76. 196 [Uni ted Ki ngdom |e. sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
41.39.177. 14 147. 237. 77. 226 |Egypt wan chamat z. aka. i df . il [ET SCAN NVAP -f -sS 1
117. 158. 160. 211|147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
116. 77.72. 71 147. 237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
113. 240. 250. 154|147. 237. 76. 202 [Chi na e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
113. 240. 250. 154|147. 237. 76. 42 |Chi na refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
221.229.172. 116|147. 237. 76. 196 |Chi na e.sviva.idf.il ET SCAN Potential SSH Scan 1
62. 150. 255. 205 [147.237. 72. 217 |Kuwai t e.idf.il ET SCAN NMAP -sS wi ndow 2048 1
221.229.172. 116(147. 237. 76. 38 |China eengitav.idf.il ET SCAN Potential SSH Scan 1
58.218. 200. 137 |147.237. 76. 196 |Chi na e.sviva.idf.il ET SCAN Potential SSH Scan 1
209. 95. 50. 84 147.237.0.16 |lhited Sates ny-kosher-kravi .idf.il [ET SCAN Potential SSH Scan 1
46.161.40.17  |147.237.76. 147 ?;Z:;;”im chi nuch. aka. i df .1 ET SCAN NVAP -sS wi ndow 1024 1
179. 43. 141. 198 |147.237.8.28 |Sntzerland e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
41.39.177. 14 147. 237. 77. 226 |Egypt vy chanat z. aka. i df . il |ET SCAN NVAP -sS wi ndow 2048 1
117. 158. 160. 211|147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
37.220.31.10 147.237.77.61 |United Kingdom|e. cogat.idf.il SERVER APAO-E Apac'he mod_ssl - non-S3. connection to SS. 1
port denial of service attenpt
116.77.72. 71 147. 237. 76. 197 [Chi na e. hinush. i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address
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Signature

Devi ce

Country

Sreamng Engine: TCP Invalid

Inval id segnent retransnission.

Action

‘Count

enf or cenent

2.53.31.231 I srael 147. 237.72. 167 |i shuri maka. i df .i | . dro| 12
Ret ransmi ssi on Packet dropped. P
46. 19. 85. 52 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber alert 8
46. 19. 85. 52 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
185. 18. 206. 194 |l srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 5
176.13.17.28 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 3
115.28.218.121 |China 147.237.76.31 |nakchal .idf. il Bad TCP sequence f:zll:fné:m”“ wehdfferent — oonitor |3
. . SYNtACK retransmt wth .
185. 18. 206. 194 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence di fferent vindow scal & monitor |3
37.220. 31. 10 E?';gegom 147.237.77.61 |e.cogat.idf.il SYN At ack SYN -> SYN-ACK -> RST noni t or 2
112. 124. 124. 227|Chi na 147.237.76.31 |nakchal .idf.i| Bad TCP sequence i’:l;ee;é:“s““ wehdfferent 1) et 2
185. 18. 206. 194 |l srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |alert 2
115.28. 218. 121 |China 147.237.76.31 |nakchal .i df .i Bad TCP sequence SZ';J;;;:'WM wth different | ert 2
112. 124. 124. 227|chi na 147.237.76.31 |nakchal .if i Bad TCP sequence iz'l;eetncr:r‘smt wehdfferent — oonitor |2
112. 124. 124. 227|Chi na 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |2
Sreaning Engine: TGP Invalid i i ssi
157.55.2.158  |[lhited Sates |147.237.76. 200 [eitan. aka idf. il g =g Invalid segnent retransmssion. | 2
Ret r ansm ssi on Packet dropped.
115. 28.218. 121 [China 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or
80. 246. 136. 104 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
52.3.105. 23 Wited Sates |147.237.0.34 [tikshuv.idf.il Bad TCP sequence SINWACK retransmt with monitor |2
different w ndow scal e
112. 124. 124. 227|Chi na 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |alert
115. 28.218. 121 |Chi na 147.237.76.31 |nakchal .idf.il SYN At ack SYN -> SYN-ACK -> Tineout |alert
95.221. 204. 170 |HSSIan 147. 237. 77. 176 |nat pash. i of . | dr op Frst packet isn't SN drop 2
Feder at i on
37.220.31.10 LK!i“r::gom 147.237.77.61 |e.cogat.idf.il drop First packet isn't SWN drop 2
112. 124. 124. 227|Chi na 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |monitor |2
115. 28.218. 121 |Chi na 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 2
141.212.122.64 |Uhited Sates [147.237.77.179|e.nazi.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
78.109. 28.237 |Wkraine 147. 237.76. 148 |gqcent er . aka. i df . i | drop drop 1
52.3.105.23 Lhited Sates |[147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |alert 1
141.212.122.79 |Uhited Sates [147.237.77.179|e.nazi.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
5.22.134.111 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
109. 66. 24. 133 |Israel 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
180. 97. 106. 161 |Chi na 147.237.0.33 [idf.il drop drop 1
68.64.167.142 |Lnited Sates |147.237.76. 148 |gocenter. aka.idf.il drop drop 1
151.80. 111. 130 |France 147.237.76.31 |nakchal .idf il Bad TCP sequence SZ';J;;;:'WM wehdfferent | ontor |1
41.77.138. 90 Egypt 147. 237.76. 148 |gqcent er . aka. i df . i | drop drop 1
141.212.122.72 |Wited Sates [147.237.76.44 |e.refuah.idf.il Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
80. 246. 136. 104 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber alert 1
180.97.106.37 |onina 147.237.0.17 ?]I"Iy kosher-kravi-id |qyN At ack SYN -> SYN-ACK -> RST monitor |1
52.3.105. 23 Lhited Sates |147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 1
151. 80.111. 130 |France 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
37.46. 41. 205 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |1
216.218.206. 94 |thited Sates |147.237.0.200 [rau.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
180. 97. 106. 161 |Chi na 147.237.77. 234 |hal ag.idf il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
69. 60. 111. 84 Lhited Sates |147.237.76. 148 |gqcenter. aka.idf.il drop drop 1
45.58.118.202 |lhited Sates [147.237.76. 148 |gqcenter.aka.idf.il drop drop 1
141.212.122.73 |Wited Sates |147.237.76.44 |e.refuah.idf.il Geo-1 ocation enf or cenent Ceo-I ocati on i nbound drop 1
enf or cenent
180. 97. 106. 37 |Chi na 147.237.0.35 |akavs.idf.il drop drop 1
151. 80. 111. 130 |France 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |[alert 1
37.46. 41. 205 | srael 147.237.77. 243 |nobi l e.i df . i drop First packet isn't SN drop 1
137.116.71.170 |Wited Sates |147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cement Geo-1 ocati on i nbound drop 1
enf or cenent
180. 97. 106. 162 |chi na 147.237.76.201 |e.atal .idf.il Geo-1 ocation enf or cenent Ceo-I ocati on i nbound drop 1
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At acker

Devi ce

Count ry Target Address |Site Sgnature Acti on ‘Oount

46.19.85.208 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2

46.19.86.113 |Israel 147.237.0.19 |madi matal . idf. i |Suspicious Response Code B ock 1

66. 249. 69. 127 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8860- he/ r ef uah. aspx  |Bl ock 1

185. 27. 106. 131 |l srael 147.237.77.216|dover. i df . i | PHP At enpt B ock 1
. . Unaut hori zed Met hod PCST for

61.8.202.103 |S ngapore 147.237.72. 166 [aka. i df . i | wiww aka. i o i |/ rai v sachar/ vi ewpays! i p. aspx Bl ock 1
. . Uhaut hori zed URL Access to

66.249.76.75 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 1661 i znor et/ gal | ery/ showpi ct ur e. asp B ock 1

185, 27. 106. 131 [l srael 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to wwuidf.il/wp-1ogin. php B ock 1

66.102.9.5 Lhited Sates [147.237.72.166|aka.idf.il Unaut hor i zed Met hod PCST for v aka. i df .i|/mai n/ hone/ defaul t.aspx  |Bl ock 1
. . Uhaut hori zed URL Access to

66.249.76.77 |Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp Bl ock 1
. . Unknown Paraneter asmin

46.19.85.129 |[Israel 147.237.72. 166 [aka. i df . i | v aka. i df i |/ nai 1/ gi yus/ yahash2017/ | obby. aspx None 1

66.249.64. 9 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72.166/ti znoret/gal | ery/ Bl ock 1

66.249.76.79 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ yohal an/ mai n/ mai n. asp B ock 1
. . D stributed Lhauthori zed URL Access on

66.249.64.41 |Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1

157.55.39. 104 |Lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt Bl ock 1
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