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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
185.94.111. 1 Russi an Federation 147.237.76.176 test.ncore.idf.il B ack List drop 1
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature
93171 33219  |147 237 0 35 |Russian akavs. i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 5
Federation Potential Scan or Brute Force

146.200.148.0  [147.237.77.216|Uni ted Ki ngdom |dover.idf.il Tehila - Perl LWP wth fake user agent 2
91. 201. 236. 155 |147. 237. 77. 234 |kr ai ne hal ag.idf.il ET SCAN NVAP -sS wi ndow 3072 1
42.247. 4. 164 147. 237. 76. 147 [Chi na chinuch. aka.idf.il |ET SCAN Potential SSH Scan 1
40.121.139.43 [147.237.72.14 |Lhited Sates dover.idf.il(old) |[ET SCAN NVAP -sS wi ndow 1024 1
163.172.129. 15 |147.237.8.45 [United Ki ngdom |e.eitan.idf.il ET SCAN NVAP -sS w ndow 1024 1
113. 240. 250. 154|147. 237. 72. 217 |Chi na eidf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 155 [147.237.77. 234 |krai ne hal ag.idf.il ET SCAN NVAP -sS w ndow 4096 1
42.247. 4. 164 147. 237. 76. 196 |Chi na esvivaidf.il ET SCAN Potential SSH Scan 1
42.247. 4. 164 147.237.76.39 [China nobi | e.nei tav.idf.i|ET SCAN Potential SSH Scan 1
202.155.58.28 [147.237. 77. 234 |I ndonesi a hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
154. 16. 199. 242 |147.237.76. 202 [Lhited Sates e halag.idf.il ET SCAN Potential SSH Scan 1
139. 59. 28. 44 147.237.76. 44 |9 ngapore e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

At acker

seqguence

ountry Target Address Signature
185. 38. 148. 196 k?';;gom 147.237.76.31 |nakchal .idf.il SYN At t ack SYN - > SYN-ACK -> Ti neout monitor 234
32.211.172.47 |lhited Sates |147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 81
68.43.98.16 Lhited Sates [147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 81
173.61. 255. 101 |Wnited Sates [147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |76
50. 83. 49. 57 Lhited Sates [147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 75
172.56.35.244 |lhited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 73
40.131. 136. 215 [Lhited Sates |147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |68
83.77.244.54 |Satzerland 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 27
83.77.244.54 |itzerland  [147.237.76.31 [nakehal .idf. il Bad TCP sequence i’;l;:;é:m""t with different monitor |26
83.77.244.54 |Satzerland 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout alert 25
83.77.244.54 |Siitzerland  |147.237.76.31 |nakchal .idf.il Bad TCP sequence i’;ﬁég"smt wth different alert 25
66. 150. 121. 194 |Whited States [147.237.76.31 |[nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |20
46.19.86.131 |Israel 147. 237.77. 226 ;":’W“Chamz' aka. 10l |pad TOP sequence Inval i d ACGK nurber moni tor |12
83.77.244.54 |Swtzerland  [147.237.76.31 |[nakchal .idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 10
172.56.13.227 |lLnited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
Sreaming BEngine: TCP Invalid i i ssi
176.13.4.240  |Israel 147.237.77. 243 |nobile.i df . 9 =g Invalid segnent retransmssion. | 6
Ret r ansm ssi on Packet dr opped.
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 6
185. 38. 148. 196 LK?';gegom 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d ACK nunber monitor |4
Sreanming Engine: TP Invalid i i ssi
131. 253, 25. 206 |Wited Sates |147.237.76. 200 |ei tan. aka idf.i 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dr opped.
5.42.174.180 |France 147.237.76.31 |nakchal .idf il Bad TCP sequence i’:tjreané:r‘smt wth different aert 3
185. 38. 148, 196 U 10 147.237.76.31 |nakchal .idf .l Bad TCP sequence S retransnit wih different moni tor |3
Ki ngdom seqguence
5.42.174.180 |France 147.237.76.31 |nakchal .idf il Bad TCP sequence i’:tjreané:r‘smt wth different moni tor |3
5.42.174.180 |France 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |3
Lhi ted . . SYNretransmt wth different
185. 38. 148. 196 | . ngdom 147.237.76.31 |nakchal .idf.il Bad TCP sequence sequence aert 3
66. 150. 121. 194 |Lhited Sates [147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST roni t or 2
Sreanming Engine: TCP Invalid i i ssi
199.30.24.61 |Wited Sates |147.237. 76. 200 [ei tan. aka i df . il 9 =9 Inval id segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
46.19.85.125  |[lsrael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert 2
5.42.174. 180 France 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
46.19.85.125 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or 2
172.56.139.89 |Wnited Sates [147.237.76.31 |nakchal.idf.il SYN At t ack SYN -> SYN-ACK -> RST aert 2
5.42.174.180 |France 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout aert 2
162.245.1.125 |Uited Sates [147.237.76.31 |nakchal .idf.il Bad TCP sequence iZIJeetncr:nsmt wth different alert 2
172.56.139.89 |lhited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST roni t or 2
137.226.113.7 |Ger many 147.237.77. 234 |hal ag.idf.i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
185. 32. 179. 166 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
84.111.13.47 |[lsrael 147. 237.72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST roni t or 1
180. 97. 106. 37 |Chi na 147.237.76.39 |mbile meitav.idf.il |[SYN Attack SYN -> SYN-ACK -> RST noni t or 1
172.56.139.89 |Wiited Sates [147.237.76.31 |nakchal .idf.il Bad TCP sequence ?e':Jeetm;:”smt wth different moni tor |1
162.245.1.125 |[Lhited Sates |147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
137.116. 71. 170 |Wited Sates [147.237.8.27 |enadimatal.idf.il  |Geo-1ocation enf or cenent Sﬁf;'rgzi'n?n I nbound drop 1
180. 97. 106. 162 |Chi na 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST roni t or
176. 31.224.21 |Fance 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
46.19.85.125  [lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |1
141.212.122. 16 |Wited Sates |147.237.77. 121 |e navy.idf. il Geo- | ocati on enf or cenment ﬁl?o'r ggi'n?n I nbound drop 1
87.69.72.88 I srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or 1
180. 97. 106. 161 |Chi na 147. 237. 76. 199 |e. nakchal . i df . i | Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
162.245.1.125 |Lhited Sates |147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d sequence nunber noni t or 1
137.226. 113. 7 |Ger many 147.237.0.35 |akaws.idf.il dr op drop 1
185. 20. 5. 157 k?lnt;gom 147. 237.72. 166 |aka i df . i | SYN At t ack SYN -> SYN-ACK -> Timeout  |alert 1
176.31.224.21 |France 147.237.76.31 |nakchal .idf il Bad TCP sequence SiNretransmt wih different alert 1
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Devi ce

At acker

ount ry Target Address |[Site Sgnature Action ‘Oount

176.13.4.240 |Israel 147.237.77.243|nobi | e. i df .i| |Dstributed Suspicious Response Qode B ock 1
66. 249. 69. 149 |l srael 147.237.76. 200 |ei t an. aka. i df . ifuhknown Paraneter lang in ww eitan. aka.idf.il/1103-en/ eit an. aspx None

31.154.81.9 I srael 147.237.76.42 |refuah.idf.il [PHP Attenpt B ock

66.249.76.31 |[Israel 147. 237.77. 243 |nobi | e. i df . i | ﬁaﬂtgﬁrd'fsz , tg‘egpgrcytezm e/ stchi | ddocunent s/ 1767 Bl ock 1
31.154.81.9 I srael 147.237.76.42 [refuah.idf.il [Wauthorized URL Access to wwwrefua. atal.idf.il/xmrpc. php B ock 1
77.138.66.125 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df .il/sachar/l ogi n/ B ock 1
66. 249. 66. 197 |l srael 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to 147.237.77.216/ robots. t xt Bl ock 1
89.248.172.16 |Netherl ands 147.237.0.34 [tikshuv.idf.il [Uhauthorized URL Access to 147.237.0. 34/ robots. txt B ock 1
66.249.69. 67 |Israel 147.237.76.42 |refuah.idf.il [Unauthorized URL Access to 147.237.76. 42/ 994- 9686- he/ r ef uah. aspx  |Bl ock 1
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