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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action ‘Oount |
5.189.190.238  |Ger many 147.237.72.167 |i shuri maka. i df . i|[20086: HITP. Mi ebl ackcat Security Scanner B ock 5
5.189.190.238  [Ger many 147.237.72.167 |i shuri maka. i df.i|[20085. HITP. Mi ebl ackcat Security Scanner Initial Request Bl ock 1
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Attacker Address

Target Address

At acker

Signature

Gountry

82.76.132.208 |147.237.77. 235 |Ronani a svivaidf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 2
Potential Scan or Brute Force

177,105, 163. 174|147, 237, 76. 202 Brazi el ag.i i1 ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

125. 65. 82. 44 147. 237. 72. 167 [Chi na i shuri maka.idf.il ET SCAN NMAP -sS wi ndow 1024 1

46.161.40.17  |147.237.0.16 ?ézz;;”im ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1

201.38.68.132 |147.237.76. 147 |BErazi chi nuch. aka. i df . i ET SCAN NMAP -sS wi ndow 1024 1

154. 16. 199. 242 |147.237.76.202|lhited Sates |e.ha ag.idf.il ET SCAN Potential SSH Scan 1

91.201. 236. 155 |[147.237.8.14 |lkraine e.orchot.idf.il ET SCAN NVAP -sS wi ndow 3072 1

79.183.27.131 |147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1

5.189.190. 238  [147.237. 72. 167 |Ger many i shurimaka.idf.il ET WEB_SERVER Mii ebl ackcat scanner 1

202.155.58.28 [147.237. 77. 205 |I ndonesi a prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Acti on ‘Count

185. 38.148. 196 |Uhited Ki ngdom 147.237.76.31 |nakchal .idf.il SYN At ack SYN -> SYN-ACK -> Ti nmeout noni t or 181
Sreamng Engine: TCP Invalid i i ssi

141. 226. 218. 23 |Israel 147. 237. 77. 243 |nobi | e.i df .i | 9 =9 Invalid segnent retransmssion. g 15
Ret r ansni ssi on Packet dropped.

83. 77. 244. 54 St zerl and 147.237.76. 31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Tineout [nonitor 15

83.77.244.54  |Sntzerland 147.237.76.31 |nakchal .idf.il  |SYN Attack SYN -> SYN-ACK -> Timeout [alert 14

83.77.244.54  |Snitzerland 147.237.76.31 |nakchal.idf.il  [Bad TOP sequence zﬁureertlésnsm't wehdifferent | onitor |13

83.77.244.54  |Swtzerland 147.237.76.31 |nakchal .idf.il  [Bad TCP sequence i':ureert]gznsm wWeh different | ert 12

o . Geo- | ocati on i nbound

37.237.190.6  |irag 147.237.77. 121 |e. navy. i df .il Geo- | ocat i on enf or cenent enf or cenent drop 12

162.245.1.125 |UWited Sates 147.237.76.31 |nakchal .idf.il  [Bad TCP sequence i':ureert]gznsm wWeh different | ert 9

162.245.1.125 |UWited Sates 147.237.76.31 |nakehal.idf.il  [Bad TOP sequence zﬁureertlésnsm't wehdfferent | onitor o

83.77.244.54  |Sntzerland 147.237.76.31 |[nakchal .icf.il  |Bad TCP sequence I'nvali d ACK nunber noni t or

162.245.1.125 |[lnited Sates 147.237.76.31 [nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi

176. 13. 233. 237 |Israel 147.237.77. 243 |nobil e.i df i 9 =g Invalid segnent retransmssion. 9
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid ' i ssi

68.131.64.241 |Uited Sates 147. 237. 76. 200 |ei tan. aka. i f . 9 =g Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dropped.

162.245.1.125 |Wnited Sates 147.237.76.31 |nakchal .idf.il  |SYN Attack SYN -> SYN-ACK -> RST monitor |6
Sreaning Engine: TCP Invalid i i ssi

176.13.4.240  |Israel 147.237.77. 243 |nobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

99. 9. 144. 245 Lhited Sates 147.237.76.31 |nakchal.idf.il  |Bad TCP sequence Inval i d ACK nunber noni t or

162.245.1.125 |Uited Sates 147.237.76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor

99.9.144.245  |lnited Sates 147.237.76.31 |nakchal .idf.il  [Bad TOP sequence iz'ureeécr:nsn“ wWth different | ert 5

99.9.144.245  |[United Qates 147.237.76.31 |nakchal.idf.il  [Bad TOP sequence i':ureertlégnsmt wehdfferent | onitor s

162.245.1.125 |[Uhited Sates 147.237.76.31 |nakchal .idf.il  |SYN Attack SYN -> SYN-ACK -> Timeout [alert 4

188. 161. 54. 43 glcf;i'géa” Termitory47. 237. 77. 176 |natpash.icf. i1 |drop Frst packet isn't SIN drop 4

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
Sreamng Engine: TCP Invalid i i ssi

2.53.61.95 I'srael 147.237.76.86 |navy.idf. il 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

99. 9. 144, 245 Lhited Sates 147.237.76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor

196.217.41.190 |Morocco 147.237.77. 176 [matpash.icf.il  |drop drop

162.245.1.125 |Uhited Sates 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid sequence nunber noni t or
Sreaning BEngine: TQP Invalid i i ssi

65.55.210. 132 |Wnited Sates 147.237.76. 200 |ei tan. aka. i of .| g =g Invalid segnent retransmssion. |, 2
Ret r ansm ssi on Packet dropped.

185. 32, 179. 121 |Israel 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
Sreaning Engine: TGP Invalid i i ssi

199.30.24.61  |wited Sates 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. 2
Ret ransm ssi on Packet dropped.

185. 38. 148. 196 |United Ki ngdom 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invali d ACK nunber noni t or

84.111.13. 47 I srael 147. 237. 72. 156 |aman. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or

185.38.148.196 |Wnited Kingdom  |147.237.76.31 |nakchal.idf.il |Bad TCP sequence i':ureeécr:m”“ wehdifferent | onitor |2

201.38.68.132 |Fazil 147. 237. 76. 147 |chi nuch. aka. i df .i ||SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
Sreaning Engine: TQP Invalid i i ssi

37.142.208. 238 |Israel 147.237.77. 243 |nobil e.i df i 9 =g Invalid segnent retransmssion. 2
Ret ransm ssi on Packet dropped.

99. 9. 144. 245 Lhited Sates 147.237.76.31 |nakchal .idf.il SYN At ack SYN -> SYN-ACK -> Tineout |aert 2

68. 8. 187. 154 Lhited Sates 147.237.76. 31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 1

141. 226. 217. 132|l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1

141.0.14.233  |Europe 147. 237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |1

180. 97. 106. 162 |Chi na 147.237.72. 167 |i shurimaka.idf.i ||]SYN At t ack SYN -> SYN-ACK -> RST noni t or 1

5.42.170.196  |France 147.237.76.31 |nakchal.idf.il  [Bad TCP sequence i':ureeécrznsm wthdifferent | et 1

180.97. 106.37 |onina 147.237.8.50 |e.tikshw.idf.il |Geo-location enf or cenent Geo-I ocat i on i nbound drop 1

enf or cenent

79.176.65.169 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or

162.245.1.125 |[Whited Sates 147.237.76.31 |nakchal .idf.il  |SYN Attack SYN -> SYN-ACK -> RST aert

141.212.122.71 |Wited Sates 147. 237. 77. 235 [sviva.i df . i SYN At t ack SYN -> SYN-ACK -> RST monitor |1

5.42.174.182  |France 147.237.76.31 |nakchal.idf.il  [Bad TOP sequence i';'ureeécrznsm wehdifferent | onitor |1

131.253. 24. 142 |Uited Sates 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [nonitor 1

180. 97. 106. 161 |Chi na 147. 237. 76. 147 |chi nuch. aka. i of . i I|SYN At t ack SYN -> SYN-ACK -> RST noni t or

5.22.134.173  |Israel 147. 237. 77. 216 |dover. i of . i | Bad TCP sequence Invalid ACK nunber noni t or

68.8.187.154  United Qates 147.237.76.31 |nakchal .idf.il  [Bad TOP sequence iz'l;eeécrsnsm wehdfferent | onitor |1

185.38.148.196 |United Kingdom  |147.237.76.31 |nakchal.idf.il |Bad TCP sequence SINretransmt wth different 1. oy 1

sequence
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.13. 16. 78 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 69
37.26.148.201 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 56
217.66. 158. 43 :32::1”' on 147.237.77. 216 |dover.i df .i | Parameter Type Mol ation lang in waidf.il/1283-en/ dover. aspx Bl ock 4
120.52.73.97 Chi na 147.237.72.166 aka. i df . i | mu;?;fil stdl I%hip:uccijshgni/ def aul t. asp+(' 200" ++ ok’ ) +accept ed B ock 4
46.19.85. 13 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
141. 226. 218. 23 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code Bl ock 3
80. 82. 24. 129 Pol and 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
37.106.154. 175 [Saudi Arabia 147.237.77. 216 |dover.idf . il Mil ti pl e Unaut hori zed LRL Access from 37.106. 154. 175 B ock 3
66.249.66. 177 |lsrael 147.237.77.216|dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 66. 177 Bl ock 2
5.29.110. 91 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
66.249.66.177 [Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed LRL Access to v i df . i1/ hebrew organi zation/artillery B ock 1
118. 151. 209. 114|Indi a 147.237.72. 166 |aka. i df . i | m;:(gult Zf. Hf]fgthr%;;eﬁog dﬁf;ﬁfts ng H(" 200 ++' ok ) +accept ed Bl ock 1
46.4.74. 42 Ger many 147.237.72. 166 |aka. i df . i | m“;kr:: idfzﬁol' /“tfgthﬁe?siﬁ?;%;f allt. asp B ock 1
176. 13. 233. 237 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code Bl ock 1
66. 249. 66. 180 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwwuidf.il/atal 1/izkor/ vi ew i ngt op. asp B ock 1
37.106.154. 175 [Saudi Arabia 147.237.77. 216 |dover.idf.il Adnin Bl ocki ng B ock 1
201.38.68.132 |Brazil 147.237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed UR. Access to / B ock 1
68.180.229. 184 |[hited Sates  [147.237.72. 156 |anan. i df.i | Uhaut hori zed URL Access to ww aman. i df.il/robots.txt B ock 1
37.106.154. 175 [Saudi Arabia 147.237.77. 216 |dover.idf.il Mil tipl e Admin Bl ocki ng from 37.106. 154. 175 B ock 1
66.102.9.2 Lhited Sates |147.237.72.166|aka.idf.i | Unaut hori zed Method PCST for waw aka. i df . il/mai n/ hone/ def aul t. aspx |B ock 1
212. 117. 127. 210|Sw t zer| and 147.237.72. 166 |aka. i df . i | m“;::.rii dzf‘??l';bn;hﬁfr;ﬁ;/cgener o aspx Bl ock 1
176. 13. 4. 240 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Gode B ock 1
213.8.204.19  |Israel 147.237.77.74 |law i df .i| m“;:;rii;‘f‘?lfmg‘;gﬁlshteﬂ S ocent eri ten Bl ock 1
85. 65. 2. 218 I srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None

37.106. 154. 175 |Saudi Arabia 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to waw idf.il/adnmin B ock
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