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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
109. 253. 141. 15 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
93. 174. 94. 235 Net her | ands 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
198. 167. 138. 185 Lhited Sates 147.237. 76. 199 e. nakchal .idf.il B ack List drop 1
93. 174. 94. 235 Net her | ands 147.237.76. 148 gacenter.aka. i df.il |B ack List drop 1
93. 174. 94. 235 Net her | ands 147. 237. 76. 202 e.halag.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature
210.4.8.235 147.237.0.17 |Phili ppi nes mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 2
. . L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
188. 212. 249. 187|147. 237.8. 46  |Ronani a e.chinuch.idf.il . 2
Potential Scan or Brute Force
91.201.236.50 [147.237.76.31 |Wkraine nakchal .idf.il ET SCAN NVAP -f -sS 1
46.19. 86. 127 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
210. 4. 8. 235 147.237. 76. 44 |Phili ppi nes erefuah.idf.il ET SCAN Potential SSH Scan 1
210.4.8.235 147. 237. 72. 156 |Phi | i ppi nes anan.idf.il ET SCAN Potential SSH Scan 1
. - ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons,
108. 6. 128. 112 |147.237.0.33 |[lhited Sates [idf.il . 1
Potential Scan or Brute Force
91.201.236.50 |[147.237.76.31 |lkraine nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
89.139. 152. 222 |147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
210. 4. 8. 235 147.237.76.86 |Fhilippines |navy.idf.il ET SCAN Potential SSH Scan 1
210. 4. 8. 235 147.237.76.34 |milippines |yohalan.idf.il ET SCAN Potential SSH Scan 1
210.4.8.235 147.237.0.35 |Philippi nes akaws. i df . il ET SCAN Potential SSH Scan 1
210. 4. 8. 235 147.237.0.16 |Philippines  |ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
, o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
125.38.178.28 [147.237.77.179|hi na e.nazi.idf.il ) 1
Potential Scan or Brute Force
91.201.236.50 |[147.237.76.31 |lkraine nakchal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
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|Top Attackers In FW |

At acker

Devi ce

count ry ‘Target Addr ess ‘Ste ‘S|gnature Action ‘Count
41.111. 102. 246 |Ageria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 91
71.198.173. 115 |Uhited Sates 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 42
71.198.173.115 |Wited Sates  [147.237.77. 216 |dover.icf.il |[Bad TCP sequence SINACK retransmt with different oo a0
W ndow scal e
74.91.112.3  |Wited Sates  |147.237.76.31 |nakchal.idf.il |Bad TCP sequence f:zll;:tncrgnsm Wth different aert 34
74.91.112.3  |Wited Sates  [147.237.76.31 |nakchal.icf.il [Bad TCP sequence i’;l;:;ésnsmt wth dfferent monitor |32
74.91.112.3 Lhited Sates [147.237.76.31 |nakchal.idf.il |[SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 32
Sreanming Engine: TCP Invalid i i ssi
68.131. 64. 241 |United Sates  |147.237.76. 200 |ei tan. aka i df . g =g nval i d segnent retransmssi on. drop 32
Ret r ansmi ssi on Packet dr opped.
74.91.112. 3 Lhited Sates  [147.237.76.31 |nakchal.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout alert 31
74.91.112.3 Lhited Sates  |147.237.76.31 |nakchal.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 30
83.77.244.54 Sntzerl and 147.237.76.31 |nakchal .idf.il |[SYN ALt ack SYN -> SYN-ACK -> Ti neout noni t or 25
83.77.244.54 |Sntzerland 147.237.76.31 |nakchal .idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout alert 24
108.251.80.98 |Wnited Sates  |147.237.76.31 |nakchal.idf.il |Bad TCP sequence iﬁJeEtncrsr\SW wth dfferent alert 22
198.251.80.98 |Wnited Sates  [147.237.76.31 |nakchal.idf.il |Bad TCP sequence i’(;'l;:;ésnsmt with different monitor |21
198.251.80.98 |[lnited Sates  [147.237.76.31 |[nakchal.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 21
83.77.244.54 |Sitzerland  |147.237.76.31 |nakehal.idf.il |Bad TCP sequence i’;l;;;ésnsm wth dfferent alert 20
83.77.244.54 |Suitzer|and 147.237.76.31 |nakehal .idf.i1 [Bad TCP sequence f:zll;:tncrgnsm Wth different monitor |20
99.9.144.245 |Uhited Sates 147.237.76.31 |nakchal.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 20
99.9.144.245 |wited Sates  [147.237.76.31 |nakchal.idf.il [Bad TCP sequence iZ'J:rt]Cr:mmt wth dfferent monitor |19
99.9.144.245 |Uhited Sates  |147.237.76.31 |nakehal.idf.il |Bad TCP sequence iﬁuﬁéj‘sm wth different alert 18
83.77.244.54 |[Sntzerland 147.237.76.31 |nakchal .idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 16
99.9.144.245 |Uhited Sates 147.237.76.31 |nakchal .idf.il |SYN At ack SYN -> SYN-ACK -> Ti nmeout noni t or 15
99.9.144.245 [lhited Sates [147.237.76.31 [nakchal .idf.il [SYN At tack SYN -> SYN-ACK -> Ti neout alert 12
198.251.80.98 |[Lhited Sates  [147.237.76.31 |nakchal .idf.il |[SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
198. 251.80.98 |lLhited Sates 147.237.76.31 |nakchal .idf.il |SYN At ack SYN -> SYN-ACK -> Ti neout aert 10
109. 253. 141. 97 |l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop
50.185.21.219 |Uhited Sates 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
50.185.21.219 |tited Sates  [147.237.72.166akaidf.il  [Bad TOP sequence SINAX retransmt with different oo |7
w ndow scal e
46. 19. 86. 75 | srael 147.237.76.42 |refuah.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 7
. . SYNVACK retransmt wth different .
46. 19. 86. 75 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence i ndow scal e noni t or 7
46. 19. 85. 75 I srael 147.237.77.233|atal .idf.il |Bad TOP sequence I'nval i d ACK nunber noni t or 6
Sreaning BEngine: TQP Invalid i i SSi
217. 132. 48. 209 I srael 147.237.77. 243 |nobil e. i of . | 9 =g nval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
185. 32. 179. 157 |l srael 147. 237. 72. 166 |aka.i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
79.178. 129. 102 |1 srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
s SYNWACK retransmt wth different .
46. 19. 86. 75 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence wi ndow scal 6 noni t or 4
81.218. 80.226 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
46.19.86.224 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber aert
212.185.61. 12 |Ger nany 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
Russi an . . -
195. 239. 16. 40 Feder at i on 147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop 4
46. 19. 85. 22 | srael 147.237.72. 166 |aka. i df .i| SYN At t ack SYN -> SYN-ACK -> RST noni t or
46. 19. 86. 224 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
Russi an e -
195. 239. 16. 53 Feder at i on 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 4
46.120.2.249 |israel 147.237.72. 156 |anan.idf.il  |SYN Attack SYN -> SYN-ACK -> RST noni t or 4
109. 253. 141. 97 |l srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 4
50.185.21.219 [Lhited Sates  [147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout alert 4
46. 19. 86. 75 | srael 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 4
172.56.40. 94 |Whited Sates 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 4
77.138.196.69 |[Fance 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 3
109. 253. 141. 15 |l srael 147. 237. 72. 166 |aka.i df . | SYN At ack SYN -> SYN-ACK -> RST noni t or 3
79.178. 129. 102 |I srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |[Site Sgnature Acti on ‘Count
41.111.102.246 |Ageria 147.237.77. 216 |dover . i df . i | Post Request - Mssing Content Type from4l.111.102.246 |B ock 64
80. 246. 138. 223 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 10
. . D stributed Unaut hori zed LRL Access on
66.249. 66. 177 |l srael 147.237.77. 216 |dover . i df . i | vow i df i |/ at al 1/ zkor / vi ew i . asp B ock 3
. . . Uhaut hori zed URL Access to
84.108. 40. 8 I srael 147.237.0.19 |nadimatal .idf.il nadi matal i df i |/ shar ed! aj ax/ updat enakat qaunt i ty. aspx B ock 2
68.131.64.241 [lnited Sates 147.237.76.200(ei tan. aka. i df . i | Ml tipl e Unaut hori zed URL Access from 68. 131. 64. 241 B ock 2
84.111.227.174 |lsrael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 2
176.13. 4. 116 | srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex B ock 1
79.152. 244. 165 [Spain 147.237.72. 166 [aka. i df . i | Unaut hori zed Method POST for aka.idf.il/giyus/ B ock 1
. . Uhaut hori zed URL Access to
66.249.69. 127  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9236- he/ r ef uah. aspx Bl ock 1
. . Unaut hori zed URL Access to
185. 120. 126. 17 |Israel 147.237.77.233|atal .idf.il 147. 237.77. 233/ 1412- hel at al . aspx B ock 1
84.111.227. 174 |israel 147.237.72. 156 |aman. i df . i | Wnauthori zed LR Access to . B ock 1
waw anan. i df . i |/ consol ef cor e/ doc_ngr/ undef i ned
: . . . Unaut hori zed URL Access to
68.131.64.241 [Uited Sates 147.237.76.200 [ei tan. aka. i df . i | vow ei tan. aka, i df i |/ 1105- en/ cont act us. aspx Bl ock 1
176.13.224.7 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
. . Unknown Paraneter __ VI EWSTATEENCRYPTED i n
79.179. 6. 251 I srael 147.237.72. 166 |aka. i df . i | vaw aka i dff . i |/ mai n/ sachar / pi r suneynof et . aspx None 1
66.249.76.31  |Israel 147.237.77. 243 |nobi | e. i df . | Wauthori zed LRL Access to B ock 1
nobi | e.idf.il/appl e-app-site-associ ati on
217.132.48.209 |Israel 147.237.77. 243 |nobi l e. i df . i | DO stributed Suspicious Response Qode B ock 1
109. 253. 141. 15 |Israel 147.237.77. 216 |dover . i df . i | Miltiple Untraceabl e S Sessions from109. 253, 141. 15 None 1
(Qpen Mode)
] . . Paraneter Type M ol ati on PageNumin
68.180.231.57 |lhited Sates 147.237.77. 216 |dover.idf .il v i df i 1/ 1398- en/ dover . aspx Bl ock 1
ny- kosher -kravi . i df [unauthorized URL Access to
52.221. 247. 102 S ngapore 147.237.0.16 il 147. 237. 0. 16/ web- consol e/ serveri nf o. j sp Bl ock !
176. 65. 25. 214 g‘ijcis;i':('ja” Territory. {147, 237. 77. 176 |mat pash. i df . i | Wnaut hori zed LR Access to wa cogat . i df . i | /894-ar Bl ock 1
. . . Unaut hori zed URL Access to
66. 249. 79. 16 I srael 147.237.0.19 |[madi matal .idf.il nadi matal i df i1/ appl e app-si t e assoc at i on B ock 1
109. 253. 141. 15 |Israel 147.237.77. 216 |dover. i df . i | SSL Wntraceabl e Connection - Cpen Mde None 1
: . . Unaut hori zed URL Access to
75.82.191.213 |lhited Sates 147.237.77. 216 |dover. i df . il v i i |/ 894- en/ i dff gdover . aspx Bl ock 1
179. 218. 168. 217 |Brazil 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for ww aka. i df.il/main/kapatz/ |B ock 1
} . . D stributed Whaut hori zed Met hod for Known URL on
166.137.118.61 |Lhited Sates 147.237.72. 166 |aka. i df . i | wanaka i of i1/1shuri e B ock 1
77.138.237.37 |France 147.237.72. 166 |aka. i df . i | Distributed Uhaut hori zed Method for Known LR on B ock 1
waw aka. i df . i |/ mai n/ hone/ def aul t. aspx
. . Unaut hori zed URL Access to
66.249.66.180 |[lIsrael 147.237.77.216|dover. i df . i | v i df i 1/ at al 1/ zkor / vi ew i g, asp B ock 1
. . . D stributed Uhaut hori zed URL Access on
180. 76. 15. 6 Chi na 147.237.76.42 [refuah.idf.il 147,237, 76. 42/ 994- 8944- he/ r ef uah. aspx Bl ock 1
68.131.64. 241 |United Sates 147.237.76. 200 |ei tan. aka. i df . i | Wnaut hori zed Met hod HEAD for None 1

eitan. aka.idf.il/1094-8149-en/ ei t an. aspx
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