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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action

109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 6
77.125.58. 132 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 4
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack forvard 2
77.138.52. 97 France 147.237.77.216 dover.idf.il |SYN Hood out of context drop 1
66. 249. 69. 18 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site Sgnature Devi ce Action |Oount
5.9.89.170 Ger many 147. 237. 72. 166 aka.idf.il CL000074: HTTP. maj estic bot Per nit 1
5.9.89.170 Ger many 147.237.77. 176 nat pash. i df.il C1000074: HTTP. naj estic bot Per nirt 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,

Ki ngdom

124.197.95. 73 |147.237.76.86 |9 ngapore navy. i df.il Fotential Scan or Brute Force 2
66. 249. 76. 10 147.237.77. 233 |Wited Sates |atal.idf.il ET SCAN NVAP -sA (2) 1
58. 218. 200. 137 |147.237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
58.218. 200. 137 [147.237. 76. 148 |Chi na gacenter. aka.idf.il ET SCAN Potential SSH Scan 1
7 5462, 953 147.237.0.16 |5 ngapore ny- kosher-kravi i df i ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
211.141.78.56 [147.237.0.33 |China idf.il ET SCAN NVAP -sS wi ndow 1024 1
1.54.210.7 147. 237. 76. 201 |M et nam e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
202.155.58.28 [147.237.77. 176 |I ndonesi a nat pash. i df . i | ET SCAN NMAP -sS w ndow 1024 1
196.47.173.21 |147.237.77.61 |te Dlvoire |e.cogat.idf.il ET SCAN NVAP -sS w ndow 3072 1
139. 59. 28. 44 147. 237.77. 179 |9 ngapore e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 246. 138. 223 |[147.237.0.19 |[lIsrael madi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 1
58. 218. 200. 137 |147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
58.218. 200. 137 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 |147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
1.54.210.7 147. 237. 76. 201 [M et nam e.atal.idf.il ET SCAN NVAP -sS wi ndow 3072 1
202.155.58.28 |147.237.77. 179 I ndonesi a e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
196. 47.173.21 |147.237.77.61 |Gte DIvoire |e. cogat.idf.il ET SCAN NMAP -sS w ndow 4096 1
149. 255, 108. 192|147. 237. 76. 86 | & navy. i df .il ET SCAN NMAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.111.102. 246 |Ageria 147. 237. 77. 216 |dover . i of . i | drop First packet isn't SN drop 242
64. 94. 238. 88 Lhited Sates |[147.237.76. 147 |chinuch. aka. i df .il|SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 51
Sreaning Engine: TGP Invalid i i sSi
109. 253. 222. 220|1 srael 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. drop 30
Ret r ansmi ssi on Packet dropped.
. . SYNVACK retransmt wth different .
46. 19. 86. 147 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 30
46. 19. 86. 147 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 28
84.226.41.158 |Sntzerland 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
108.251.80.98 |United Sates |147.237.76.31 |nakchal.icf.il  |Bad TCP sequence i’&ﬁfﬂé:ﬂsm wth different monitor |22
74.91.112.3  |United Sates [147.237.76.31 |nakehal.idf.il  |Bad TCP sequence i’(;'l;:;ésnsmt with different monitor |21
74.91.112.3 Lhited Sates |147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 20
74.91.112.3  [Uhited Sates [147.237.76.31 |nakehal.icf.il  |Bad TCP sequence i’;ﬁéj‘sm wth dfferent alert 20
74.91.112. 3 Lhited Sates |147.237.76.31 |nakchal.idf.il  [Bad TCP sequence I'nvali d ACK nunber noni t or 19
198.251.80.98 |United Sates |147.237.76.31 |nakchal.idcf.il |Bad TCP sequence iﬁuﬁéj‘s”“ wth different al ert 19
46. 19. 86. 147 I srael 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 18
198.251.80.98 [lhited Sates |[147.237.76.31 [nakchal .idf.il Bad TCP sequence Invalid AGK nunber noni t or 17
198.251.80.98 |lhited Sates |147.237.76.31 |nakchal.idf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 17
74.91.112.3 Lhited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 16
198.251.80.98 |[Lhited Sates |147.237.76.31 |[nakchal.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 16
74.91.23.166  |Lhited Sates [147.237.72. 156 [anan.idf il Bad TCP sequence SN retransmt wth different monitor |15
W ndow scal e
83.77.244.54  |Swtzerland |147.237.76.31 |[nakchal.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
84.180.120.54 |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
83. 77. 244. 54 St zerl and 147.237.76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 14
77.139.143. 150 |France 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 13
s SYNWACK retransmt wth different .
46. 19. 86. 147 I srael 147.237.76.31 |nakchal .icf.il  [Bad TCP sequence vi ndow scal e noni t or 13
83.77.244.54 St zerl and 147. 237. 76. 147 |chi nuch. aka. i df . i I|fSYN At t ack SYN -> SYNACK -> Ti meout alert 13
83. 77. 244. 54 Swit zerl and 147. 237. 76. 147 |chi nuch. aka. i df .i I|[SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 13
83.77.244.54  |Stzerland  |147.237.76.31 |nakchal.icf.il  |Bad TCP sequence i’;ﬁéj‘sm wth dfferent monitor |12
83.77.244.54  |swtzerland  |147.237.76.31 [nakchal .icf.il  |Bad TCP sequence I'nvali d ACK nunber noni t or 11
46. 33. 218. 183 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 11
83.77.244.54  |Sitzerland  |147.237.76.31 |nakchal.idf.il  |Bad TCP sequence i’(;'l;:;ésnsmt with different alert 10
198.251.80.98 |[lhited States |[147.237.76. 147 [chinuch. aka.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 10
83.77.244.54  |Swtzerland  [147.237.76.147|chinuch aka i cf .il|Bad TCP sequence i’;l;:;ésnsm wth dfferent moni tor |10
198.251.80.98 |Whited Sates [147.237.76.147 |chinuch.aka idf.il|Bad TCP sequence f:zll;:tncrgnsmt Wth different alert 10
74.91.112.3 Lhited Sates |147.237.76. 147 |chinuch. aka. i df.il[Bad TCP sequence Invali d ACK nunber noni t or 10
198.251.80.98 |United Sates [147.237.76. 147 |chinuch aka i df .il{Bad TCP sequence iZ'J:rt]Cr:mmt wth dfferent moni tor |9
Sreaming Engine: TCP Invalid i i ssi
109. 253. 222. 57 |israel 147. 237, 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
5. 28. 154. 57 I'srael 147. 237.77. 243 |nobi l e i f . i 9 =g Inval i d segnent retransmssi on. dr op 9
Ret r ansni ssi on Packet dropped.
74.91.112.3 Wited Sates |147.237. 76. 147 |chinuch. aka i of .iI|Bad TCP sequence i:';ur;t]é:nsmt wth different aert 9
Sreaning Engine: TCP Invalid i i SSi
176.13. 237. 251 |Israel 147.237.77. 243 |nobil e. i of . 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
46.19.86.208  |Israel 147. 237, 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
85. 130. 196. 5 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 8
83.77.244.54  |Swtzerland  [147.237.76. 147 |chinuch. aka.idf.i1|Bad TCP sequence i’gﬁfﬂé:ﬂsm Wth different alert 8
46. 19. 85. 179 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
198.251.80.98 |[lhited Sates |147.237.76. 147 |chi nuch. aka.idf.iI|SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8
46.33.218. 183 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
85.130.196.5 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
46. 19. 85. 179 I sr ael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nvalid ACK nunber alert 7
109. 67.143.94 |Israel 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 7
77.139. 143. 150 |France 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or 7
. . SYNVACK retransmt wth different .
109. 67.143.94 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 7
Sreaning Engine: TCP Invalid i i sSi
109. 253. 206. 63 | srael 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.




09-27-2016-23:04:05 to 09-28-2016-00:04:05

|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Acti on ‘Count
41.111. 102. 246 |A geria 147.237.77.216 |dover. i df . i | Post Request - Mssing Content Type from41.111.102. 246 B ock 225
80. 246. 138. 223 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 205
2.55.191.102 |Israel 147.237.0.19 |[madi matal .idf.il Distributed Suspici ous Response Code B ock 116
89. 138. 254. 248 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 57
98.245.86.75 |lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed Met hod POST for ww aka.idf.il/ishurinmain/ B ock 4
- . Unaut hori zed Met hod PCST for
77.139. 131. 137 |France 147.237.72.166 |aka. i df . i | v aka, i o . |/ i n/ g yus/ m yun ni yunder ugt af ki i m aspx B ock 4
41.111. 102. 246 |A geria 147.237.77.216|dover. i df .i | Mitiple Illegal HITP Version froma4i. 111. 102. 246 Bl ock 3
79.178.150. 41 |Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 3
41.111.102. 246 |Ageria 147.237.77. 216 |dover.idf . il Mil tiple Mal formed HTTP Header Line from41. 111. 102. 246 B ock 3
41.111.102. 246 |A geria 147.237.77.216|dover. i df .i | Mil tiple Malformed URL from41. 111. 102. 246 Bl ock 3
41.111.102. 246 |Ageria 147.237.77.216|dover.idf . il Ml tiple Abnormal |y Long Request from 41, 111.102. 246 B ock 3
2.55. 45, 222 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
41.111.102. 246 |A geria 147.237.77.216|dover. i df .i | Mil tipl e Unknown HTTP Request Method from 41.111. 102. 246 Bl ock 3
79.181.32.242 |Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 3
. . . Mitiple Illegal Byte Gode Character in Header Name from
41.111.102. 246 [A geria 147.237.77. 216 |dover. i df . il 41 111, 102. 246 B ock 3
109. 253. 206. 63 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 3
77.138.81. 74 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for waw aka. i df.il/sachar B ock 2
5.28.154. 57 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
109. 253. 222. 57 |I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 2
46.19.86.208 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
66.249.69. 14 |[lsrael 147.237.77.216|dover. i df .i | Unaut hori zed LRL Access to wawidf.il/atal 1/izkor/view i ngtop. asp |B ock 2
. - . D stributed Unaut hori zed Method for Known URL on
166. 137. 139. 15 |Lhited Sates |147.237.72.166 |aka. i df . il v aka i df i1/ishuri e B ock 2
176. 13. 237. 251 |I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode Bl ock 2
. . . Uhaut hori zed URL Access to
180. 76. 15. 143 |Chi na 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9043- he/ r ef uah. aspx Bl ock 1
) - . O stributed Unaut hori zed Met hod for Known URL on
66.102.9.5 Lhited Sates |147.237.72.166|aka.idf.il v aka. i df . i 1/ i v hore/ def aul t . aspx B ock 1
. . Uhaut hori zed URL Access to
66.249.69. 72 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9023- he/ r ef uah. aspx Bl ock 1
41.111.102. 246 |Ageria 147.237.77. 216 |dover.idf . il Unknown HTTP Request Method Data in URL B ock 1
41.111. 102. 246 (M geria 147.237.77.216|dover. i df .i | Mal f or med HTTP Header Line 1 Bl ock 1
- . D stributed Unaut hori zed Method for Known URL on
77.138. 162. 143 |France 147.237.72.166 |aka. i df . i | e aka i df i |/ sachar B ock 1
WA, ch z.aka.i i stri i
207.46.13.176 |Wnited States [147. 237, 77, 226| "W Chamat z. aka. i d Ostributed thaut hori zed LR Access on B ock 1
foil wan chamat z. aka. i df . i 1/404. aspx
66. 249. 64. 166 |l srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/.well-know asset!inks.json B ock
103. 27. 126. 210 |Hong Kong |147.237.77.216|dover.idf.il Ostributed PHP At tenpt B ock
37.142.3.37  |israel 147.237.72. 166 |aka. i df . i | 'llegal Byte Qode Caracter in LR /i i kapat2//resi012 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
- . Unaut hori zed URL Access to
79. 180. 96. 201 |l srael 147.237.72. 166 |aka. i df . i | wiw aka, i df i |/ i 1V gi yus/ waw navy. i df i | Bl ock 1
66.249.75.32 |Israel 147.237.77.216 |dover. i df . i | Mil tipl e Uhaut horized URL Access from 66.249. 75. 32 B ock 1
-kosher-kravi . i df.
157. 55. 39. 28 Lhited Sates |147.237.0.16 In?/ Uhaut hori zed URL Access to wwu ny-kosher-kravi .idf.il/robots.txt Bl ock 1
84.109. 118.53 |Israel 147. 237.72. 166 |aka. i df . i | Wnaut hor i zed Method QPTIQNS for . Bl ock 1
wwv aka. i df . i |/ mai n/ gi yus/ aut henti cati onservi ce. asnx/ get aut huser
41.111.102. 246 A geria 147.237.77. 216 |dover . i df . i | Mal formed URL - B ock 1
77.138. 162. 143 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for aka.idf.il/mai n/ sachar B ock 1
2.53.191. 86 | srael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - Cpen Mde None 1
213. 151. 35. 213 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for aka.idf.il/giyus/ B ock 1
103. 27. 126. 210 |[Hong Kong |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . i|/wp-1ogin. php B ock 1
41.111. 102. 246 |A geria 147.237.77.216 |dover. i df . i | Abnorral |y Long Request request version B ock 1
79.180. 103. 42 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
waww. chanat z. aka. i d i
77.125.56.161 |Israel 147.237.77. 226, Wnaut hori zed URL. Access to B ock 1
f.oil waw. chanat z. aka. i df . i1/t enpl at es/ honepage/ honepage. aspx
46.117.30.93  |Israel 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
84.111.227. 174 (I srael 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 1
217. 33. 23. 241 gi“r:;gom 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod PCST for waw aka. i df . il/ishuri B ock 1
66.249.69.19 |[lIsrael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df.il/appl e-app-site-association  |B ock
109. 253. 197. 70 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
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