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09-27-2016-22:04:02 to 09-27-2016-23:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
2.55.182. 17 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 21
37.142.247. 61 | srael 147.237.77. 216 dover.idf.il |TQP handshake viol ation, first packet not syn drop 7
77.125.12.226 | srael 147.237.76. 42 refuah.idf.il|B ack List drop 2

93. 174. 94. 235 Net her | ands 147.237.76. 42 refuah.idf.il|B ack List drop 1

93. 174. 94. 235 Net her | ands 147.237.76. 196 e.sviva.idf.i|B ack List drop 1

66. 249. 75. 32 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 1

211. 149. 197. 148 Chi na 147.237.76. 201 e.atal.idf.il|Back List drop 1




09-27-2016-22:04:02 to 09-27-2016-23:04:02

|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count
178. 203. 120. 68 Ger many 147.237.77. 216 dover.idf.il |Cl1000074: HITP. najestic bot Per nit 76
52.1.90. 117 Lhited Sates 147.237.77. 216 dover.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1




09-27-2016-22:04:02 to 09-27-2016-23:04:02

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste

Signature
ET DG5S Large amount of TCP Zer oWndow - Possible Nkiller2 DDos

213.57.177.33  |147.237.76.30 |[lsrael hi nush. i df . i | 2
attack
91.201.236.50 |[147.237.76. 196 |lkrai ne esvivaidf.il ET SCAN NVAP -f -sS 1
61.240. 144. 65 |147.237.76.39 |China nobi | e. nei tav.idf.i [ET SCAN Potential VNC Scan 5800- 5820 1
41.251.78.138 |147.237.77. 179 |Mor occo e.nazi.idf.il ET SCAN NVAP -sS wi ndow 4096 1
201.7.217.215 |147.237.76.34 |Brazil yohal an.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
163. 172. 238. 45 |147.237.76. 199 [Uni ted Ki ngdom |e.nakchal .idf.il |ET SCAN NMAP -sS wi ndow 1024 1
149. 255. 108. 192|147. 237. 77. 178 |Uni ted Ki ngdom [e. mat pash.i df.il ET SCAN NVAP -sS wi ndow 1024 1
91.201.236.50 |147.237.76. 196 |krai ne e.svivaidf.il ET SCAN Potential SSH Scan 1
91.201.236.50 |147.237. 76. 196 |krai ne e svivaidf.il ET SCAN NMAP -sS w ndow 2048 1
79.178.120. 252 |147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
61.240. 144. 65 |147.237.72. 166 |Chi na aka.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
5.28. 147. 242 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
183. 240. 202. 14 |147. 237. 77. 243 [Chi na nobi | e. i df.il ET SCAN NVAP -f -sS 1
149. 255. 108. 192|147. 237. 77. 205 |Uni ted Ki ngdom |prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 60. 153. 178 |147. 237. 77. 205 23::;'}0'1 prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201.236.50 |147.237. 76. 196 |krai ne e.svivaidf.il ET SCAN NVAP -sS wi ndow 3072 1




09-27-2016-22:04:02 to 09-27-2016-23:04:02

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreaning Engine: TCP Invalid i i Ssi
213.151.52. 217 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| g =g Invalid segnent retransmssion. |y 148
Ret r ansm ssi on Packet dropped.
84. 93. 36. 200 Ei"";gegom 147. 237. 77. 216 |dover. i df . i | drop First packet isnt SWN drop 84
79.176.13.237 | srael 147.237.76.42 |refuah.idf. il Bad TCP sequence SN retransmt wth different moni tor |56
w ndow scal e
74.91.112.3 Lhited Sates |147.237. 76. 147 |chinuch. aka. i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor (30
198.251.80.98 |United Sates |147.237. 76. 147 |chi nuch. aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor (30
198.251.80.98 |Whited Sates [147.237.76.147 |chinuch.akaidf.il  |Bad TOP sequence izlur:tncrgnsm't Wth different moni tor |25
74.91.112.3 Wited Sates |147.237.76.147 |chinuch. akaidf.il  |Bad TCP sequence i’;}'lﬁéj‘sm wth dfferent dert 25
74.91.112.3  |lnited Qates [147.237.76.147|chinuch.akaidf.il  |[Bad TOP sequence izlur:tncrgnsm't Wth different moni tor |25
83.77.244.54 Swi t zerl and 147.237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 24
198.251.80.98 |UWnited Sates |147.237.76.147|chinuch.akaicf.il  [Bad TCP sequence izlur:rﬁcr:mt wth dfferent dert 24
83.77.244.54 Sntzerland  |147.237.76. 147 [chi nuch. aka.idf . il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 24
85. 130.242. 196 |l srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |23
83.77.244.54  |Swtzerland [147.237.76.147|chinuch akaidf.il  |Bad TOP sequence izlur:tncrgnsm't Wth different alert 23
83.77.244.54  |Swtzerland  |147.237.76.147|chinuch akaidf.il  |Bad TCP sequence i’;}'lﬁéj‘sm wth dfferent moni tor |23
85. 130. 242. 196 |l srael 147.237.0.34 [tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> RST monitor |22
85.130. 242. 196 |l srael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 21
79.182.36.183 |Israel 147.237.77. 233 |atal i il Bad TCP sequence Sretransmt wth different —oonor |19
w ndow scal e
74.91.112.3 Lhited Sates |147.237.76. 147 [chi nuch. aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 18
198.251.80.98 |[Lhited Sates |147.237.76. 147 [chi nuch. aka. i of .i | SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |18
74.91.112.3 Lhited Sates [147.237.76. 147 [chi nuch. aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout alert 16
83.77.244.54 Sntzerland  [147.237.76. 147 |chi nuch. aka. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |15
2.53.32.102 I srael 147.237.72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |14
198.251.80.98 [lhited Sates |147.237.76. 147 |chinuch. aka.idf.i | SYN At tack SYN -> SYN-ACK -> Ti neout alert 14
176.13.224.7 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 12
79.182.90.42  |israel 147.237.77. 233 [atal i il Bad TCP sequence SiNretransmt with different o000 1o
w ndow scal e
79.177.144. 165 |lsrael 147.237.72. 166 [aka i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout nonitor (9
S SYNtACK retransmt wth ;
79.177.144. 165 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence di fferent vi ndow scal e nonitor (9
46. 19. 86. 155 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout moni t or 8
80. 246. 130. 54 |l srael 147.237.77. 233 |atal .idf il Bad TCP sequence Inval i d AGK nunber nonitor 8
79. 180. 146. 162 |l srael 147.237.72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |7
176.13.15.9 I srael 147.237.72. 166 [aka. i df .i | dr op First packet isn't SN drop 7
46. 19. 86. 155 I srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout monitor (6
46. 19. 85. 178 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 85. 178 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber noni tor |6
46. 19. 85. 23 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor (6
85. 130.242. 196 |l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber monitor |5
46. 19. 85. 254 I srael 147.237.72. 156 |aman.i df .il SYN At ack SYN -> SYN-ACK -> RST monitor |5
176.13.224. 7 I 'srael 147.237.72. 166 [aka. i df .i | SYN Attack noni t or 5
85. 130. 242. 196 |l srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor (5
5. 102. 253. 118 | srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop 5
85.130. 242. 196 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
176.13.5. 25 | srael 147.237.72. 166 |aka. i df . i | dr op First packet isn't SYN drop 4
212.143.142.56 |lsrael 147. 237. 77. 216 |dover . i df .i | drop First packet isn't SN drop 4
109. 226.21.89 |Israel 147.237.72. 167 |i shurimaka.i df . i | drop First packet isn't SN drop 4
80.246.130.54 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber alert 4
46.19. 85. 95 I'srael 147.237.77. 226 [} chanatz.aka. 1df 1paq TOP sequence Inval i d ACK nunber moni tor |4
37.26.146.244 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence nonitor |4
5.22.134.92 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber monitor 3
79.180.96.201 |l srael 147. 237. 77. 216 |dover . i df .i | SYN At tack SYN -> SYN-ACK -> RST nonitor |3
109. 253. 217. 147|l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber monitor 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 221 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 98
37.26.146.165 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 96
80.246.130.54 |[Israel 147.237.76.30 |hi nush.idf.il Ml tiple Unaut hori zed URL Access from 80. 246. 130. 54 B ock 11
77.124.27.32 | srael 147.237.72. 166 |aka. i df . i | Mitiple Il1legal Byte Qode Character in LRL from77.124.27.32 B ock 5
212.76.101. 111 |Israel 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod Bl ock 5
79.178.73.245 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/mai n/ gi yus/ undefined/ |B ock 4
109. 67. 55. 44 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
212.76.101. 111 |[Israel 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | awidf.il/sip storage/files/5/ B ock 3
: . . D stributed Waut horized Met hod for Known URL on
50.192.147.82 |lnited Sates |147.237.72.166|aka.idf.il v aka. i df . i | / mai n/ sachar / vi ewpaysl i p. aspx B ock 3
. . O stributed Uhaut hori zed URL Access on
66. 249. 69. 14 I srael 147.237.77.216|dover. i df . i | v i df i 1/ at al 1/ zkor / vi ew i . asp B ock 2
. . . O stributed Uhaut hori zed URL Access on
80. 246. 130. 60 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i | o chi nuch. aka, i df . i1/404. htm Bl ock 2
37.26.148.214 |Israel 147.237.76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to ww chi nuch. aka. i df.il/404. htm B ock 2
176.13.227. 211 |l srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 2
80. 246. 136. 217 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
37.46.37. 107 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
. . Uhaut hori zed URL Access to
66. 249. 69. 14 I srael 147.237.77.216|dover.idf .i | voww i df i |/ at al 1/ zkor/ vi ew i ngt op. asp Bl ock 2
2.55.162. 196 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
. . Uhaut hori zed Met hod PCST for
77.138.191.81 |France 147.237.72. 166 |aka. i df . i | vown aka. i df i |/ nai v har edi i gener al . aspx B ock 2
66.102. 9. 2 Wited Sates [147.237.72. 166 |aka. i df .i | thaut hori zed Method PCST T or B ock 1
wawn aka. i df . i |/ mai n/ gi yus/ si t enap. aspx
. . D stributed Whaut horized Met hod for Known URL on
77.139. 48. 29 France 147.237.72. 166 |aka. i df . i | voww aka. i i |/ nai / sachar/ vi ewpays! i p. aspx B ock 1
180. 76. 15. 154  |Chi na 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list6 htm B ock 1
: ; ] Unhaut hori zed Method GET for
68. 180. 228. 99 Lhited Sates [147.237.72.166|aka.idf.il ww aka. i of .i /i turi i aspl sear chresul ts. asp B ock 1
79.177.21.11 I srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
. . D stributed Whaut hori zed Method for Known URL on
77.138.215.32 |France 147.237.72. 166 |aka. i df . i | vaww aka, i df . 1/ mai n/ gi yus/ yahash2017/ | obby. asp B ock 1
66.249. 69. 127 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
) ww. chanat z. aka. i d i o
157. 55. 39. 83 Lhited Sates |147.237.77.226 £l Unaut hori zed URL Access to waww chamat z. aka. i df . i1/404. aspx Bl ock 1
] . . D stributed Whaut horized Met hod for Known URL on
66.102.9. 8 Lhited Sates [147.237.72.166|aka.idf.il vow aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
77.139.75.232 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for v aka.idf.il/main/snalind B ock 1
. . Uhaut hori zed URL Access to
185.120. 125. 1091 sr ael 147.237.77. 176 [nat pash. i df . i | ww cogat . i df . i |/t enpl at es/ shar ed/ user cont r ol s/ pr onot i oncube/ B ock !
74.91. 23. 166 Lhited Sates [147.237.72.156|aman.idf.il Unaut hori zed Met hod HEAD for 147.237.72. 156/ B ock 1
120. 27.37. 74 Chi na 147.237.77. 176 [nat pash. i df . i | PHP At t enpt Bl ock 1
. . D stributed Uhaut hori zed URL Access on
66. 249. 69. 14 I srael 147.237.77.216|dover.i df .i | wwe i o i1/ at al 1/ zkor/ vi ew pi ot Ur es. asp B ock 1
. . O stributed Whaut hori zed URL Access on
46.120.3.230  [Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
77.138.221.109 |France 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 77.138.221. 109 B ock 1
217. 33. 23. 241 LK*i"rf:gom 147.237.72. 166 |aka. i df . i | Uhaut hor i zed Met hod PCST for waw aka. i df .i1/i shuri B ock 1
. . Uhaut hori zed URL Access to
66.249.75.32  |Israel 147.237.77. 216 |dover.idf . il 147, 237.77. 216/ 1133- 22810- ar / dover . aspx Bl ock 1
. . Uhaut hori zed URL Access to
66.249.64.41  [Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ appl - app-si t e- associ at i on Bl ock 1
77.139.88.110 |France 147.237.77.216|dover . i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
: . . Uhaut hori zed URL Access to
207. 46. 13. 38 Uited Sates [147.237.77.216|dover.idf.il ww i of i1/t al 1/ zkor/ vi ew pi ot Ures. asp Bl ock 1
120.27.37. 74 Chi na 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to ww cogat . i df.il/wp-1ogin. php B ock 1
66. 249. 69. 14 I srael 147.237.77. 216 |dover . i df . i | Paraneter Type M ol ation aspxerrorpath in waidf.il/error.htm B ock 1
. . Unaut hori zed Met hod HEAD f or
46.120.113. 100 |l srael 147.237.72. 166 |aka. i df . i | vow aka. i o i 1/ mai n/ home/ def aul t . aspx Bl ock 1
. . O stributed Uhaut hori zed URL Access on
79.182.36.183 |Israel 147.237.77.233(atal .idf .il 147, 237. 77. 233/ 1136- he/ at al . aspx Bl ock 1
77.138.221.109 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/main/h B ock 1
217. 158. 205, 13[4 t&d 147.237.72. 166 |aka. i df . i | Distributed Whauthori zed Method for Known UR. on B ock 1
Ki ngdom wn aka. i df . i |/ mai n/ hone/ def aul t . aspx
. . . Uhaut hori zed URL Access to
66. 249. 76. 2 I srael 147.237.77.243|nobi | e. i df . i | nobi | €. i df i 1/ appl e app-si t e- associ at i on Bl ock 1
180. 76. 15. 19 Chi na 147.237.77.233|atal .idf.il Uhaut hori zed LRL Access to wwu atal .idf.il/a B ock 1
. . . Uhaut hori zed Met hod PCST for
84.226.41.158 |Satzerland  |147.237.72.166|aka.idf.il vow aka. i i 1/ mai n/ mi | ui i about . aspx B ock 1
. . Uhaut hori zed URL Access to
66.249.64.43  |Israel 147.237.72. 166 [aka. i df . i | 147, 237, 72. 166/ . vel | - known/ asset | i nks. | son Bl ock 1
. . Uhaut hori zed Met hod PCST for
77.139.249.217 |France 147.237.72. 166 |aka. i df . i | vw aka. i f i 1/ mai n/ i yus/ yahash/ sheel on. aspx B ock 1
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