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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|

185. 120. 126. 32 | srael 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 12
176. 13. 232. 229 | srael 147.237.77.216 dover.idf.il |TGP handshake violation, first packet not syn drop 7
46. 19. 86. 58 | srael 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 4
77.138.52. 97 France 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 4
79.179. 56. 139 | srael 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 4
212.92.127.172 Russi an Federation 147.237.0. 35 akaws.idf.il |Frk_Under Attack Con Htp drop 1
212.92.127.172 Russi an Federation 147.237.0. 35 akaws.idf.il |[Frk Purple Gon Limt Htp drop 1
79.181. 240. 150 | srael 147.237.72. 156 anan.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry get Address ‘Site |Sgnature Devi ce Action |Count ‘
5. 189. 190. 238 Ger many 147.237.77.170 |mmarachot.idf.il |20086: HITP. Mi ebl ackcat Security Scanner B ock 5
62.212.73.211 Net her | ands 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot Pernirt 3
94. 154. 239. 69 kr ai ne 147.237.76.42 |refuah.idf.il C1000074: HTTP. naj estic bot Per nirt 2
94. 154. 239. 69 Lkrai ne 147.237.77.176 |mat pash.idf.il C1000074: HTTP: naj estic bot Per it 2
94. 154. 239. 69 kr ai ne 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot Pernirt 2
123.126.113. 101 |Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Per nirt 1
5. 189. 190. 238 Ger many 147.237.77.170 |m@arachot.idf.i| |20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
94. 154. 239. 69 kr ai ne 147.237.76.200 |eitan.aka.idf.il |CL000074: HTTP. najestic bot Pernirt 1
94. 154. 239. 69 krai ne 147.237.72.166 |aka.idf.il C1000074: HTTP. maj estic bot Per nit 1
123.125.125.80 |Chi na 147.237.72.166 |aka.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der Per nirt 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
87.68. 26. 174 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
218. 87.109. 253 |147.237.77. 235|Chi na sviva.idf.il ET SCAN Potential SSH Scan
20,183 97 188|147 237 76.86 |15 el ey, i i1 ET DO Large anount of TGP Zer oWndow - Possible Nkiller2 1
DDos attack
218.87.109. 253 [147.237.77. 212 |Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
61.240. 144.65 |[147.237.77.74 |China lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
218.87.109. 253 [147.237.77.19 [China I awforumidf.il ET SCAN Potential SSH Scan 1
46.161.40.17  |147.237.77.226 ?;Z:;;”im v chanat z. aka. i df . i1 |[ET SCAN NMVAP - sS wi ndow 1024 1
218. 87.109. 253 [147.237. 72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
41.39.177. 14 147. 237.77. 212 |Egypt e dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
218.87.109. 253 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
31.168. 104. 195 |[147.237.72. 166 |l srael akaidf.il ET SCAN NVAP -sA (2) 1
163. 172. 169. 150[147. 237. 76. 86 |Uhi ted Ki ngdom [navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
139. 59. 28. 44 147. 237. 77. 226 |9 ngapore wan chanat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 1024 1
9571 197 188|147, 237 77, 170|RSSi@n vaarachot i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
86. 121, 105. 226 |147. 237 72. 156 |Formani a avanidh il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
218. 87.109. 253 [147.237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan
66.249.76.117 |147.237.72.166 |lhited Sates  |akaidf.il SERVER APAG_E Apac.he mod_ssl non-SS. connection to SS. 1
port denial of service attenpt
218.87.109. 253 [147.237. 77. 179 |Chi na e mazi.idf.il ET SCAN Potential SSH Scan 1
46.161.40.17  |147.237.77.243 gjj:tnim nobi | e. i df il ET SCAN NVAP -sS wi ndow 1024 1
218. 87.109. 253 |147.237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
41.39.177. 14 147. 237. 77. 212 |Egypt e dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
218.87.109. 253 [147.237.8.28 |China e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
41.39.177. 14 147. 237. 77. 212 |Egypt e.dover.idf.il ET SCAN NVAP -f -sS 1
163. 172. 169. 150|147. 237. 76. 201 [Uni ted Ki ngdom|e.atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
5.189.190.238 |147.237.77. 170 |Ger many naar achot .i df .i | ET WEB SERVER Mii ebl ackcat scanner 1
163. 172. 169. 150|147. 237. 76. 42 |Uni ted Ki ngdom |refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 60. 153. 178 [147.237.8.50 |SSIan e tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1

Federati on
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

S reamng Engi ne: TCP

Inval i d segnent retransnission.

212.116.190.59 |[Israel 147.237.76.200|eitan. aka.idf.il . .. dr o] 36
Inval id Retransm ssion Packet dr opped. P
217.244. 253. 107|Cer many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 30
reamng Engi ne: T i i ssi
213.8.204.77  |israel 147.237.77. 243 |robi L e. i of .1 Streamng Engine: TCP Invalid segnent retransmssion. | ., 30
Inval id Retransm ssion Packet dr opped.
83.77.244.54 Sntzerl and 147. 237. 76. 147 |chi nuch. aka.i df . i | SYN At ack SYN -> SYN-ACK -> Ti meout |nonitor 26
83.77.244.54 Shitzerl and 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |alert 25
46.19.85. 4 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber noni tor |24
83.77.244.54  |Snitzerland 147.237.76.147 |chinuch. aka. idf.i1  |[Bad TOP sequence i’:ur:rt‘é:nsmt wthdifferent | onitor |22
63.143.225.22 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
83.77.244.54  |Swtzerland 147.237.76. 147 |chinuch.aka.iof i1 |Bad TCP sequence i’:ur:rt\cr:nsmt wWth different | ert 20
46.19.85. 4 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACGK nunber aert 19
31.13.167. 141 |Aestinan Termitoy, \7 537 77, 216 |dover. i df il drop First packet ism't SWN drop 15
Qccupi ed
85. 250. 122. 216 [l srael 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Tineout [monitor |12
. . SWNretransnmit wth different .
79.180. 230. 182 |l srael 147.237.77.234 |halag.idf.il Bad TCP sequence vi ndow scal e noni t or 11
83.77.244.54 S tzerl and 147.237. 76. 147 |chi nuch. aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
188. 120. 154. 7 | srael 147.237.77.233|ata .idf.il dr op First packet isn't SN drop
46.19. 85. 36 I'sr ael 147.237.77. 226 " chamatz. aka. 1df |qyn At ack SYN -> SYN-ACK -> RST monitor |9
46. 19. 86. 40 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 86. 40 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
178.216.76.98 |Russian Federation |[147.237.77.216|dover.idf.il drop First packet isn't SYN drop
46.19.86.165  |[Israel 147.237.77. 226 [} chanatz.aka.idf |ga4 TOP sequence Inval i d ACK nunber moni tor |7
S ream ng Engi ne: TCP i issi
176.13.15.178 |Israel 147.237.77. 243 |nobil e.i of . mng tngihe- 1 Invalid segment retransmssion. |, 6
Inval id Retransm ssion Packet dropped.
46. 19. 86. 40 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 242 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 242 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
185.120. 126. 32 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 86. 40 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 6
141.226.218.4 |Israel 147.237.77. 226 ‘“:"I"“ha”mz'aka"df drop First packet ismt SWN drop 6
46. 19. 85. 242 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert
46.19. 86. 29 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor
S ream ng Engi ne: TCP i issi
5.144.63.5 I'srael 147.237. 76. 200 |ei tan. aka. i df .1 mng tngihe- 1 Invalid segnent retransmssion. |, 6
Inval id Retransm ssion Packet dropped.
46. 19. 85. 242 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber nonitor |6
202.83.120.30 I ndonesia 147.237.76.147 |chinuch aka.icf.il  |Bad TCP sequence i’:;:;é:”smt wehdifferent | ey 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
202.83.120.30 I ndonesia 147.237.76. 147 |chinuch aka.icf.il  |Bad TCP sequence i’:ur:rt‘é:m”"t wthdifferent | onitor |5
84.108. 20. 61 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST nonitor |5
95. 35, 135. 80 I srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST monitor |5
109. 253. 156. 76 |l srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 5
46.19. 85. 113 I srael 147.237. 77. 216 |dover.i df . i1 Bad TCP sequence Inval i d ACK nunber aert 4
s SYN+ACK retransmt wth .
31.154. 81. 20 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence different vindow scal e monitor |4
2.55. 55. 164 I srael 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST mnitor |4
46.19. 85. 113 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni tor |4
77.138.146.46 |Fance 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
85. 130. 234. 154 |l srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [nonitor |4
46.19. 85. 36 I'srael 147.237.77. 226 [} chanatz.aka.1df a4 TOP sequence Inval i d ACK nunber moni tor |4
Streaning Engine: TCP Inval i d segnent retransnission
66. 249. 64. 148 |Whited Sates 147.237.76.86 |navy.idf.il . .. " |drop 3
Inval id Retransm ssion Packet dr opped.
46. 19. 86. 110 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
188. 120. 148. 45 |l srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber noni t or
S reaming Engi ne: TCP i issi
37.26.149.149 | srael 147.237.77. 243 |nobi l e i f i | mng Ehgine: 7 Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dr opped.
46.19.86.142  |israel 147.237.76.31 |nakchal i df . Bad TCP sequence STNACK retransmt with moni tor (3
di fferent w ndow scal e
85. 130. 234. 120 [lsrael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
88.202.218. 242 |United Kingdom|147.237.0.19 |[nadi matal.idf.i[Dstributed Suspicious Response Code Bl ock 150
176.13.251.62 |lIsrael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 103
2.53.57. 46 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 6
46. 19. 86. 221 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 6
- - . {lhaut hori zed URL Access to
87.70.241.253 |[Israel 147.237.0.19 |nadimatal .idf.i nadi matal .1 df i |/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 4
2.55.167. 142 I srael 147.237.77.243|nobi | e. i df . i | Ml tipl e Unauthorized URL Access from2.55. 167. 142 Bl ock
37.142.224.121 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
. . - Unaut hori zed URL Access to
2.55.167. 142 | srael 147.237.77. 243 nobi | e. i df . | nobi | e.idf.il/categorytenpl ates/|istchilddocunent s/ 1362 Bl ock 3
31.154.81.21 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
. . Unaut hori zed Met hod PCBT for
81. 18. 206. 13 Pol and 147.237.72. 166 |aka. i df . i | v aka, i df i |/ mai n/ gi yus/ yahash2017/ | obby. aspx B ock 2
89.139.177. 4 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
77.139.69.119 |Fance 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df . il/mai n/ sachar B ock
. - D stributed Lhaut hori zed URL Access on
66. 249. 69. 14 I srael 147.237.77. 216 |dover. i df .i | v i df i |/ at al 1/ zkor / vi ew i . asp B ock 2
] . . Unaut hori zed Met hod PCST for
107.77.161. 3 Uhited Sates |147.237.72.166|aka.idf.il vown aka, i o i |/ rai v har edi s Ul i i st aspx B ock 2
79.183.11. 148 [Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock
109. 253. 197. 25 |l srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode B ock
. ; D stributed Lhaut horized URL Access on
77.125.35.208 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . . Unaut hori zed URL Access to
180.76.15. 33 China 147.237.76.42 [refuah.idf il 147. 237. 76. 42/ shared/ cl i ent scri pts/ui /i 18n/j query-ui -i 18n.j s Bl ock !
] ; ] D stributed Whaut horized Method for Known URL on
66. 102. 6. 21 Uited Sates |147.237.72.166|aka.idf . il o akaL i o i1/ i sachar/ vi ysl i p. aspx B ock 1
37.26.148.193 [Israel 147.237.77. 216 |dover.idf . il SSL Untraceabl e Connection - Cpen Mde None 1
. . D stributed Unaut hori zed URL Access on
79. 180. 230. 182 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | D stributed Waut hori zed URL Access on 147.237. 72. 166/ B ock 1
141. 226. 161. 53 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. ; D stributed Lhaut horized URL Access on
84.108.20.197 |Israel 147.237.77.233|atal .idf .il 147. 237.77. 233/ 1134- hel at al . aspx B ock 1
77.138.185. 180 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for waw aka.idf.il/ishurim B ock 1
207.46.13.176 |Wited Sates |147.237.72.166|aka.idf.il Lhknown Paraneter catid in aka.idf.il/nai n/sachar/fag. aspx None 1
] . - D stributed Unaut hori zed Method for Known URL on
66.102.9.2 Lhited Sates  [147.237.72.166 |aka. i df . il vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
. . O stributed Unaut hori zed URL Access on
79.181.62.217 |Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx B ock 1
66.249.76.101 |Israel 147.237.77.234|hal ag. i df . il Lhaut hori zed URL Access to www | ogistics.atal.idf.il/m B ock 1
176.13.15.178 |l srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock
46. 116. 93. 28 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None
. . D stributed Unaut hori zed Met hod for Known URL on
84.241.215.219 [Netherl ands 147.237.72. 166 |aka. i df . i | o akaL i o i1/ i sachar/ vi ysl i p. aspx B ock 1
213.8.204. 38 I srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
Unaut hori zed URL Access to
66.249.64. 141 [Israel 147.237.77.74 [lawidf.il vwwy nag. i df . i 1/tenpl at es/ t enpl at econt rol s/ news/ si p_st orage/ fi | es/ 7/ 143 |Bl ock 1
7. pdf/
46. 19. 85. 137 I srael 147.237.77. 216 |dover . i df . i | Illegal HITP \ersion B ock 1
93.172.216.173 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
79.181.235.199 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock
. . SS. Lhtraceabl e Gonnection - Protocol violation
66.249. 76. 117 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN GLI ENT FELLO) None 1
. . Unaut hori zed URL Access to
46.117.232.79 |israel 147.237.77. 216 |dover. i df . il wowv i o i1/1i kshuv/ si t el t enpl at es/ cont rol | er. asp B ock 1
85. 65.220. 142  |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shar ed/ reset . css B ock 1
5. 29. 213. 220 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for vww aka. i df.il/nai n/sachar/fag. aspx B ock 1
. . D stributed Waut horized Method for Known URL on
77.139. 237. 125 |France 147.237.72. 166 |aka. i df . i | vt aka, i df i 1/ mai r/ gi yus/ yahash2017/ | obby. aspx B ock 1
213. 8. 204. 64 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
46.19. 85. 137 I srael 147.237.77. 216 |dover.idf . il Mal formed URL en-us, en; g=0. 8, he; q=0. 6 Bl ock 1
77.124.27.32  |israel 147.237.72. 166 |aka. i df . i | llegal Byte Qode Character in R /mai kapat2//resfi012 B ock 1
our ces/ i nages/ i nner page/ goback. gi f
176. 195. 174. 8 F“SS;:I”ion 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod POST for aka.idf.il/mai n/ home/ def aul t . aspx B ock 1
. . Paraneter Type M ol ation ctl 00$Cont ent Pl acetbl der 15t xt Gontent i n
46.120. 242. 148 [l srael 147.237.76.42 |refuah.idf.il vown ref U, at al i df .i 1/ 1518- he/ ref uah. aspx B ock 1
- . D stributed Unaut hori zed Met hod for Known URL on
77.139.237. 125 |Rrance 147.237.72. 166 |aka. i df . i | vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
66. 249. 69. 127 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9688- he/ r ef uah. aspx |B ock 1
. . . D stributed Unaut hori zed Met hod for Known URL on
217. 158. 205. 113|Uni ted Ki ngdom|147.237.72. 166 [aka. i df . i | vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx Bl ock 1
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