09-27-2016-20:04:05 to 09-27-2016-21:04:05

@
1"PT SwNn L)

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |
5, 000"
4, 000+" M aka.idf.il
1. M chi nuch. aka. i df . i
3. 0001 M dover.idf.il
- M refuah.idf.il
Nunber 2 000:' M navy.idf.il
Att(zlcks 1, 000+ M nobi le.idf.il
I hal ag.idf.il
0- ) : . Beitan aka. idf.il
.\&' .\6\’ .\8\' .\6\’ .\6\' .\6\’ .\6\’ N & N aman.idf.il
N AR S NG N é@?‘\ N Watal . idf.il
& RS &Q‘} i\ (@0 & ' \,§
(\0 >

Top Tar get

M 87.69.75. 24
83. 77. 244. 54
I 104. 249. 224. 225
84.109. 45. 70
M 46. 116.93. 28
M 85. 130. 212. 225
[ 62. 219. 193. 52
M 27.55. 64. 138

%

Q' P P N M 109. 253. 140. 91
. 0y . Dy . D> QO
) Vv 9 > N &
© Q> N © 0
N ) o3 o © %
N N > 3 oy ©
® Y

Top Attackers



09-27-2016-20:04:05 to 09-27-2016-21:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |site |Signature Device Action



09-27-2016-20:04:05 to 09-27-2016-21:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




09-27-2016-20:04:05 to 09-27-2016-21:04:05

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

213.57.232.165 |[147.237.0.34 |lIsrael tikshuv.iof.il ET SCAN NVAP -sA (2) 1
185. 129. 148. 230(147. 237.0.35 |Latvia akavs. i df .il ET SCAN NVAP -sS wi ndow 1024 1
91.201.236.50 |147.237. 72. 156 |krai ne anan.idf.il ET SCAN NVAP -sS w ndow 3072 1
91.201.236.50 [147.237.72. 156 |krai ne anan.idf.il ET SCAN NVAP -f -sS 1
46.183.223.228 |147.237.8.50 |[Latvia e.tikshuv.idf.il [ET SCAN Potential SSH Scan 1
202.155.58.28 [147. 237. 76. 148 |I ndonesi a gacenter. aka. i df .i [ET SCAN NVAP -sS wi ndow 1024 1
167. 56. 14. 97 147. 237. 72. 167 |Ur uguay i shuri maka.idf.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connections, 1
Potential Scan or Brute Force
91.201.236.50 |[147.237.72. 156 |krai ne anan.idf.il ET SCAN NVAP -sS w ndow 2048 1
46.183.223.228 [147.237.76.30 |Latvia hi nush. i df i ET SCAN Potential SSH Scan 1




09-27-2016-20:04:05 to 09-27-2016-21:04:05

|Top Attackers In FW |

Attacker Address

A tacker

Target Address
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Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

w ndow scal e

87.69.75. 24 I srael 147.237.72. 166 |aka i df .i | Rot 1 ansn Ssi on Packet. dr opped. drop 936
84.109.45.70  |israel 147.237.76.42 |refuah.idf.il  [Bad TOP sequence md;irsirz"zt wth different moni tor (33
83. 77.244.54 Sii t zerl and 147. 237. 76. 147 |chi nuch. aka. i df . i I|fSYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 24
83.77.244.54 Saitzerl and 147. 237. 76. 147 |chi nuch. aka. i df . i I|{SYN At t ack SYN -> SYN-ACK -> Ti meout alert 23
62.219.193.52 |israel 147.237.77. 234 |hal ag. i df . i | Bad TCP sequence mdgirsi”;"zt With different monitor |21
83.77.244.54  |Swtzerland  [147.237.76. 147 |chinuch. aka.icf.il|Bad TCP sequence izlur:tncrgnsmt Wth different moni tor |21
27.55.64.138  |Thailand 147.237.77. 243 |vi e i1 | €M NG Enginer TP Invalid invalid segnent retransmssi on drop 20
Ret r ansni ssi on Packet dropped.
83.77.244.54  |Swtzerland  [147.237.76.147 |chinuch. aka i cf.il|Bad TCP sequence izlur:tncrgnsmt Wth different alert 19
212.235.68.78 |israel 147. 237.76. 200 [ei tan aka i o1 [ €M NG Enginer TCP Invalid invalid segnent retransmssi on drop 18
Ret r ansni ssi on Packet dropped.
83.77.244.54 Swi t zer| and 147. 237. 76. 147 |chinuch. aka. i df . i [|Bad TCP sequence Inval i d ACK nunber noni t or 14
191. 99. 166. 201 |Ecuador 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 12
178.122.58. 131 |Belarus 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
104. 249. 224. 225|Canada 147.237. 76. 147 |chi nuch. aka. i of .1 |Bad TOP sequence izlur:tncrgnsmt Wth different moni tor |11
104. 249. 224. 225|Canada 147. 237. 76. 147 |chinuch. aka. i df . i [|Bad TCP sequence Invalid ACK nunber noni t or 11
185. 120. 126. 36 |l srael 147. 237. 77. 216 |dover i df .i Bad TCP sequence mﬁsg reansm wehdifferent Jopnitor |11
104. 249. 224, 225|Canada 147. 237, 76. 147 |chi nuch. aka i of .1 {Bad TCP sequence i:';J;;é:nsmt wth different alert 11
100. 92. 5. 163 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 10
185. 120. 126. 36 |Israel 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or
46. 19. 85. 195 I 'srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber noni t or
2.53.181.1 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop
79.177.30.130 i srael 147.237.76.42 |refush.idi.il  [Bad TOP sequence SiNretransmt wth different aert 8
w ndow scal e
104. 249. 224. 225|Canada 147. 237. 76. 147 |chi nuch. aka. i df .i I|[SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or
123.231.111. 200|Si Lanka 147. 237. 77. 216 |dover i df . i drop First packet isn't SN drop
46. 19. 85. 195 I 'srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Invalid ACK nunber alert
79.177.30.130 i srael 147.237.76.42 |refuah.idf.il  [Bad TOP sequence Vﬂdﬁrsa'cz"y with different mnitor |8
46. 116. 93. 28 | srael 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 8
46. 19. 85. 29 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
37.26.149. 148 |Israel 147.237.72. 166 |aka. i of .i SYN At t ack SYN -> SYN-ACK -> RST monitor |7
46. 19. 85. 20 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
172.58.144. 209 [Wnited Sates |147.237.77.216 [dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |7
5.22.134.235  [Israel 147.237.76.30 |hinush.idf. il Bad TCP sequence I'nvali d ACK nunber monitor |6
85.130. 212. 225 |l srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
2.53.168.154  |israel 147. 237.76. 200 [ei tan aka i o1 [o! S NG Enginer TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
5.22.134.164  |Israel 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |6
85.130. 212. 225 |l srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 6
109. 253. 140. 91 [Israel 147. 237.72. 166 |aka i df .i SYN At ack SYN -> SYN-ACK -> RST mnitor |6
46.116.93.28  |Israel 147.237.72. 166 |aka i df .i Bad TCP sequence mnitor |6
46. 19. 85. 20 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
85.130. 212. 225 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
109. 253. 150. 53 [Israel 147.237.77. 234 |hal ag.i df . i | SYN At t ack SYN -> SYN-ACK -> RST mnitor |5
79.178.255. 196 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 5
104. 249. 224. 225|Canada 147. 237. 76. 147 [chi nuch. aka. i df . i I[SYN At t ack SYN -> SYN-ACK -> Ti meout aert 5
46.19. 85. 243 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 5
80. 246. 136. 241 |Israel 147.237.72. 166 |aka i df .i SYN At t ack SYN -> SYN-ACK -> RST mnitor |5
2.53.181. 1 I sr ael 147. 237.72. 166 |aka.i df .i SYN At ack SYN -> SYN-ACK -> RST mnitor |5
46.19.85.243  |israel 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |5
5.22.134.82 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 5
80. 246. 137. 182 | srael 147. 237.77. 216 |dover i df .i | Bad TCP sequence mﬁsg reansm wthdifferent | nitor |5
2.55.139. 32 | srael 147.237.72. 166 |aka. i df . il SYN Att ack SYN -> SYN-ACK -> RST noni t or 5
176.13.17.98  [Israel 147. 237.77. 216 |dover i df .1 | Bad TCP sequence SNeAK retransmt wth different | oo g
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
87.69. 75. 24 | srael 147.237.72. 166 |aka. i df . i | Aut onat ed Mul nerabi | ity Scanning VL B ock 3084
87.69.75.24 I srael 147.237.72. 166 |aka. i df . i | Mil tiple Abnormal |y Long Request from 87.69. 75. 24 B ock 1325
89.138.97. 76 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 89.138.97.76  |B ock 6
77.138.175.180 |France 147.237.72. 166 |aka. i df . i | Distributed thauthorized hethod for Known URL on B ock 3
wn aka. i df . i |/ nai n/ sachar

31.210.187.90 [israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock

61.0.62. 122 I ndi a 147.237.72.166 |aka. i df . i | Uhaut hori zed Met hod PCST for wwy aka. i df.il/ishurindnai n/ B ock
66.249.69.14  |Israel 147.237.77. 216 |dover. i df . i | Distributed Whaut hori zed LR Access on B ock 2

wan i df i | /atal /i zkor/ vi ew i ngt op. asp

. . Unhaut hori zed Met hod PCST for
5.102. 229. 57 I srael 147.237.72. 166 [aka. i df . i | v aka, i o i |/ nai v r abanut/ cont act us. aspx B ock 2

. . D stributed Whaut hori zed URL Access on
66. 249. 69. 18 I srael 147.237.77. 216 |dover.i df . il v df i 1/ at al 1/ zkor/ vi ew i ngt op. asp B ock 2

. . Unhaut hori zed Met hod HEAD f or
89.138.97. 76 I srael 147.237.72. 166 [aka. i df . i | voww aka. i o i |/ nai v gi yus/ general . aspx B ock 2

www. chamat z. aka. i d

66. 249. 75. 42 | srael 147.237.77. 226 £l Lhaut hori zed URL Access to waw chanat z. aka. i df . i 1/404. aspx B ock 2
. . S Whtraceabl e Gonnection - Protocol violation
77.127.241.20 |Israel 147.237.72. 156 |anan. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
185.32.179.41 |israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
. . D stributed Uhaut hori zed URL Access on
66. 249. 69. 14 I srael 147.237.77.216|dover. i df .i | v i df i 1/ at al 1/ zkor / vi ew i . asp Bl ock 1
2.55.171. 221 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1411- he/ at al . aspx B ock 1
66.249.69.72  |israel 147.237.76.42 |refuah.idf.il thaut hori zed UR. Access to Bl ock 1

147. 237. 76. 42/ 994- 8925- he/ r ef uah. aspx
66. 102. 9. 3 Whited Sates |147. 237.72. 166 [aka. i df . i | Distributed Unauthorized Method for Known LRL on B ock 1
waw aka. i df . i |/ mai n/ hone/ def aul t. aspx

Unknown Paranet er ctl 00$ct | 00$cphMai nScphSachar $ct |1 09 in

95.86.113.217 |[Israel 147.237.72. 166 [aka. i df . i | voww aka. i o i |/ nai v sachar / pays] i ps. aspx None 1
84.109. 45. 70 I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx  |Bl ock 1
39.33.75.70 Paki stan 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock 1
. . D stributed Whaut horized Met hod for Known URL on
77.138. 30. 92 France 147.237.72. 166 [aka. i df . i | W aka, i df i1/ rai n sachar Bl ock 1
213.57.156.39 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mude None 1
61.0.62. 122 I ndi a 147.237.72.167|i shuri maka.i df .i | Lhtraceabl e SSL Sessi ons: Qpen Mvde None 1
77.138.231.25 |France 147.237.77.234|hal ag. i df . | Dstributed thaut horized URL Access on Bl ock 1

147.237. 77. 234/ i nages/ shared/ bul | et 1. gi f

; ; Unaut hori zed URL Access to
66.249.69. 127  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8750- he/ r ef uah. aspx B ock 1

D stributed Whaut horized Met hod for Known URL on

66.102.9.5 Wited Sates [147.237.72.166[aka. i df . il vaw aka. i . i 1/ mai n/ home/ def aul t . aspx B ock 1
129.113.57.28 |Uhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v i df .il/894-en/i df gdover. aspx B ock 1
85. 65. 32. 188 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i | Unaut hori zed LRL Access to waw chi nuch. aka. i df . il/404. ht m B ock 1
39.33.75.70 Paki stan 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to ww i df.il/wp-1ogin. php B ock 1
77.138. 30. 92 France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCBT for ww aka. i df . il /mai n/ sachar Bl ock 1
2.53.18. 221 I srael 147.237.76.42 |refuah.idf.il thaut hori zed URL Access to B ock 1

147.237. 76. 42/ st yl e/ shar ed/ | ayout dev. css

Unknown Paranet er ctl 00$ct | 00$cphMai n$cphSachar $cb14847597 i n
ww aka. i df . i | / mai n/ sachar/ paysl i ps. aspx

. . D stributed Unaut hori zed Method for Known URL on

77.139.11. 127 |Fance 147.237.72. 166 |aka. i df . i | vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1

Uhaut hori zed Met hod PCST for

62.90.234.189 |[lIsrael 147.237.72. 166 |aka. i df . i | None 1

66.102.9.8 Lhited Sates |147.237.72. 166 |aka. i df . il S o . B ock 1
wwy aka. i df . i |/ nai n/ gi yus/ si t enap. aspx
157.55.39. 149 |Uited Sates [147.237.72. 166 |aka. i df .i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
85. 65. 168. 63 I srael 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wwidf.il/https:/wwidf.il/ B ock 1
. . Unknown Parameter _ VI EASTATEENCRYPTED i n
46.19. 85. 31 I srael 147.237.72. 166 [aka. i df . i | voww aka. i o . i 1/ nai 1V gi yus/ | ogi n. aspx None 1
2.53.181.1 I srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
77.138.72.204 |France 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 1
66. 249. 69. 22 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/atal 1/izkor/print_text.asp B ock 1
62.219.193.52 | srael 147.237.77. 234 |hal ag. i df . i | that hor zed URL Access to Bl ock 1

147.237. 77. 234/ i nages/ shared/ bul | et 1. gi f
. . D stributed Whaut horized URL Access on
95. 86. 112. 83 I srael 147.237.77.234|hal ag. i df . il 147. 237 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1

D stributed Unaut hori zed URL Access on

31.210.187.90 [Israel 147.237.77.233(atal .idf.il 147, 237, 77. 233/ 1134- hel at al . aspx B ock 1
79.177.30.130 |[lIsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css  |B ock 1
68.180.231.57 |lnited Sates [147.237.77.216|dover.idf .il Paraneter Type Mol ati on PageNumin w i df . i|/1380- he/ dover . aspx |Bl ock 1
167. 114. 234. 155|France 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
66. 249. 64. 41 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
46.19. 85. 234 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
2.53.182. 146 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
77.138.129. 195 |France 147. 237.72. 166 |aka. i df . i | thaut hori zed Met hod POST for B ock 1

wan aka. i df . i1/ nai n/ sachar/ vi ewpaysl i p. aspx
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