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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
84.108. 77. 141 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
8. 37. 225. 186 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack_Con Htp drop 3
109. 253. 208. 90 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 3
183. 60. 48. 25 Chi na 147.237.0. 34 tikshuv.idf.il |Frk _Under Attack Con_Tcp drop 2
77.138. 33. 151 Fance 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
71.6.158. 166 Lhited Sates 147.237.76. 199 e. nakchal .idf.il|B ack List drop 1
5.28.174.5 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
54.72.73. 168 Irel and 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count

151. 80. 31. 171 France 147. 237.76. 31 nakchal .idf.il C1000146: HITP.  AhrefBot craw er B ock 1




09-27-2016-19:04:01 to 09-27-2016-20:04:01

|Top Attackers In |D|

Attacker Address |Target Address |Attacker Qount ry |Signature

88.202.218.246 |[147.237.77.216 |Wnited Ki ngdom dover.idf.il portscan: TCP D stributed Portscan 1
202. 155. 58. 28 147.237.76.38  |Indonesia e.e.nmeitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66. 249. 93. 157 147.237.76.86  |Europe navy. i df.il ET SCAN NVAP -sA (2) 1
183. 60. 48. 25 147.237.76.177 |China ncore.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
58.218.200. 137 [147.237.77.216 [China dover.idf.il ET SCAN Potential SSH Scan 1
124. 8. 223. 198 147.237.76.199 |Taiwan e.nakchal .idf.il ET SCAN Potential SSH Scan 1
58.218.200. 137 [147.237.76.31 [China nakchal .idf.il ET SCAN Potential SSH Scan 1
124. 8. 223. 198 147.237.76.177 |Taiwan ncore.idf.il ET SCAN Potential SSH Scan 1
58.218.200. 137 [147.237.0.17 Chi na m ny-kosher - kravi . i df . i ET SCAN Potential SSH Scan 1
124. 8. 223. 198 147.237.76.39  [Taiwan nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
46.183.223.228 [147.237.0.19 Latvia madi matal .idf.il ET SCAN Potential SSH Scan 1
109. 60. 153. 178  |147.237.77.121 |Russian Federation e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.8.78.63 147.237.77.176 |Palestinian Territory, Qecupied |natpash.idf.il ET SCAN NVAP -sA (2) 1
91. 201. 236. 50 147.237.77.121 |kraine e.navy.idf.il ET SCAN NMAP -sS wi ndow 3072 1
91. 201. 236. 50 147.237.77.121 |Wraine e.navy.idf.il ET SCAN NVAP -f -sS 1
66. 249. 93. 158 147.237.76.86  |Europe navy. i df il ET SCAN NVAP -sA (2) 1
202. 155. 58. 28 147.237.0. 35 I ndonesi a akavs. i df . il ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 69. 13 147.237.76.42  |united Sates refuah.idf.il ET SCAN NVAP -sA (2) 1
183. 60. 48. 25 147.237.0. 17 Chi na mny- kosher -kravi . i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
58.218.200. 137 [147.237.76.196 [China e.svivaidf.il ET SCAN Potential SSH Scan 1
124. 8. 223. 198 147.237.76.197 |Taiwan e. hinush. i df .| ET SCAN Potential SSH Scan 1
58.218. 200. 137  [147.237.0.35 Chi na akavs. i df . il ET SCAN Potential SSH Scan 1
124. 8. 223. 198 147.237.76.176 |Taiwan test.ncore.idf.il ET SCAN Potential SSH Scan 1
46.183.223.228 [147.237.76.42 |Latvia refuah.idf.il ET SCAN Potential SSH Scan 1
109. 60. 153. 178  |147.237.77.235 |Russian Federation sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.183.223.228 [147.237.0.16 Latvia ny- kosher -kravi .i df . i | ET SCAN Potential SSH Scan 1
109. 60. 153. 178  [147.237.0.15 Russi an Federation kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
24.173.213.138 |[147.237.76.200 |[lhited Sates eitan aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 50 147.237.77.121 |kraine e navy.idf.il ET SCAN NMAP -sS wi ndow 2048 1




09-27-2016-19:04:01 to 09-27-2016-20:04:01

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
8. 37.225. 186 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 163
80.81.23.7 Ger many 147.237.77. 176 |nat pash. i df . il drop Frst packet isn't SYN drop 63
8.37.225. 186 Lited Sates 147.237.77. 216 |dover. i df . i SYN At tack SYN -> SYN-ACK -> Timeout |nonitor |62
79.177.183.245 |Israel 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |30
s SYNWACK retransnmt with .
79.177.183. 245 |Israel 147.237.72. 166 |aka. i df il Bad TCP sequence differert vi ndow scal e monitor |30
212.235.68.46 |[Israel 147.237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 24
. . SYNtAXK retransmt with .
212.235.68.46 |lsrael 147.237.72. 166 |aka. i df .il Bad TCP sequence di fferent i ndow scal e noni t or 24
5.22.134.235 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval id ACK nunber nonitor |18
185. 32. 179. 166 |Israel 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> RST noni t or 17
83. 77. 244. 54 Swit zerl and 147. 237. 76. 147 |chi nuch. aka. i of . i [|SYN At t ack SYN -> SYN-ACK -> Ti neout alert 14
185. 32.179. 166 |l srael 147.237. 72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Timeout |nonitor |14
83. 77.244.54 Si t zerl and 147. 237. 76. 147 [chi nuch. aka. i df . i I[SYN At t ack SYN -> SYN-ACK -> Timeout |nonitor |14
s SYNWACK retransnmt with .
185. 32, 179. 166 |l srael 147.237.72. 166 |aka. i df i Bad TCP sequence different vindow scal e noni tor |13
178. 193. 139. 232|Sntzerl and 147. 237. 76. 147 |chi nuch. aka. i df . i [|SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 13
46.19. 86. 236 | srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 12
Sreaming Engine: TCP Invalid i
213.57.237.210 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g I nval i d checksum Packet drop 12
Checksum dr opped.
83.77.244.54  |Swtzerland 147. 237. 76. 147 |chi nuch. aka. i of . i |Bad TCP sequence i’:ur:rzcr:nsmt wthdfferent — Jopnitor |12
e SYN+ACK retransmt wth .
2.53.14.43 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence different wi ndow scal e noni tor |11
178.193. 139. 232|Swi t zer| and 147. 237. 76. 147 |chi nuch. aka. i of . i |Bad TCP sequence i’:ur:rzcr:nsmt wWthdfferent  Jopnitor |11
178. 193. 139. 232|Sw t zer| and 147. 237. 76. 147 |chi nuch. aka. i df . i Il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 11
178.193. 139. 232|Sw t zer| and 147. 237. 76. 147 |chi nuch. aka.i df .1 |Bad TCP sequence i’:ur:;:”smt wehdfferent ) et 11
46.19. 86. 73 | srael 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
Sreaming Engine: TGP Invalid i i ssi
2.53.21.91 I'sr ael 147. 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. | 9
Ret ransnm ssi on Packet dropped.
80.178.148.55 |Israel 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |9
83.77.244.54  |Sitzerland 147. 237.76. 147 |chi nuch. aka.i of . i |[Bad TCP sequence i’:ur:rt]gsnsmt wth different ) oy 9
168.103.118.2 |Uhited Sates 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or
79.177.30.130 |lsrael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
46.19. 86. 74 I srael 147.237.0.34 |tikshw.idf.il  [Bad TCP sequence Inval i d ACK nunber noni t or
79.177.30.130 I srael 147.237.76.42 |refuahidf.il  [Bad TOP sequence SYNCACK retransmt W th moni tor |8
di fferent w ndow scal e
213.57.87.62 | srael 147.237.72. 156 |anan. i df . il dr op First packet isn't SYN drop 8
46. 19. 85. 66 I srael 147.237.72. 167 |i shuri maka.i df . i [SYN At t ack SYN -> SYN-ACK -> RST monitor |7
109. 253. 135. 231 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 7
109. 253. 143. 41 |l srael 147.237.77. 176 [matpash.idf.il  [SYN At t ack SYN -> SYN-ACK -> RST nonitor |7
109. 253. 196. 99 |l srael 147.237.72. 166 |aka. i df .il dr op First packet isn't SYN drop 7
Sreamng Engine: TCP Invalid i i ssi
80.246.139.32 | srael 147. 237.77. 243 |mobi le. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
2.55.168.240  |israel 147. 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
80. 246. 140. 223 | srael 147. 237.77. 243 |mobi le. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dr opped.
46. 19. 85. 106 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval id ACK nunber nonitor |6
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 71 I'srael 147.237.77. 243 |nobi l e, i df .1 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
176. 13. 234. 195 | srael 147. 237. 77. 243 |robi | e i df . i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansn ssi on Packet dr opped.
2.55.63. 248 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or
46. 19. 85. 103 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert
80.178.148.55 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 23 I'srael 147.237.77. 243 |nobi l e. i df .1 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dr opped.
83. 77. 244. 54 S tzerl and 147.237.76. 147 |chinuch. aka.i of .i l[Bad TCP sequence Invalid ACK nunber noni t or 6
31.223. 189. 140 g";'cisgi'géa” Territory 47, 237. 77. 176 |matpash.idf i1 |SYN At t ack SYN -> SYN-ACK -> Tinmeout |nonitor |6
46. 19. 85. 103 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |6
46. 19. 85. 106 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber aert 5
84.111.157.28 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |5
37.26.149.246 |lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.53. 4. 167 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 81
82.166. 240. 204 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 26
176. 13. 232. 218 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 17
46. 19. 86. 166 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 14
. . Uhaut hori zed Met hod PCST for
77.138. 26. 59 France 147.237.72. 166 [aka. i df . i | v aka. | df i |/ mai rv i yus/ book et s. aspx B ock 5
2.53. 161. 69 I srael 147.237.77. 243 |nobi | e. i df . i | Paraneter Type Mol ation Repeat Passvord in B ock 4
nobi | e. i df.il/sachar/changepasswor d
23.109.37.250 |lnited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to www aka. i df.il/" Bl ock
46.19. 86. 134 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock
109. 67. 153. 147 |Israel 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock
. . . D stributed Whaut horized Met hod for Known URL on
91. 90. 13. 147 Lkr ai ne 147.237.72. 166 [aka. i df . i | vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 2
66.102. 9. 154 Lhited Sates 147.237.72. 156 |anan. i df . i | O stributed Uhaut hori zed URL Access on waww anan.idf.il/favicon.ico |B ock 2
2.53.42.4 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
37. 46. 37. 107 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
46. 19. 85. 23 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
66.102. 6. 23 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Method PCST for waw aka. i df .il/nai n/ hone/ def aul t. aspx |B ock 2
84.109.71.119 |israel 147.237. 72. 156 |anan. i df . i | g,ls;' (frll)e Untraceabl e SS. Sessions from84.109.71. 119 (hknown S 1
66.249. 64. 150 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/giyus/ hebrew asp/rec. asp B ock 1
. . D stributed Whaut horized Met hod for Known URL on
77.139.38.191 |France 147.237.72. 166 [aka. i df . i | vaww aka, i df . 1/ mai n/ gi yus/ yahash2017/ | obby. asp B ock 1
46.19.85. 71 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode Bl ock
207.46.13.176 |Lited Sates 147.237.72. 166 |aka. i df . i | Uhknown Paraneter docid in aka.idf.il/mnain/haredi nmgeneral . aspx None
] . . D stributed Whaut horized Met hod for Known URL on
69. 150. 27. 28 Lhited Sates  [147.237.72. 166 |aka. i df .i | vow aka i df . i 1/ mai n/ home/ def aul t . aspx B ock 1
66.249.69.18  |Israel 147.237.77. 216 |dover . i df . i | Ostributed thaut hori zed LR Access on B ock 1
vwwy i df . i | /atal 1/i zkor/ vi ew i ng. asp
66. 249. 76. 58 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/main/snalinihtm/5. asp Bl ock 1
157. 55. 39. 70 Uited Sates  |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df . i/ dover/sitel honepage. asp Bl ock 1
84.109.71.119 |Israel 147.237.72. 156 |anan. i df . i | SSL Wntraceabl e Connection - Unknown SSL Sessi on None 1
. . Uhaut hori zed URL Access to
66.249. 64. 151 |l srael 147.237.76.86 [navy.idf.il v navy. | df i |/ 1132- 8613- he/ navy. aspx. aspx Bl ock 1
77.139.199. 184 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCBT for v aka. i df .il/ mai n/ kapat z/ B ock 1
. . Uhaut hori zed Met hod PCST for
76.10.176.221 [Canada 147.237.72. 166 [aka. i df . i | vow aka. i dff i 1/ mai v snal i n snal | m aspx B ock 1
66. 249. 69. 18 I srael 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ngt op. asp Bl ock 1
. . Uhaut hori zed URL Access to
66.249.64.9 | sr ael 147.237.72. 166 aka. i df . i | 147.237. 72. 166/ gi yus/ f or uni asp/ showf or um asp Bl ock !
Russi an . . D stributed Whaut horized Met hod for Known URL on
83.220.237.49 Federation 147.237.72. 166 [aka. i df . i | wan aka. i df . i |/ mai n/ hone/ def aul t . aspx Bl ock !
77.138.124.64 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/main/gi yus/ undefi ned/ B ock 1
66. 249. 76. 62 I sragl 147.237.72. 166 |aka. i df . i | Egst]_:llgltl)?ut ed Lhaut hori zed URL Access on aka.idf.il/sip storage/files/6/Y B ock 1
85. 65. 32. 188 I 'srael 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka.idf.il/404. htm Bl ock 1
66. 249. 64. 166 |l srael 147.237.77.243|nobi | e.i df . i | Mil ti pl e Unaut horized URL Access from 66.249. 64. 166 B ock 1
. . Unaut hori zed Met hod PCST for
77.139.242.51 |France 147.237.72. 166 |aka. i df . i | vaww aka, i df i |/ mai n/ gi yus/ yahash2017/ | obby. asp B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
717.125.20.98 | sr ael 147.237.72. 166 aka. i df . i | v aka. i df . i |/ mai n/ sachar / r equest paysl i pexpl anat i on. aspx None !
. . Uhaut hori zed URL Access to
66.249. 69. 127  |Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 994~ 8802- he/ r ef uah. aspx B ock 1
109. 253. 204. 178|I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Uhaut hori zed URL Access to
66.249. 64. 124 [Israel 147.237.72. 166 [aka. i df . i | aka.i df .i1/nil i it enpl at es/ i behazdaa. or g B ock 1
84.108.43.169 |Israel 147.237.72. 166 |aka. i df . i | Unknown Parameter _M EVBTATEENCRYPTED | n None 1
wwy aka. i df . i |/ nai n/ sachar/ nai | box. aspx
. . D stributed Whaut horized Met hod for Known URL on
77.138.226.229 |France 147.237.72. 166 [aka. i df . i | vaww aka, i df i |/ mai n/ gi yus/ yahash2017/ | obby. asp B ock 1
. . Unhaut hori zed Met hod HEAD f or
46.4.74. 42 Ger many 147.237.72. 166 [aka. i df . i | v aka i o i |/ brot her s/ ski ra/ def aul t . asp B ock 1
176. 13. 234. 195 |l srael 147.237.77.243|nobi [ e. i df . i | O stributed Suspicious Response Code Bl ock 1
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237. 72. 166/ edi mi yoman/ enl ar ge. asp |B ock 1
85. 65.190. 124 |l srael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 1
. . . Uhaut hori zed URL Access to
66.249. 64. 166 |l srael 147.237.77.243|nobi | e. i df . i | nobi | e.i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1680 B ock 1
66.102.6.3 Lhited Sates 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method PCST for www aka. i df . il/sachar B ock 1
79.178.54.104 |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwwidf.il/https:/wawidf.il/ B ock 1
5.22.134.235 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
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