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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
76.108. 139. 163 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 16

109. 64. 144. 35 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

180. 144. 140. 106 Japan 147.237.76. 34 yohal an.i df . il B ack List drop 1
77.125. 30. 143 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
185.94.111.1 Russi an Federation 147.237.76. 199 e.nakchal .idf.il |Back List drop 1

191. 96. 249. 37 Gile 147.237.76. 176 test.ncore.idf.il |Back List drop 1
52.33.211. 238 Lhited Sates 147.237.77. 243 nobi | e.idf.il JLM Purple Gon Linmit_Tcp drop 1
123.151. 42. 61 Chi na 147.237.76. 44 e.refuah.idf.il Bl ock_Udp All _Nets_Con_Limt drop 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
52.33.211.238 |147.237.77.61 |lhited Sates |e.cogat.idf.il ET SCAN Potential SSH Scan 2
52.33.211.238 [147.237.72.156|thited Sates |anan.idf.il ET SCAN Potential SSH Scan

201.73.83.242 [147.237.0.17 |Bazil mny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024
52.33.211.238 [147.237.8.14 |Whited Sates |e.orchot.idf.il ET SCAN Potential SSH Scan
163. 172. 169. 150(147. 237. 76. 30 LKJ?i;:gom hi nush. i df i | ET SCAN NMAP -sS wi ndow 1024
52.33.211.238 [147.237.0.16 |thited Sates |ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan

1

1

1

1

1
85. 64. 24. 251 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
46.121. 218. 163 [147. 237.77. 233 |l srael atal.idf.il ET SCAN NVAP -sSA (2) 1
82. 81. 84. 62 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
23.91.75.231 147.237.0.33 |lhited Sates |idf.il ET SCAN NVAP -sS w ndow 1024 1
78.129.171. 173 |147. 237.77. 233 LK?';gegom atal .idf.il ET SCAN Potential SSH Scan 1
2.55.15. 111 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
52.33.211.238 [147.237.77.216|Wited Sates |dover.idf.il ET SCAN Potential SSH Scan 1
2.53.142. 190 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
52.33.211.238 [147.237.72. 166 |Wited Sates [aka idf.il ET SCAN Potential SSH Scan 1
201.73.83.242 |147.237.0.17 |Brazil mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 4096 1
52.33.211.238 [147.237.8.24 |thited Sates |e.lifestyle.idf.il ET SCAN Potential SSH Scan 1
163.172. 238. 45 |147.237.8. 28 E?';;gom e.nobil eks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
52.33.211.238 |[147.237.0.33 |Uited Sates |[idf.il ET SCAN Potential SSH Scan 1
94.188. 158. 129 |147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
46.183.223.228 |147.237.76.31 [Latvia nakchal . i df.il ET SCAN Potential SSH Scan 1
84.108. 208. 196 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
37.26.147.148 |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
79.176. 9. 20 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1

, . |ET SCAN Behavioral Uwusual |y fast Termnal Server Traffic,
23.91.75.231 147.237.0.17 |Uhited Sates |mny-kosher-kravi.idf.il . . 1
Potential Scan or Infection

78.129.171. 173 [147.237.76. 199 E?';;gom e. nakchal .idf.il ET SCAN Potential SSH Scan 1
2.55.7.17 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
52.33.211.238 |147.237.77.205|thited Sates |prishaidf.il ET SCAN Potential SSH Scan 1
52.33.211.238 |147.237.76.34 |Wited Sates |yohalan.idf.il ET SCAN Potential SSH Scan 1
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A tacker

Attacker Address count ry Target Address |Ste Signature
185.10. 125. 63  |Hungary 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 56
Sreaning Engine: TQP Invalid i i ssi
27.55.45.165  |Thailand 147. 237. 77. 243 |nobi | e.i df .i | 9 =9 nval i d segnent retransmssi on. drop 40
Ret r ansni ssi on Packet dropped.
77.125. 30. 143 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 31
2.53.132.185 I srael 147.237. 72. 156 |anan.i df .i SYN At t ack SYN -> SYN-ACK -> RST noni t or 29
178. 193. 139. 232|Sw t zer| and 147. 237. 76. 147 |chi nuch. aka.i df . i [|]SYN At t ack SYN -> SYN-ACK -> Ti neout alert 27
178.193. 139. 232|Sntzerl and 147. 237. 76. 147 |chi nuch. aka. i df . i [|]SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 27
; . . SYNretransmt wth different .
73.132.150. 7 Lhited Sates [147.237.77.233|atal.idf.il Bad TCP sequence wi ndow scal e noni t or 25
Sreanming Engine: TCP Invalid i i ssi
46.19.85.205 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segent retransmssion. drop 24
Ret r ansni ssi on Packet dr opped.
. . SYNretransmt wth different .
109. 65.120.91  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 23
109. 67. 218. 236 |l srael 147.237.76.42 |refuah.icf.il  [Bad TCP sequence SN retransmt wth different monitor |22
W ndow scal e
178.193. 139. 232|Switzerland  [147. 237. 76. 147 |chinuch. aka i of .i1|Bad TCP sequence izlur:tncrgnsm Wth different monitor |19
109. 253. 211. 21 |l srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 15
77.125.30.143 |lIsrael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or 15
77.125.30.143 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
Sreanming Engine: TCP Invalid i i ssi
5. 28. 154. 57 I'sr ael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segent retransmssion. drop 15
Ret r ansmi ssi on Packet dropped.
178.193. 139. 232|Switzerland  [147. 237. 76. 147 |chinuch. aka i of .i1|Bad TCP sequence izlur:tncrgnsm Wth different alert 14
212.179.63.66 |[lIsrael 147.237. 77. 216 [dover. i df i Bad TCP sequence Inval i d ACK nunber noni t or 13
84.229.78.215 |[lIsrael 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 11
112. 124. 124. 227|chi na 147.237. 76. 147 |chi nuch. aka. i of .1 {Bad TOP sequence i’gﬁfﬂé:ﬂsm Wth different alert 10
2.53.52. 255 I srael 147.237.0.19 |nadimatal.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or 10
71.163.40.214 |Uhited Sates [147.237.72.167 |ishuri maka. idf.il|SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 10
112. 124. 124. 227|chi na 147. 237, 76. 147 |chi nuch. aka i of .1 {Bad TCP sequence i:';ur;t]é:nsm wth different monitor |10
112. 124. 124. 227|Chi na 147.237. 76. 147 |chinuch. aka. i df .il|Bad TCP sequence I'nval i d ACK nunber noni t or 10
77.125.42.86 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
46. 19. 86. 247 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 9
37.26.146.194 |lsrael 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 9
112. 124. 124. 227|Chi na 147. 237. 76. 147 |chi nuch. aka. i df .i I|SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 8
84.108. 219. 22 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
178.193. 139. 232|Snitzerland  [147.237. 76. 147 |chinuch. aka. i df .i1|Bad TCP sequence I'nval i d ACK nunber noni t or 8
81.80.163.110 |Fance 147. 237. 76. 147 |chi nuch. aka. i df .i I|[SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 7
112. 124. 124. 227|Chi na 147. 237. 76. 147 |chi nuch. aka. i df .1 ||SYN At t ack SYN -> SYN-ACK -> Ti neout alert 7
62.219.137.5 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
71.163.40.214 |Uited Sates [147.237.72.167|ishurimaka i df.il|Bad TOP sequence SINAX retransmt wth different | oo |7
w ndow scal e
62.219.137.5 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop
79.177.63. 72 I srael 147.237.72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST noni t or
R SYNWACK retransmt wth different .
85. 64. 124. 34 I srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence wi ndow scal 6 noni t or 6
87.69.222.170 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence SINHAK retransmt with different Jooyvor |6
w ndow scal e
Sreaming Engine: TCP Invalid i i ssi
2.53.181. 24 I srael 147. 237. 76. 200 |ei tan. aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 247 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert
46. 19. 85. 69 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
80.246.137.52 |Israel 147.237.77. 243 |nobil e.i of i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
46. 19. 86. 247 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 86. 109 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber alert
Sreaning Engine: TQP Invalid i i SSi
79.182. 134. 201 |israel 147.237.77. 243 |robi | e, i of . i1 g =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 144, 227 |1 srael 147. 237. 77. 243 |nobi | e.i df .i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i SSi
46.19.85.201  |Israel 147. 237.77. 216 |dover. i df . g =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
46. 19. 86. 109 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
109. 253. 146. 15 |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
46.19. 86. 38 I srael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
46. 19. 86. 109 I srael 147.237.77. 176 |natpash.idf.il  |Bad TCP sequence I'nval i d ACK nunber alert 5
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A tacker
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Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
109. 253. 222. 113|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 87
2.53.52. 255 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode B ock 57
46.19. 86. 14 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 27
2.53. 160. 79 I srael 147.237.77. 243 |nobi | €. i df . i | Ebﬂf ?;Tﬁ’fs\gcﬂa?ﬁicﬂ;nggafggf;mrd in Bl ock 23
46.19.85.201  |israel 147. 237.77. 243 |nobi | €. i df . i | m;ﬂt Q?rd'fz_??/ g‘egpgrcyizm s/ 1 st chi | ddocunent s/ 1152 B ock 10
2.55.49.58 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 9
77.126.18. 29 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 77.126. 18. 29 B ock 9
109. 67. 0. 221 I srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 8
109. 253. 128. 173|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 5
87.71.13.36 I srael 147.237.76.31 |nakchal .idf.i|l |Dstributed Unauthorized HITP Met hod B ock 5
5.28. 154. 57 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 4
46. 19. 85. 205 | srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code Bl ock 4
37.26.146.131 |[Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
66. 249. 69. 224 I srael 147.237.77. 216 |dover . i df . i | mir;fb_”itleld aILa’;"’;ljti :Ok;'rfsfevﬁ ngfgssjs;” B ock 3
80. 246.136.54 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock

89.139. 181. 248 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in URL from89.139. 181. 248 B ock

109. 253. 144. 227|| sr ael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock
77.139.32.168 |France 147.237.77. 216 |dover . i df . i | E;;%?:Eegeimf Type Mol ation on v idf.i1/1065 he/ dover. aspx gy oo 2
2.53.160.79  |Israel 147.237.77. 243|nwbi L e i df i1 [Forareeer vpe Mol Lﬁgng':“’)‘:*:\jo"‘%d in Bl ock 2
185.56. 72.220 |l srael 147.237.77.216|dover. i df .i |l Unhaut hori zed URL Access to www i df.il/newsite/ hebrew nain. asp B ock
2.53.43.191 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None

46. 4. 74. 42 Ger many 147.237.72. 166 |aka. i df . i | m”;k:f’lr :jfzﬁ‘: /Lfgrﬁgsfﬁe;%gf allt, asp Bl ock 1
93.172.219.130 |[Israel 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237. 77. 233/ 1250- he/ at al . aspx B ock 1
77.126.18. 29 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df .i|/mai n/ giyus/ general . aspx |B ock 1
66.249.75.8 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9699- he/ r ef uah. aspx |B ock 1
207. 46. 13. 38 Lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v idf.il/atal 1/izkor/ vi ew i ny. asp B ock 1
66.102.6. 4 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for www aka. i df .i|/mai n/ hone/ defaul t.aspx |B ock 1
84.108.75.170 |lsrael 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Qpen Mde None 1
68.180.228.99 |[lhited Sates |147.237.72.166|aka.idf.il Unhknown Paraneter sideStroll in v aka. idf.il/giyus/kadatz/ None 1
176. 13. 233. 152 |Israel 147.237.77.243|nobi [ e.i df . i | Distributed Suspici ous Response Code B ock 1
95. 0. 35. 84 Tur key 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to waw i df.il/894-en/idf gdover. aspx B ock 1
77.138.158.199 |France 147.237.72.166 |aka. i df . i | m“;?;rii dzf?lﬁmhﬁ?hﬁ r‘:ﬁoéener . aspx Bl ock 1
66.249.76.75  |Israel 147. 237.72. 166 |aka. i df . i | ke ey ﬁfgfgfa;; (i1 es/ 5/ 63635, pef Bl ock 1
217.132.189.12 | srael 147.237.77. 216 |dover . i df . i | multgfo rii Izle:avl;tif‘:/’f:pf o e/ honepage. asp Bl ock 1
66. 102. 6. 30 Lhited Sates |147.237.72.166(aka.idf.il Lhaut hori zed Method PCST for wwwe aka. i df . il/sachar B ock 1
37.26.146.173  |Israel 147.237.77.233|atal .i df . il Distributed Unauthorized URL Access on 147.237.77. 233/ favi con. i co B ock 1
73.132.150. 7 Lhited Sates |(147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ favi con. i co B ock 1
66.249. 69. 224 [Israel 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to wawidf.il/atal 1/izkor/vi ew text.asp B ock 1
180. 76. 15. 20 Chi na 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 8942- he/ r ef uah. aspx |B ock 1
109. 66. 103. 220 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
5.29. 96. 212 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 76. 77 I srael 147.237.72. 166 [aka. i df . i | Distributed Unaut horized LRL Access on 147.237.72. 166/ robot s. t xt B ock 1
109. 253. 146. 15 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
66. 249. 64. 12 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ ei tan/ prati nipi rteychayal / |B ock 1
87.26.147.235 I srael 147.237.77.74 [lawidf. il mult 2\(1)\:: czife.di I%or?ggle:/scct)roe/ doc_ngr/doc_ngr. asp Bl ock !
87.71.13.36 I srael 147.237.76.31 |nakchal .idf.il |Uauthorized URL Access to nakhal .idf.il/sip_storagel/files/2/ B ock
75.144.97.209 |Wited Sates |147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 69. 228  |Israel 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wwidf.il/atal 1/izkor/ main. asp B ock 1
5.20.116.249  |Israel 147.237.77. 234 |hal ag. i df .i | o rz':;”t?;’dzéﬂf‘fmggsfzflaﬁ/ﬁﬁij Cyit B ock 1
2.53.6.171 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
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