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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
216.172. 142. 204 Lhited Sates 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 4006

98. 207. 0. 127 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4

66. 249. 69. 228 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
185.94.111.1 Russi an Federation 147.237.76.176 test.ncore.idf.il |Back List drop 1

45. 32. 200. 182 Net her | ands 147.237.76. 202 e.halag.idf.il B ack Li st drop 1

207. 232. 37. 85 | srael 147.237.77. 216 dover.idf.il HTTP- M SC- M5- W ndows - HTTP- DOS dest - r eset 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count
109. 253. 211. 21 I srael 147.237.77. 216 dover.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 4
69. 30.213. 138 Lhited Sates 147.237.72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per nirt 2

69. 30. 213. 138 Lhited States 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Pernit 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

82.81.76. 144 147. 237. 72. 166 |I sr ael akaidf.il Xenu Link Seuth User Agent 2
222.186.56. 200 |147.237.0.17 |China mny-kosher-kravi .idf.il |ET SCAN Potential VNC Scan 5900- 5920 2
54.72.0.55 147.237.77. 216 |Irel and dover.idf.il portscan: TCP DO stributed Portscan 1
93.172. 140. 145 |147.237.72. 166 | srael aka.idf.il portscan: TCP O stributed Portscan 1
46.19. 86. 6 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
89. 139. 146. 1 147.237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
31.154.17.130 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
89.139.122.39  [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
5.28.161. 235 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
2.53.174. 92 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
222.186.56. 200 |147.237.77.216|Chi na dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
79.177.102. 23  |147.237.77. 216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
2.53.7.37 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
212. 49.82.93 147.237. 77. 216 |Kenya dover.idf.il portscan: TCP O stributed Portscan 1
77.139.79. 85 147.237. 77. 216 |France dover.idf.il portscan: TCP DO stributed Portscan 1
163. 172. 169. 150(147. 237. 72. 14 |Uni ted Ki ngdom|dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
77.126.85.196 [147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
141. 0. 14. 224 147. 237. 72. 166 |Eur ope aka.idf.il portscan: TCQP Distributed Portscan 1
77.125.1.0 147.237.72. 166 I srael aka. idf.il portscan: TCP O stributed Portscan 1
103.207.37.82 |147.237.77. 234 |\ et nam hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.161.40.17  [147.237.8.28 gzzigﬂm e.nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93.114.136. 4 147. 237. 77. 226 |Rormani a v chanat z. aka. i df . i | ET SOAN Behavi oral Lhusual l'y fast inbound Tel net 1
onnections, Potential Scan or Brute Force
46. 19. 85. 83 147.237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
89. 139. 141. 132 |147.237.77. 216 |l srael dover.idf.il portscan: TCP DO stri buted Portscan 1
5. 28. 166. 137 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
85.65.9. 176 147.237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
2.55.17.31 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.181.55. 114  [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
2.53.36. 181 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
78.129.171.173 |147.237.8.28 |United Ki ngdom|e. nobile-ks.idf.il ET SCAN Potential SSH Scan 1
211.149.222.5 |147.237.77.234|hina hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
77.139.67.95 147.237. 77. 216 |France dover.idf.il portscan: TCP O stributed Portscan 1
149. 255. 108. 192|147. 237.8.46 |United Ki ngdom|e. chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
77.125.83. 76 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
132. 64. 145. 179 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
100. 92. 97. 43 147.237.77. 176 |nat pash. i df . i | dr op Frst packet isn't SN drop 50
Sreaning Engine: TGP Invalid ' i ssi
27.55.45.165  |Thailand 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. | 40
Ret r ansni ssi on Packet dropped.
5. 45, 255. 84 Russi an 147. 237. 77. 216 |dover. i df . i | drop First packet isn't SWN drop 34
Federati on
Sreaning Engine: TGP Invalid ' i ssi
2.53.177. 12 I srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. | 30
Ret r ansni ssi on Packet dropped.
185. 24, 207. 120 |l srael 147.237. 77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 27
. . SYNtAXK retransmit with .
185. 24. 207. 120 |Israel 147.237.77. 176 |nat pash. i df .i Bad TCP sequence di fferent v ndow scal e noni t or 25
46. 19. 86. 28 I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 25
Sreanming Engine: TCP Invalid i i SSi
2.53.18. 168 I srael 147. 237, 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. | 24
Ret r ansni ssi on Packet dropped.
109. 66. 18. 208 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 20
178. 193. 139. 232|Sai t zerl and 147. 237. 76. 147 [chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 16
178. 193. 139. 232|Swi t zer | and 147. 237. 76. 147 |chi nuch. aka. i df . | SYN At tack SYN -> SYN-ACK -> Tineout [alert 15
192.118. 27. 150 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
176.13.23.66  |Israel 147.237. 77. 226 |V chamatz.aka. 1dt |go 4 10p sequence SINWACK retransmt W th monitor |15
il di fferent w ndow scal e
176.13.23.66 | srael 147.237.77. 226 " chamatz. aka. 1df v\ At ack SYN -> SYN-ACK -> Tineout |nonitor |14
46. 19. 85. 16 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber aert 14
46.19. 85. 16 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |14
178.193.139. 232|Swtzerland  [147. 237.76. 147 |chinuch. aka.idf. il |Bad TCP sequence SZ’;J:;;:”S”“ wehdfferent — Joonitor |14
46.19. 86. 231 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni tor |13
46. 19. 86. 231 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 13
178.193. 139. 232|Snitzerland  |147.237.76. 147 |chinuch.aka.icf.il  |Bad TCP sequence i’;ljeert‘;‘”s““ wehdifferent 1) et 11
62.219.129. 152 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 11
Russi an ) R SWNretransnmit wth different
46. 174. 48. 100 er ot on 147. 237. 76. 147 |chi nuch. aka. i df . i | Bad TCP sequence sequence aert 10
46.174. 48. 100 R‘SIS:;”i o 147.237.76. 147 |chinwch. aka.idf.il  |Bad TOP sequence Invalid ACK nunber moni tor |10
46.174. 48. 146 RJSf;:I”i on 147.237.76. 147 |chinuch. aka.idf.il ~ |Bad TOP sequence Inval i d ACK nunber monitor |10
2.55.180.9 | srael 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SN drop 10
178. 193. 139. 232(S t zer | and 147. 237. 76. 147 |chi nuch. aka. i df . | Bad TCP sequence Inval i d ACK nunber noni tor |10
Sreaming Engine: TGP Invalid i i ssi
109. 253. 147. 205|1 srael 147.237.77. 243 |nobil e. i df i 9 =g Invalid segnent retransmssion. . 9
Ret r ansni ssi on Packet dropped.
Russi an ) R SYWNretransmt wth different
46. 174. 48. 146 ration 147. 237. 76. 147 |chi nuch. aka. i df . i | Bad TCP sequence sequence alert 9
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 9
46.174.48.100 |oSSian 147.237.76. 147 |chinuch.aka i f .i1  [Bad TCP sequence SNretransmt with different | oiior o
Federation sequence
o SYNtACXK retransmt wth .
2.55.180.9 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence different v ndow scal e noni tor |9
46.174.48.146 | 0SSN 147.237.76. 147 |chinuch.aka i f .i1  [Bad TCP sequence SNretransmt with different | oiior o
Federation sequence
46. 19. 86. 231 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber alert
109. 64. 24. 232 |l srael 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST noni t or
46.19. 86. 231 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber noni t or
s SYN+tACXK retransmt wth .
176. 13. 23. 66 I srael 147.237.77. 216 |dover.i df i | Bad TCP sequence different wi ndow scal e noni tor |8
2.55.180.9 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert
109. 64.24.232  |Israel 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST aert
e SYN+ACXK retransnmit wth .
2.53. 150. 34 I srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence different vindow scal & nonitor |8
2.55.180.9 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 8
46. 174. 48. 146 RJSf;:I”i on 147. 237. 76. 147 |chi nuch. aka. i df . | SYN At tack SYN -> SYN-ACK -> Timeout |monitor |8
109. 253. 211. 21 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
109. 253. 214. 193]l srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 7
100. 92. 97. 43 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
176.13.23.66 | srael 147.237.77. 226 "‘:"‘IW chanatz. aka. 1df ey At t ack SYN -> SYN-ACK -> Tineout |al ert 7
176.13. 1. 188 | srael 147.237. 72. 156 |anan. i df .i | dr op First packet isn't SYN drop 7
46. 19. 85. 218 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 85. 100 | srael 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 218 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning Engine: TCP Invalid i i ssi
46.19.85.152  |Israel 147.237.77. 243 |robi L e. i of . i1 g =g Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.19. 86. 37 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 133
37.26.147.166 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 98
109. 253. 196. 23 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 88
2.53.147. 223 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 58
195.189.193.1 |[Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 195.189. 193. 1 B ock 25
46.19. 86. 14 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 15
37.26.147.142 |israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 11
109. 253. 140. 195|1 sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 10
109. 253. 212. 40 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock
81.218.34.242 |[Israel 147.237.76.31 |nakchal .idf.il |[Distributed Wnauthorized HITP Mt hod Bl ock

195. 199. 204. 102|Hungary 147.237. 72. 166 |aka. i df . i | m“;:gii dzfe,?|?bn;,hg/dgipﬂifn?r(,r i on. aspx Bl ock 5
37.26.147.249 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 4
109. 253. 212. 205l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
66.249.69.224 [Israel 147.237.77.216|dover.idf .l Lhaut hori zed URL Access to v idf.il/atal 1/izkor/ vi ew i ng. asp B ock 2
74.216.182.82 |Canada 147.237.77. 176 [mat pash. i df .i| |DOstributed Unauthorized HTTP Mt hod B ock 2
46. 19. 86. 215 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
176.13.241.78 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
77.139.119.199 [France 147.237.72. 166 |aka. i df . i | \?”;;;Lzuf g?. itr/arl:;ihr?/r;iZ;Ss/'\ﬁ:;:hzfc?1r7/T]o%m&L;:E)xon B ock 2
2.53. 40. 136 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
74.216.182.82  |Canada 147.237.77. 176 [mat pash. i of i1 [ :goe{ti_?g‘fj_ Hj‘sipg_csfsof;ggm | es//9/4629. | pg Bl ock 2
81.218.34.242 |Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to waw nakhal .idf.il/sip_storage/files/2/ B ock 1
212.179.21.194 [israel 147.237.77.216|dover.idf .l Paraneter Type M ol ation SearchText in wawidf.il/ 1065 he/ dover. aspx B ock
68.180.231.60 |[United Sates |147.237.77.176|nat pash. i df . | \;P:rwa'gf);{t pe M /oigéf’ﬁeﬁgzzﬂsgx Bl ock 1
46. 19. 86. 82 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1136- he/ at al . aspx B ock 1
157. 55. 39. 60 Lhited Sates |147.237.72.166|aka.idf.il Uhknown Paraneter docid in aka.idf.il/kamhar/klali/default.asp None 1
5.29.106. 116 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Request Content Type text/ping Bl ock 1
77.138.196.0 France 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mbde None 1
217.157.54.26  [Denmark 147.237.77. 176 |nat pash. i df . i | m“é:goe{ti_fz?_ Hj‘sipg_csfsof;ggm | es/ 614616, | pg Bl ock 1
118. 193. 155. 206|Chi na 147.237.77. 216 |dover . i df . i | O stributed PHP Attenpt Bl ock 1
43.226.15.161 |Canbodi a 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for www aka. i df .il/mai n/ sachar B ock 1
82.81. 76. 144 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 82. 81. 76. 144 B ock 1
212.235. 115. 155|I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Uaut hori zed URL Access from 212.235. 115. 155 B ock 1
109. 253. 144. 80 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
217.194.195.97 [Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
195.189.193.1 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/s Bl ock 1
66.249. 69. 228 [Israel 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to wawidf.il/atal 1/izkor/ vi ew i ngt op. asp B ock 1
118. 193. 155. 206|Chi na 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to ww i df.il/wp-1ogin. php B ock 1
46.19.85.100  [Israel 147.237.76.42 |refuah.idf.il  |rorer Type M ﬁ}fglg:]m&?”;;fcem der 18t xt Fhone in Bl ock 1
2.53.18. 168 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock
82.81.76. 144 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df.il/giyus B ock
74.216.182.82 |Canada 147.237.77. 176 |nat pash. i df . i | m;gt’;ttlei%ﬂ?‘;tsih;:istzgfag& focess 4226.1. o Bl ock 1
212. 235. 115. 155]I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip_storage/files/ 3/ B ock 1
50.117.45.145 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed Method PCST for 147.237.77. 216/ Bl ock 1
180. 76. 15. 134  |Chi na 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9858- he/ r ef uah. aspx  |B ock 1
66.249. 75. 4 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9237- he/ r ef uah. aspx  |B ock 1
129.85.51.22  |Whited Sates |147.237.72.166 |aka. i df i m;:(g’it;d. iﬂa:;ihn‘;rrjozni? dﬁ;ﬂf?;{)}(mo‘m R on Bl ock 1
95. 86. 90. 65 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i nages/ shared/ bul et 1. gif  [B ock 1
213.8.129.145 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
62.0.67.97 I srael 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to www i df . il/894-en/idf gdover. aspx B ock 1
185.56. 72. 220 |l srael 147.237.77.216|dover.idf .l Unaut hori zed URL Access to www i df . i|/newsite/ hebrew nain. asp B ock 1
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