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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature Device Action |Count|

84.108. 183. 112 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 29
109. 253. 210. 173 | srael 147.237.77.216 dover.idf.il SYN H ood out of context dr op 15
41.227.82. 219 Tuni si a 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 7
209. 126. 136. 2 Lhited Sates 147.237.76. 42 refuah.idf.il B ack List drop 1
196. 200. 16. 201 Kenya 147.237.77.176 nat pash. i df . i | Invalid TGP H ags drop 1
69. 30. 227. 219 Lhited Sates 147.237.77.176 nat pash. i df . i | bl ock-sp-trafl forward 1
41. 206. 63. 132 Kenya 147.237.77. 176 nat pash. i df . i | Invalid TGP H ags drop 1
196. 200. 16. 202 Kenya 147.237.77.176 nat pash. i df .i | Invalid TGP H ags dr op 1
69. 30. 227. 220 Lhited Sates 147.237.0. 19 nadi matal .idf.il|bl ock-sp-trafl forward 1
173.208.198. 11 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-trafl forward 1
41. 206. 63. 133 Kenya 147.237.77.176 nat pash. i df . i | Invalid TGP H ags drop 1
196. 200. 16. 203 Kenya 147.237.77.176 nat pash. i df . i | Invalid TGP H ags drop 1
79. 181. 207. 43 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
176. 13. 229. 15 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
68.135. 8. 175 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
69. 30.213. 138 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

46. 19. 86. 56 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
94. 230. 86. 16 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
41.206. 13.166 |147.237.76.39 |Ngeria nobi | e.nei tav.idf.il BT KDAN Behavi oral .Lhusual ! y Fast inbound Tel net 1
onnections, Potential Scan or Brute Force
91.201. 236. 158 |147.237.77. 170 |krai ne maar achot . i df .i | ET SCAN NVAP -f -sS 1
2.53.185.210 147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
84. 109. 5. 206 147.237. 77. 216 |I srael dover. i df.il portscan: TCP O stributed Portscan 1
211.149.222.5 |147.237.77. 227 |Chi na e. hanaz. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
79.178.188. 1 147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
211.149.222.5 |147.237.77. 216 |Chi na dover . idf.il ET SCAN NVAP -sS w ndow 1024 1
58.218. 200. 137 |147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
202.155.58.28 |147.237.0.19 |Indonesia nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
46.161.40.17  |147.237.76. 44 gjj:tnim e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
151.37.26.183 |147.237.77.216|ltay dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 251 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
109. 67. 165. 123 [147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
46.19. 86. 122 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
103. 210. 32. 3 147.237. 72. 166 akaidf.il portscan: TCP DO stributed Portscan 1
41.231.22.165 |147.237.72. 167 [Tunisia i shuri maka.idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 158 |147.237. 77. 170 |krai ne naar achot . i of .i | ET SCAN NVAP -sS wi ndow 2048 1
37.26.147.240 |147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1
84. 229. 29. 50 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
212.29.202.206 |[147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
79.182. 9. 64 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
211.149.222.5 |147.237.77. 226 |Chi na wowv chamat z. aka. idf.il  |ET SCAN NVAP -sS wi ndow 1024 1
61.148.115.22  [147.237.77. 216 |Chi na dover.idf.il GPL SCAN nmap TCP 1
211.149.222.5 |147.237.77.176|Chi na nat pash. i df .i ET SCAN NVAP -sS wi ndow 1024 1
58.218. 200. 137 |147.237.0.16 |China ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
163.172.238. 45 [147.237.8.27 |United Ki ngdom|e. nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.117.45.188 [147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
113. 240. 250. 154(147. 237.0.35 |China akavs. i df . i1 ET SCAN NVAP -sS w ndow 1024 1
46. 19. 86. 156 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 64. 177. 226 |147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreanming Engine: TCP Invalid i i sSi
66.249.76.30  |Uited Sates  |147.237.77. 243 |nobile.idf il 9 =g Invalid segnent retransmssion. |4 51
Ret r ansni ssi on Packet dr opped.
R SWNretransmt wth different .
87.71.43.135 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndlow scal e nonitor |41
Sreanming Engine: TCP Invalid i i sSi
66.249.64.163 |Wited Sates |147.237.77. 243 |nobile.i of i 9 =g Invalid segnent retransmssion. |4 24
Ret r ansni ssi on Packet dr opped.
178. 193. 139. 232|Sat zer| and 147. 237. 76. 147 |chi nuch. aka. i df .i I|[SYN At t ack SYN -> SYN-ACK -> Ti neout alert 20
178. 193. 139. 232|Sntzerl and 147. 237. 76. 147 |chi nuch. aka. i df . i I|SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 19
178.193.139. 232|Snitzerland  [147.237. 76. 147 |chinuch. aka i cf .i1|Bad TCP sequence i’;ureeécr:nsm Wth different alert 19
178.193. 139. 232|Swt zerl and 147. 237. 76. 147 |chinuch. aka. i df . i [|Bad TCP sequence Inval i d ACK nunber noni t or 18
209.51.164.169 [Wited Sates |147.237.76. 147 [chinuch. aka.i df .il|Bad TCP sequence I'nvalid ACK nunber nonitor |18
178.193.139. 232|Svitzerland  [147. 237. 76. 147 |chinuch. aka.i of .i1]Bad TCP sequence iz'l;eeécrsnsm wth different moni tor |18
209.51.164.169 [ited Sates  [147.237. 76. 147 |chi nuch. aka. i of .i1|Bad TCP sequence i':ureeécrznsm wth different dert 17
209.51.164. 169 [Lhited Sates  |147.237. 76. 147 |chi nuch. aka i of .il|Bad TCP sequence iz'l;eeécrsnsm wth different moni tor |16
109. 253. 138. 163l sr ael 147. 237.77. 216 |dover . i df .i | Bad TCP sequence SINA retransmt with different | oo |16
w ndow scal e
91.135.102. 164 |l srael 147.237.77. 176 |natpash.icf .il  |SYN At t ack SYN -> SYN-ACK -> RST monitor |15
5.22.134. 207 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 14
80.178.218. 176 |[lsrael 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SN drop 13
176.13.13.108 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
Russi an ) R SWNretransmt wth different .
109.237. 110. 170 o i on 147.237. 76. 147 |chinuch. aka. i df . i [|Bad TCP sequence sequence noni t or 12
109. 237. 110. 170 R‘Sf;:t”i o 147. 237. 76. 147 |chinuch. aka.i df .iI{Bad TOP sequence Invalid ACK nunber moni tor |12
212.235.98. 139 |lsrael 147.237. 72. 167 |i shuri maka.i df . i I{dr op Frst packet isn't SYN drop 12
212.235.98. 139 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
Russi an . s SN retransnmit wth different
109. 237. 110. 170 5 o= 0 147. 237. 76. 147 |chi nuch. aka. i of . iI|Bad TCP sequence sequence alert 11
83.222.97. 147 |SSIan 147. 237. 76. 147 |chinuch. aka.i df .1 I{Bad TCP sequence SiNretransmt with different dert 11
Federati on sequence
Russi an . s SN retransnmit wth different .
83.222.97. 147 ot i on 147. 237. 76. 147 |chi nuch. aka. i of . iI|{Bad TCP sequence sequence monitor |11
80. 246. 140. 118 [ srael 147.237.72. 166 |aka i df . i Bad TCP sequence SINA retransmt with different | oo |11
w ndow scal e
83.222.97. 147 stls;;”i o 147. 237. 76. 147 |chinuch. aka. i df .iI{Bad TOP sequence Invalid ACK number monitor |11
109. 237. 110. 170 RJSIS::t”ion 147. 237. 76. 147 |chi nuch. aka. i df . i || SYN At t ack SYN -> SYN-ACK -> Ti meout moni tor |10
84.108. 183. 112 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
83.222.97. 147 R‘F Sf:;”i o 147. 237. 76. 147 |chi nuch. aka. i df . i || SYN At t ack SYN -> SYN-ACK -> Ti meout aert 10
46. 19. 86. 47 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invali d ACK nunber nonitor (9
83.222.97. 147 RJSf;:I”ion 147. 237. 76. 147 |chi nuch. aka.i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |9
37.26.148.175 [Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence SINAXK retransmt with different 1oouior o
w ndow scal e
46. 19. 85. 70 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 31 I srael 147.237.76.31 |nakchal.idf.il  |Bad TCP sequence Invalid ACK nunber alert
Sreaning Engine: TGP Invalid i i ssi
66.249.76.31  |Uited Qates  |147.237.77. 243 |nobile.idf i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
82.81.48. 89 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 9
209.51.164. 169 [Lited Sates [147.237. 76. 147 [chi nuch. aka. i df .i ||SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor  [9
46.19. 85. 31 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
85.64. 8.175 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 9
46. 19. 86. 47 I srael 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence I'nvalid ACK nunber alert 9
46. 19. 86. 108 | srael 147.237.72. 166 |aka. i df . i | drop Frst packet isn't SYN drop 8
46. 19. 86. 108 I sr ael 147.237.72. 166 [aka. i of .i | SYN Att ack SYN -> SYN-ACK -> Ti neout nonitor (8
109. 237. 110. 170 R‘SIS:;”i o 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout aert 8
37.26.148.175 |lsrael 147.237.72. 166 |aka.idf . il drop First packet isn't SYN drop 8
46. 19. 85. 70 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 7
79.178.0. 119 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN - > SYN-ACK -> Ti meout monitor |7
37.26.148.175 |lsrael 147.237.72. 166 |aka.i of .il Bad TCP sequence Invalid ACK nunber noni t or 7
79.178.54.137 [Israel 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST noni t or 7
62.0.214.129 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
37.26.148.175 |lsrael 147.237.72. 166 |aka.idf . il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 7
5.22.134. 207 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
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2.53.147.223 | srael 147.237.0.19 |madimatal .idf.il{Ostributed Suspicious Response Code B ock 154
37.26.147.166 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 21
112.111. 173. 122|Chi na 147.237.77. 176 [mat pash. i df .il  |Miltiple Wauthorized URL Access from112. 111.173.122 Bl ock 17
46.121.115. 171 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized Method for Known URL from 46.121. 115. 171 Bl ock 9
112.111. 173. 122|Chi na 147.237.77. 176 [mat pash. i df . il  |PHP Attenpt B ock 7
109. 253. 197. 25 |Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 7
2.53.178.213 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 6
77.139.20.137 |France 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 5
176. 13. 16. 59 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 4
132. 64.217. 142 |Israel 147.237.77. 170 [maarachot . i df . i | |Dstributed Unauthorized HTTP Met hod Bl ock 4
109. 65. 138. 229 |l srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized Method for Known URL from 109. 65. 138. 229 B ock 4
109. 253.221.3  |Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
2.53.185.181 | srael 147.237.0.19 |nmadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
79.178.0. 119 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 3
192. 198. 151. 45 |Eur ope 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for waw aka.idf.il/ishurinmain/ B ock 3
2.53. 159. 100 | srael 147.237.0.19 |nmadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
2.53. 40. 136 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 253. 157. 161 ]I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 2
46.19.86.150  |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtxr(;leie?/g‘eggfﬁsemZtesll <t ohi | ddocunent &/ 1362 B ock 2
77.138.92.169  |France 147.237.72. 166 |aka. i df . i | m;;(gult Sf_ iLf]f‘rL:;ihr?/r;izfss/“f;:;:h;f{?ﬁr‘oz‘g_L::;)XO” Bl ock 2
147.236. 38. 204 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from 147. 236. 38. 204 B ock
37.26.149.171 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
78.40.225.156  |Turkey 147.237.72. 156 |aman. i df . i | m“;:;:_iizd?iﬁi gigte;sa;g/fi s/ & 70768, pg B ock 1
37.26.147.155 [Israel 147.237.72. 167 |i shuri maka. i df . i|untraceabl e SSL Sessi ons: (pen Mvde None 1
212. 235. 62. 200 |l srael 147.237.77.216|dover. i df . i | D stributed Waut hori zed HTTP Met hod B ock 1
66.249.93.158  [Israel 147.237.77.233|atal .i df .i oy 230 19, 259 1194 nof at ol - eemt Bl ock 1
62. 99. 25. 95 Sain 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw i df . i/ espafiol B ock

46.19. 85. 119 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None

80. 246. 139. 221 |israel 147. 237. 72. 166 |aka. i df . i | mu;:g: éf.di I'\'f;giog/ gPiC)IISJS;;'ryun/niyunsunnary. aspx B ock 1
192. 117. 255. 119]I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/sip storage/files/4/ B ock 1
66.102.9. 22 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for aka.idf.il/nai n/ hone/ def aul t. aspx Bl ock 1
132. 64.217. 142 |Israel 147.237.77. 170 [maar achot . i df . i | |Miltiple Whauthorized URL Access from 132. 64.217. 142 B ock 1
46.19. 85. 197 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
109. 65. 138. 229 |Israel 147.237.72. 166 |aka. i df . i | m“;:;”l'dﬁe‘? I')’f;?‘r’jgfjs ;;)P:ash2017/ | obby. aspx Bl ock 1
78. 46. 23. 198 Ger many 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method HEAD for waw aka. i df.il/rights/asp/info.asp B ock 1
212.235.62.200 |[Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to ww i df. i/ hebrew organi zat i on/ nakhal B ock 1
176. 13. 235. 197 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
68.180.231.57 |nited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df . il/1393-en/ dover. aspx B ock 1
66.102. 6. 21 Lhited Sates [147.237.72.166|aka.idf.il Unhaut hori zed Met hod HEAD for ww aka. i df . i |/ mai n/ sachar/ B ock 1
46. 19. 85. 180 | srael 147.237.77.216|dover. i df . i | Abnormal |y Long Request net hod B ock 1
81.218.70.243 |[Israel 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to wwwu nakhal .idf . il /browserconfig. xm B ock 1
192.198. 151. 45 |Eur ope 147.237.72. 166 |aka. i df . i | mt;ig?tdffji ma:;ur;?:zed Method for Known LR on B ock 1
77.139.85.185 |France 147. 237. 72. 166 |aka. i df . i | mt;;?td?‘_ji ma:r:ur:?rn'qzed Method for Known LR on B ock 1
66.249. 60. 104 I srael 147.237.76.42 |refuah.idf.il :‘;fa;’:;’;] Zlegf _Li’?;t/;cn;f;sest/oshar o usercort rol s/ header tpper Bl ock 1
132. 64.217. 142 |Israel 147.237.77. 170 [maar achot . i df . i | |Unaut hori zed LRL Access to nmarachot.idf.il/sip storage/files/4/ Bl ock 1
109. 253. 136. 71 |l srael 147.237.76.42 |refuah.idf.il 1D4§t ;;;’_“;g_déh;”;”hgsiﬁ;deﬁ‘e :ectcecssss on Bl ock 1
46. 19. 86. 56 | srael 147.237.77.233|atal .idf.il D stributed Unauthori zed LRL Access on 147. 237. 77. 233/ favi con. i co B ock 1
37.26.147.204 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i/ main/ Bl ock 1
185. 27. 106. 160 |l srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 1
77.126.86.100 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
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