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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
62.44.134. 113 Denmar k 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3011
85. 130. 139. 108 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1307
66. 249. 69. 228 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1179
85. 255. 7. 155 Pol and 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 201
176. 13. 10. 187 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 12
81.218. 67. 234 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8

46. 19. 85. 92 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
212.150.177. 116 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 4
81.218.135. 136 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
93.172.121. 185 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
77.138.52. 97 F ance 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
2.55.136. 76 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
52.16. 5. 197 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
107. 191. 45. 125 Lhited Sates 147.237.76. 31 nakchal .idf.il B ack List drop 1

93. 158. 200. 70 Net her | ands 147.237.76. 86 navy.idf.il B ack List drop 1

46. 19. 85. 180 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
209. 126. 136. 2 Lhited Sates 147.237.76.31 nakchal .i df.il B ack List dr op 1
46.19. 86. 239 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

93. 174. 94. 235 Net her | ands 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgna1ure Devi ce Action |Oount |
91.121. 109. 55 France 147.237.76.200 |eitan. aka.idf.il [C1000074: HITP. najestic bot Per mit 52
91.121. 109. 55 France 147.237.77. 74 lawidf.il C1000074: HITP. maj estic bot Per nit 16
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Permit 10
91.121. 109. 55 France 147.237.72.166 |aka.idf.il C1000074: HITP. naj estic bot Per mit

91. 121. 109. 55 France 147.237.77.176 |matpash.idf.il  |Cl000074: HITP. najestic bot Pernit
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66. 249. 93. 83 147.237. 77. 216 |Eur ope dover.idf.il ET SCAN NVAP -sA (2) 2
217.132.102. 227|147. 237. 77. 216 || srael dover.idf.il portscan: TP D stributed Portscan 1
77.125.48.125 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
211.149.222.5 |147.237.76.30 |China hi nush. i df il ET SCAN NVAP -sS w ndow 1024 1
62.219.228.13 |147.237.77. 226 |l srael v chanat z. aka. i df . i | ::ICF:L—RU_ES - HITP Request with CPTIONS method to a . doc 1
203. 106. 184. 157|147. 237. 72. 156 |Mil aysi a anan. i df.il ET SCAN NMAP -sS w ndow 4096 1
37.26.149. 183  [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
200. 48.200.59  [147.237.76.44 |Peru e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
5. 45. 62. 172 147.237.77. 216 [Netherlands ~ |dover. i df.il portscan: TCP DO stributed Portscan 1
185. 129. 148. 230|147. 237. 77. 227 |Latvi a e. hanaz. i df .i | ET SCAN NVAP -sS w ndow 1024 1
179.43.144.18 |147.237. 76. 201 [Sa t zer| and e.atal.idf.il ET SCAN Potential SSH Scan 1
109. 65. 15. 17 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
87.70.22.3 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
82. 80. 196. 44 147, 237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
212.25.65.226 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
210.212.207.80 |147.237.8.50 |India e.tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 54 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
200. 48.200.59 |147.237.76.44 |Peru e.refuah.idf.il ET SCAN NVAP -sS w ndow 3072 1
31.154.19.5 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
194.90.178.37  |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
2.53.53.201 147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
185 93.185. 10 |147 237 8. 14 |ukraine o orchot i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
179.43.144.18 |147.237. 76. 199 [S t zer| and e.nakchal .idf il ET SCAN Potential SSH Scan 1
87.71.6.85 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
84.94.102.219 |147.237.77.216 |l srael dover.idf.il portscan: TP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Acti on ‘Count
148.177.168. 117|lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 99
213.57.126.231 |lsrael 147.237.76.42 |refuah.idf.il Bad TCP SYNretransmit wth different w ndow scal e noni t or 31
sequence
62.0.229. 129 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 30
195. 160. 242. 40 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 29
109. 253. 144. 222|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 27
62.0.236.1 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 21
62.0.229.129 | srael 147.237.72. 156 |anan. i df . il dr op Frst packet isn't SN drop 19
148.177. 168. 116|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
2.53.190. 192 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
2.81.180.122 Por t ugal 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
46. 19. 85. 82 | srael 147.237.76.42 |refuah.idf.il Bad TCP Inval id ACK nunber noni t or 14
sequence
46.19.86.168  |Israel 147. 237. 77. 216 |dover . i df . Bad TGP SINRACK retransmt with different wndow ooy o 13
sequence scal e
37.26.149.187 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
198.240.212.2 |Satzerland 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 13
2.55.162.71 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
158. 169. 40. 9 Bel gi um 147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop 12
46. 19. 86. 168 | srael 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 12
185. 120. 124. 87 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
80. 246. 138.85 |Israel 147.237.72. 166 |aka.i df .il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 11
2.55.37.243 | srael 147.237.72. 166 |aka.idf .il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 11
176.13. 14. 141 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
46.19. 85. 173 I srael 147.237.77. 216 |dover. i df .il SYN At tack SYN -> SYN-ACK -> RST noni t or 10
2.55.37.243 I'sr ael 147.237.72. 166 |aka.i df .i Bad TGP SINRACK retransmt with different wndow ooy o 10
sequence scal e
62. 0. 227. 33 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 10
176. 13. 244. 58 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
46. 19. 85. 208 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
212.179. 217. 139/i srael 147.237.77. 226 :’“"W chanat z. aka. Tdf. i 14p o) First packet isnt SWN drop 9
46. 19. 85. 82 | srael 147.237.76.42 |refuah.idf.il Bad TCP Inval id ACK nunber alert 9
sequence
194. 114. 146. 227 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
212.179. 217. 139|i srael 147. 237, 77. 226 | "W chamt z. aka. i of i (Bad TCP Inval i d AGK nunber moni t or 9
| sequence
212.179. 217. 139|i srael 147. 237.77. 226 :’“’WCha”mZ'aka' Hdf- 1 lSyN At t ack SYN -> SYN-ACK -> RST moni t or 9
2.53.14.187 I srael 147.237.72. 166 |aka.i df .il SYN At ack SYN -> SYN-ACK -> RST moni t or
192.114.91. 230 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
46. 19. 86. 31 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
46. 19. 85. 168 | srael 147.237.77. 216 |dover.idf.il Bad TCP Inval id ACK nunber alert 8
sequence
46. 19. 85. 168 | srael 147.237.77. 216 |dover.idf.il Bad TCP I'nvalid ACK nunber noni t or 8
sequence
109. 253. 136. 52 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46.19. 86. 168 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout alert
46. 19. 86. 148 | srael 147.237.77. 233 |atal .idf.il Bad TCP I'nvalid ACK nunber noni t or 8
sequence
46.120. 35.228 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
141. 226. 162. 101 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46. 19. 86. 236 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
79.176. 54. 249 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
109. 67.146.98 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
31.168.118. 191 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 7
212.116.166.10 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
46.120. 186. 116 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46. 19. 86. 176 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
77.125. 37. 207 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.53.165. 210 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 241
46. 19. 86. 26 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 83
2.53. 156. 27 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 13
132. 64.217. 111 |lIsrael 147.237.77. 170 [maar achot . i df . i | Distributed Unaut horized HITP Met hod Bl ock 8
37.26.149.183 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 8
66.249.69.224 [Israel 147.237.77.216|dover.idf .l Mil tipl e Uhaut hori zed URL Access from 66. 249. 69. 224 B ock 7
176. 13. 238. 188 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 6
80. 246.136.60 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 6
109. 253. 129. 143]I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 5
81.218.241.25 |lsrael 147.237.77.216|dover. i df .il Mil ti pl e Unaut horized URL Access from 81.218. 241. 25 B ock 5
132. 64.217. 111 |lIsrael 147.237.77. 170 |maar achot . i df . i | Ml tiple Unauthorized URL Access from 132.64.217. 111 B ock 5
82. 80. 55. 63 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waww navy. i df . il/he/ navy. aspx B ock 4
84. 95. 208. 20 I 'srael 147.237.77. 226 M chanat z. aka. i d Ml tiple Unauthorized URL Access from 84.95. 208. 20 Bl ock 4
Dstributed Paraneter Type Mol ation on
46. 19. 86. 165 I srael 147.237.76.42 |refuah.idf.il ww refua. atal .idf.il/1518-he/ ref uah. aspx par anet er Bl ock 4
ct | 00$Cont ent P acetbl der 1$t xt Last Nane
176.13.236.61 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
46.210.206.25 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 3
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Mil tiple Unaut hori zed LRL Access from 84. 95, 208. 20 B ock 3
109. 253. 218. 97 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
66.249. 69. 228 |l srael 147.237.77.216|dover. i df . il Mil ti pl e Unaut horized URL Access from 66. 249. 69. 228 B ock 3
DOstributed Paraneter Type Mol ation on
81.218. 251. 252 |lIsrael 147.237.76.42 |refuah.idf.il wan refua. atal . idf.il/1518-he/ ref uah. aspx par anet er Bl ock 3
ct | 00$Cont ent P aceHol der 1$t xt Last Nane
66.249. 69. 228 [Israel 147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/viewingtop.asp |B ock 2
Dstributed Paraneter Type Mol ati on on
46. 19. 85. 226 I srael 147.237.76.42 |refuah.idf.il waw ref ua. atal . idf.il/1518-hel ref uah. aspx par anet er B ock 2
ct| 00$Cont ent P aceHol der 1$t xt Last Nane
84. 95. 208. 20 I 'srael 147.237.77. 226 M chanat z. aka. i d PHP At t enpt Bl ock 2
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 2
31.154.19.5 I srael 147.237.77. 216 |dover. i df . il Mil tiple Unaut horized URL Access from31.154.19.5 B ock 2
109. 253. 142. 164l sr ael 147.237. 76. 147 [chi nuch. aka. i df .i|  [Wauthori zed URL Access to wn chi nuch. aka. i df . il/404. htm Bl ock 2
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . i | Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 2
217.194. 197. 141[i srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 2
77.139. 33. 36 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for ww aka. i df.il/ishuriniexanpcert/ B ock 2
2.55.23.138 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
84. 95. 208. 20 I srael 147.237.77. 216 |dover. i df . il Mil tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock 2
84. 95. 84. 156 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i |/ main/ Bl ock 2
31.154.36.100 [Israel 147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to wawidf.il/sip_storage/files/9 B ock 1
81.218.57.61 I srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
77.139.102. 175 |France 147.237.72.167|i shurimaka.i df . il Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
2.53.14. 187 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wwu aka. i df.il/main/ gi yus/ general B ock 1
84.95.226.188 |[Israel 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
84. 95. 208. 20 | srael 147.237.72.166|aka. i df . i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 1
46.19.85.122  |israel 147.237. 72. 166 |aka. i df . i | mn;’k“; I'z"’f“?’fftn:lr nlcééfr?ic/tgangf‘;?’:;‘gfcphsaChar$°t'41 in None 1
2.55.132. 142 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shared/ t ext . css B ock 1
79. 181. 56. 93 I srael 147.237.77.243|nobi l e.i df . i | Distributed Suspici ous Response Qode B ock 1
75.190. 16. 11 Uhited Sates|147.237. 77. 216|dover.idf .i | Uhaut hori zed URL Access to ww idf.il/sip storagel/files/2/4912.png |B ock 1
188. 163. 107. 176|lkr ai ne 147.237.77.233|atal .idf.il Lhaut hori zed LRL Access to atal.idf.il/blog/ Bl ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Mitiple Unauthorized URL Access from 84.95. 208. 20 B ock 1
37.26.147.174 |israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77.139.198. 183 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for ww aka. i df.il/yohal an B ock 1
2.53.53. 201 | srael 147.237.76.42 |refuah.idf.il 1D4§t ;;?_“;gﬂg;“;hg;ﬁ;dedﬁe:ecfis; on Bl ock 1
84.111.157.224 |[israel 147.237.77. 216 |dover.idf.il Par anet er Type M ol ation SearchText in wwidf.il/1065-he/ dover. aspx |Bl ock
84.95.208.20  |Israel 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 1
66.249.69.232 [Israel 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to wanidf.il/atal 1/izkor/print_bottomasp |B ock 1
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