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Attacker Address |Attacker Country |Target Address [Site

|Signature

|Device Action |Count

192.117. 10. 226 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 36
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 3
0.0.0.0 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 3
176. 13. 8. 66 | srael 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn drop 3
104. 238. 147. 149 Lhited Sates 147.237.76. 202 e.hal ag.idf.il|B ack List drop 1
45. 32. 197. 166 Net her | ands 147.237. 76. 196 e.sviva.idf.il|B ack List drop 1
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Attacker Address |Target Address Attacker Qountry |Signature

37.220.31.10 147.237.77. 226 Uhi ted Ki ngdom waw chanat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 2
46.19. 86. 43 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
185. 110. 132. 201 147.237.8. 14 krai ne e.orchot.idf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 235 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 110. 132. 201 147.237.0. 19 krai ne nadi matal .idf.il ET SCAN Potential SSH Scan 1
40.121.139. 43 147.237.77.19 Lhited Sates law forumidf.il ET SCAN NVAP -sS wi ndow 1024 1
176.13. 3. 63 147, 237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
124.8.223. 198 147.237.76. 177 Tai wan ncore.idf.il ET SCAN Potential SSH Scan 1
2.53.186. 99 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
213.170. 68. 2 147. 237. 76. 199 Russi an Federation e. nakchal .idf .i ET SCAN NVAP -sS wi ndow 2048 1
124.8.223. 198 147.237.76. 39 Tai wan nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
212.179. 21. 194 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
2.53.26.15 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
112.217.150. 112 147.237.77. 216 Korea, Republic of dover.idf.il ET SCAN Potential SSH Scan 1
188. 120. 154. 165 147.237.77. 216 I 'srael dover.idf il portscan: TCP D stributed Portscan 1
84. 95. 133. 30 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 110. 132. 201 147.237.77. 74 Wkrai ne lawidf.il ET SCAN Potential SSH Scan 1
62.0.1.82 147.237.77. 216 I 'srael dover.idf il portscan: TCP D stributed Portscan 1
185. 110. 132. 201 147.237.76. 31 Lkr ai ne nakchal .i df.il ET SCAN Potential SSH Scan 1
46. 19. 86. 25 147.237.77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
185. 110. 132. 201 147.237.0. 34 krai ne tikshuv.idf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 104 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
176.228.184. 8 147.237.72. 166 I srael aka idf.il portscan: TQP D stributed Portscan 1
40.121.139. 43 147. 237. 76. 200 Lhited Sates eitan aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
124. 8. 223. 198 147. 237. 76. 196 Tai wan esvivaidf.il ET SCAN Potential SSH Scan 1
37.26.148. 211 147.237.77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
124. 8. 223. 198 147.237.76. 44 Tai wan e.refuah.idf.il ET SCAN Potential SSH Scan 1
2.53. 26. 207 147, 237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
213.170. 68. 2 147.237. 76. 199 Russi an Federation e.nakchal .idf.il ET SCAN NVAP -f -sS 1
124. 8. 223. 198 147.237.0. 16 Tai wan ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
194. 114. 146. 227 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 253. 219. 31 147.237.77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
185. 129. 148. 230 147.237.77. 233 Latvi a atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 64. 141 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 1
185. 110. 132. 201 147.237.76. 38 Wkrai ne e.enmeitav.idf.il ET SCAN Potential SSH Scan 1
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A tacker

count ry Target Address |Ste Signature
Sreanming Engine: TCP Invalid i i ssi
2.53.177.12  [israel 147. 237. 77. 243 |nobi l e.i df . i1 9 =g Inval i d segnent retransmssi on. drop 24
Ret r ansni ssi on Packet dr opped.
141.0.13.203  [Nor way 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 18
95. 35. 145. 13 I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
2.53.141.237 |israel 147.237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or 15
46.19.85.170  [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 14
192.115.83.5 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 13
192. 117. 10. 226 |l srael 147.237.77. 216 |dover.i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 12
46. 19. 86. 93 | srael 147.237.76.31 |nakchal.idf.il  |Bad TCP sequence Inval i d ACK nunber noni t or 10
31.154.14.46 |Israel 147.237.76.42 |refuah.icf.il  [Bad TCP sequence SN retransmt wih different monitor |9
w ndow scal e
84.109. 180. 20 |[lIsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 9
Sreanming Engine: TCP Invalid i i ssi
80. 246. 137. 223 [Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
83.222. 97. 147 gz;::on 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout moni tor 8
46.105.213.15 |France 147. 237. 76. 147 |chi nuch. aka. i df .iI[Bad TOP sequence i’:ur:rt‘é:nsmt wth different monitor 8
46.105. 213. 15 |France 147. 237. 76. 147 [chi nuch. aka. i of .i1|Bad TCP sequence Inval i d AGK nunber noni t or 8
Russi an ) R SWNretransmit wth different .
83.222.97.147 | o i 147. 237. 76. 147 [chi nuch. aka. i of .i1|Bad TCP sequence sequence noni t or 8
62. 0. 200. 213 | srael 147.237.72. 166 |aka. i df. il dr op First packet isn't SN drop
46.19.85.190 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber aert
46.105.213.15 |France 147. 237. 76. 147 |chi nuch. aka. i df .iI[Bad TOP sequence i’:ur:rt‘é:nsmt wth different dert 6
Sreaning Engine: TGP Invalid ' i ssi
66.249.88.25 |Wited Sates  |147.237.76. 200 |ei tan. aka i df il 9 =9 Inval i d segrent retransmssi on. dr op 6
Ret r ansni ssi on Packet dr opped.
62.0.207.1 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 6
46.19.85.190 |Israel 147.237. 77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber noni t or 6
46.19.85.211  |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber aert 6
109. 64. 153. 253 |l srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 6
46.19.85.211 |Israel 147.237. 77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber noni t or 6
Russi an ) S SWNretransnmit wth different
83.222.97.147 | oo 147. 237. 76. 147 [chi nuch. aka. i of .i1|Bad TCP sequence sequence aert 6
46. 19. 86. 161 I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46.19.85.220 |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber aert 6
77.139. 253. 136 |France 147.237.72. 166 |aka.idf . il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 6
192. 117. 10. 226 |I srael 147.237. 77. 216 [dover. i df il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
83.222.97. 147 gz;::on 147. 237. 76. 147 |chi nuch. aka.i df .iI[Bad TOP sequence Invalid ACK nunber monitor |6
Sreanming Engine: TCP Invalid i i ssi
66.249.76.67 |lWited Sates [147.237.0.19 |nadimatal .idf.il 9 =g Invalid segent retransmssion. dr op 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 220 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
46.19.86.177  [Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 86 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Russi an ) R SWNretransnmit wth different
90. 189. 192. 217 Feder at i on 147. 237. 76. 147 |chinuch. aka. i df . i [|Bad TCP sequence sequence alert 5
46.19.85.170  [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
46.19.85.250 |Israel 147.237. 77. 216 |dover.i df .i Bad TCP sequence Invalid ACGK nunber aert 5
46.19.86.177  |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber aert 5
46. 19. 85. 86 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
46.19.85.250 |Israel 147.237. 77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber noni t or 5
s SYNHAXK retransmit with different .
46.19.85.121 |Israel 147.237. 72. 166 [aka.i df .i Bad TCP sequence i ndow scal e noni t or 5
192.115.83.5 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert
212. 143. 142. 56 [l srael 147. 237. 77. 216 |dover..i df . i | drop First packet isn't SW drop
Do SYNHAXK retransmit with different .
77.139. 253. 136 |France 147.237. 72. 166 [aka i df .i | Bad TCP sequence vi ndow scal noni t or 4
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
90. 189. 192. 217 :Z::;”ion 147. 237. 76. 147 |chi nuch. aka. i df . i || SYN At t ack SYN -> SYN-ACK -> Ti meout alert 4
83.222. 97. 147 ?é;;:tnion 147. 237. 76. 147 |chi nuch. aka. i f . i || SYN At t ack SYN -> SYN-ACK -> Ti meout aert 4
. . SYNHAXK retransmit with different .
46.19.85.229 |Israel 147.237. 77. 216 |dover.i df .i Bad TCP sequence i ndow scal e noni t or 4
46.19. 86. 24 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
90. 189. 192. 217 gz;::on 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout moni tor |4
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109. 253.199. 45 |Israel 147.237.0.19 |nadimatal .idf.il| |Ostributed Suspicious Response Code B ock 113
109. 253. 147. 238|l srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Code B ock 66
46.210. 206.25 |Israel 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Qode B ock 42
46. 19. 85. 220 I srael 147.237.0.19 |nadimatal .idf.il| |Ostributed Suspicious Response Code B ock 38
95. 35, 75. 113 I srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Qode B ock 34
95.35.137.176 |[Israel 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Code B ock 31
176. 13. 228. 255 |Israel 147.237.0.19 |nadimatal .idf.il| |Ostributed Suspicious Response Code B ock 29
37.26.148.149 |[Israel 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Qode B ock 22
176. 13. 238. 188 |l srael 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Code B ock 21
46.19. 86. 125 I srael 147.237.0.19 |nadimatal .idf.il| |Ostributed Suspicious Response Code B ock 17
219.134.254.51 |Chi na 147.237.77. 176 [nat pash. i df . i | Mil tipl e Unauthorized URL Access from 219. 134. 254. 51 B ock 16
219.134. 254. 51 |[China 147.237.77.216|dover.idf .l Ml tipl e Uhaut horized URL Access from 219. 134. 254. 51 B ock 16
37.26.146.213 |lIsrael 147.237.0.19 |nadimatal .idf.il| |Ostributed Suspicious Response Code B ock 15
109. 253. 159. 44 |l srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response CQode B ock 12
212.235.23.119 |[Israel 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 8
219. 134. 254. 51 |China 147.237.77. 176 |mat pash. i df . i | PHP Attenpt Bl ock 6
176.13.14.0 I srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Code B ock 6
212.235.23.119 [Israel 147.237.76.31 |nakchal .idf.il Ml tipl e Uhaut horized URL Access from 212. 235, 23. 119 B ock 5
219. 134. 254. 51 |China 147.237.77.216|dover. i df .i |l PHP Attenpt Bl ock 5
212.179.46.50 |Israel 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut horized URL Access from 212.179. 46. 50 B ock 4
109. 253. 220. 58 |l srael 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Code B ock 4
46. 19. 86. 242 I srael 147.237.0.19 |nadimatal .idf.il| |Ostributed Suspicious Response Code B ock 3
31.168. 23. 59 I srael 147.237.77.216|dover.i df . il Mul ti pl e Unaut horized URL Access from 31.168. 23. 59 B ock 3
46.19. 86. 82 I srael 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
31.154.19.5 | srael 147.237.77.216|dover. i df . il Mil tiple Unauthorized URL Access from31.154.19.5 Bl ock 3
46.19. 86. 134 I srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Qode B ock 3
31.168.65.160 |l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 3
2.53.135. 107 I srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 3
37.26.148.164 |Israel 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Code B ock 3
84. 95. 208. 20 I srael 147.237.77.233|atal .idf .il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 2
31.168.65.160 |[lIsrael 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/sip storage/files/2/ B ock 2
66. 249. 69. 224  |Israel 147.237.77.216|dover . i df . il Mul ti pl e Unaut horized URL Access from 66. 249. 69. 224 B ock 2
84. 95. 208. 20 I srael 147.237.77. 234 |hal ag. i df . i | Ml tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 2
37.26.146.141 |lIsrael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 2
165.72.200. 11  |Europe 147.237.72. 166 |aka. i df . i | m ;L:“it d‘if’iwf‘m‘f :/o;;;?:r Method for Known LR on B ock 2
77.138.247.44  |France 147.237.72. 166 |aka. i df . i | v%;; ;Ii(::t def(.’iﬁ*/‘f‘mlf :,ogggﬁ; Method for Known LR on B ock 2
109. 253. 134. 144/l srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Code B ock 2
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 2
31.154.19.5 | srael 147.237.77.234|hal ag. i df . i | Mil tiple Unauthorized URL Access from31.154.19.5 Bl ock 2
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi . i df.i|Mitipl e Unauthorized LRL Access from 84. 95. 208. 20 B ock 2
194. 27. 242. 254 |Tur key 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df.il/nai n/rabanut/ B ock 2
66.102.9.5 Lhited Sates (147.237.72.166|aka.idf.il Uhaut hori zed Method PCST for v aka. i df.il/mai n/ hone/ def aul t.aspx |B ock 1
212.25.102.63 | srael 147.237.72. 166 |aka. i df . i | m”:k"‘glﬁr?ﬁtng ﬁ;g:;‘%;gf?g:fsgfcphsachar$Ct' SLin None 1
84. 95. 208. 20 I srael 147.237.72. 156 [aman. i df . i | Ostributed PHP At tenpt Bl ock

46. 19. 85. 255 I srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 1
176.13.236.49  |Israel 147.237.76.42 |refuah.idf. il L ated Lot horized ?Jaﬁc‘;zspi on Bl ock 1
79.181.222.192 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka. i df.il/mai n/ hone/ def B ock 1
2.55.162. 74 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter utm medi umin waw aka. i df.il/giyus None 1
194. 90. 15. 61 | srael 147.237.72. 166 [aka. i df . i | mn;)kmg il;&flr.?rln/atn:jr mciggr?:}c/t;i,??ﬁﬁg?phsaChar SetlS0.x i None 1
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . il Dstributed PHP At enpt Bl ock 1
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