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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
0.0.0.0 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 34
46. 19. 85. 226 | srael 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 9
176. 13. 247. 134 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
2.53.133. 27 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
2.53.160. 17 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
213. 151. 58. 48 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
80. 246. 137. 101 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
46.116. 75. 198 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 4
46.210. 214. 163 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
37.26. 149. 131 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
46.19. 86. 0 | srael 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 2
212. 143. 234. 254 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
89. 139. 177. 93 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
89.248.174. 4 Net her | ands 147.237.76. 199 e. nakchal .idf.il B ack List drop 1
46.19. 85. 251 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
37.46.41. 208 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
45. 32. 205. 113 Net her | ands 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
46. 19. 86. 207 147.237.77. 176 |I srael nat pash. i df .i | PQLI CY- OTHER TCP packet with urgent flag attenpt 58
84.94.140. 177  |147.237.77. 226 |l srael v chanat z. aka. i df . i | LCCAL_RL.LES - HITP Request with GPTIONS method to 3
a .doc file

77.125. 30. 83 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
188. 120. 135. 214(147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
61.178.42.242 |147.237.0.19 |China nedi matal .idf.il ET SCAN Potential SSH Scan 1
185.32.179.99  |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
46. 161. 40. 17 147.237. 77. 235 |Russi an Federation svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
179. 43.144.18 |147.237.76. 198 [Snt zerl and e.yohal an.idf.il ET SCAN Potential SSH Scan 1
163. 172. 238. 45 |147.237.76. 198 [Uni ted Ki ngdom e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
40.121.139.43 [147.237.76. 148 |Lhited Sates gqcenter. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
89. 237. 105. 178 |[147.237. 77. 216 |France dover . idf.il portscan: TCP O stributed Portscan 1
40. 114. 15. 49 147.237.77.235|Wited Sates sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.26.149.149 |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
80. 246. 136. 1 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
79.176.52. 163  [147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
194.90. 178. 37  [147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
61.178.42.242 |147.237.76. 199 |Chi na e. nakchal .idf .il ET SCAN Potential SSH Scan 1
185. 120. 124. 37 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
61.178.42.242 |147.237.0.16 |China ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
185.27.105.88 |147.237.77. 216 |Israel dover . idf.il portscan: TCP O stributed Portscan 1
46.161. 40. 17 147.237. 77. 227 |Russi an Federati on e. hamaz. i df .il ET SCAN NVAP -sS wi ndow 1024 1
176.106. 46. 74  |147. 237. 77. 216 gcis;iigéa” Territory, dover i df il portscan: TGP Distributed Portscan 1
40.121.139. 43  [147.237.76.199 |Lhited Sates e.nakchal .idf .il ET SCAN NVAP -sS wi ndow 1024 1
141.226. 161. 41 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
40.121.139. 43  [147.237.76. 147 |Lhited Sates chi nuch. aka.i df .il ET SCAN NVAP -sS w ndow 1024 1
84.94. 189. 48 147.237.77. 216 |I srael dover.idf il portscan: TCP O stributed Portscan 1
37.142.11.171 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
80. 246. 139. 213 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
37.26.146.136  [147.237.77. 216l srael dover.idf il portscan: TCP O stributed Portscan 1
79.181.21. 237 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
75. 255, 124. 13 g;s: 147. 237. 76. 147 [chi nuch. aka. i df . i | SYN At ack SYN -> SYN-ACK -> Ti meout monitor |278
82. 145. 222. 119 |Eur ope 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 104
46. 19. 86. 207 | srael 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 60
46.19. 85. 130 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 34
62.0.197. 85 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 30
S reaning Engi ne: TCP i i ssi
223.24.88.44  |Thailand  |147.237.77. 243 |mobile.idf .il mng tngine- 1 Invalid segnent retransmssion. Packet drop 30
Inval i d Retransmission dr opped.
46. 19. 86. 47 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d AGK nunber noni tor |25
46. 19. 86. 47 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d AGK nunber aert 24
107. 167. 112. 139 g;s: 147.237.77. 216 [dover.idf .il SYN At ack SYN -> SYN-ACK -> RST monitor |23
46. 19. 85. 67 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |22
107. 167. 99. 113 ?attee: 147.237.77. 216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |20
46. 19. 85. 67 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert 18
62.0.230.1 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 16
130. 245. 145. 167 g;s: 147.237. 77. 216 [dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST monitor |16
46. 19. 85.9 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 14
46.19.85.9 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |14
176. 13. 245. 113 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
2.55. 35.158 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
37.26. 148. 211 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 12
62. 0. 200. 125 I srael 147. 237.72. 166 |aka.i df . i drop First packet isn't SN drop 11
212.25.79.133 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
109. 65. 71. 37 I srael 147. 237. 77. 216 [dover.i df .i SYN Att ack SYN -> SYN-ACK -> RST monitor |10
62.0.230.1 | srael 147.237.76.31 |[nakchal .idf.il dr op Frst packet isn't SN drop 10
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
109. 253. 221. 138|l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 8
46.19.85.9 I srael 147.237. 77. 216 [dover.i df .i | Bad TCP sequence Invalid AGK nunber aert 8
176. 13. 236. 118 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
46.19.85.9 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber nmonitor |8
192. 115. 163. 105|l srael 147.237.72. 167 |i shuri maka. i df . i | SYN Attack SYN -> SYN-ACK -> RST monitor |7
46. 19. 85. 95 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber aert 6
Srean ng Engi ne: TCP TGP segnent with urgent pointer (no data).
46. 19. 86. 207 | srael 147.237.77. 176 [nat pash. i df . il ) Ugent data indication was stripped. Fease |drop 6
Wgent Data Enforcement [ e to sk36860.
46.19.85.145  |israel 147.237.77. 226 Wi"l"'“ha”atz' aka.1df 1pad TOP sequence Inval i d ACK nunber moni tor (6
Sreamng Engi ne: TCP i i ssi
176.13.10. 253 |Israel 147.237.77. 243 |nobi l e. i f . | M ng Engine: 1 Invalid segnent retransmssion. Packet drop 6
Invalid Retransmission  |dropped.
46.19. 85. 95 I srael 147.237. 77. 216 [dover.i df .i | Bad TCP sequence Invalid AGK nunber monitor |6
S reanmi ng Engi ne: TCP i i ssi
2.55.168.107  |Israel 147.237.77. 243 |nobi le.i o . i1 mng Engine: 1 Invalid segnent retransmssion. Packet drop 6
Inval id Retransm ssion dr opped.
46. 19. 85. 160 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d AGK nunber aert 6
5.29. 132. 168 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 145 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber alert 6
46. 19. 85. 160 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber nmonitor |6
46. 19. 86. 207 I srael 147.237. 77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout monitor |6
Sreamng Engi ne: TCP i i ssi
176.13.13.97  [israel 147.237.77. 243 |nobi l e. i df .1 M Nng Engine: 1 Invalid segnent retransmssion. Packet drop 6
Invalid Retransmission  |dropped.
S reamng Engi ne: TCP i i ssi
2.53.153.150 | srael 147.237.77. 243 |nobi l e i df .1 mng Enhgine: 7 Invalid segnent retransmssion. Packet drop 6
Inval i d Retransnission dr opped.
87.70.29.211 | srael 147.237.77.179 |e.mazi .idf .i | Bad TCP sequence SYNretransmt wth different wndowscale [nonitor |6
2.55.16. 123 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
46.19. 85. 145 I srael 147.237. 77. 216 [dover.i df .i | Bad TCP sequence Invalid AGK nunber monitor |6
81.218. 251. 250 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
46. 19. 85. 112 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber aert 5
46.19. 85. 10 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber aert 5
46.19. 85. 112 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d AGK nunber monitor |5
62.0.197. 85 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
2.53.136. 211 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode Bl ock 126
2.53. 40. 136 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 44
46.19. 86. 236 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 5
80.178.101.40 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 3
2.53. 45. 166 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 253. 134. 144]I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 253. 221. 110|I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Bite Qode Character in LR B ock 2
- - D stributed Lhaut hori zed URL Access on
212.179.21. 194 |[Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 2
37.26.146.196 |[Israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code Bl ock 2
176.13.5. 217 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 2
82. 80. 61. 179 I srael 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock 2
194. 90. 216. 222 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/niluimial rankl al i /aspx Bl ock 1
. . Uhaut hori zed URL Access to
52.198.76.213  Japan 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ web- consol e/ serveri nfo. j sp Bl ock !
108. 171. 129. 164|Ger many 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for ww aka. i df .il/mai n/ sachar B ock 1
2.55.45.74 | srael 147.237.77.216|dover. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
2.53.3. 204 I srael 147.237.72. 156 |anman. i df . i | D stributed Suspicious Response Code B ock 1
213.151.58.48 |[Israel 147.237.77. 216 |dover.i df .i | SSL Untraceabl e Connection - Qpen Mde None 1
66.249. 69. 224 |l srael 147.237.77.216|dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 69. 224 Bl ock 1
46. 19. 86. 201 I srael 147.237.76.42 |refuah.idf.il Mal formed LRL B ock 1
176.13.10. 253  |Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Wauthorized UR. Access to v kosher-kravi.idf.il/defaul t.aspx B ock 1
2.53. 153. 150 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 1
. . Unaut hori zed Met hod HEAD for
77.126.18. 29 I srael 147.237.72. 166 |aka. i df . i | v aka. i o i |/ nai v gi yus/ general . aspx B ock 1
wwv, chamat z. aka. i d i
194.90. 252. 194 |Israel 147.237.77.226 .. Wnaut hor | zed URL Access to Bl ock 1
f.il ww chanat z. aka. i df . i | /tenpl at es/ f ag/ f ag. aspx
] . . Unaut hori zed Met hod PCST for
66.102.9. 8 Wited Sates [147.237.72. 166 |aka. i df.il v aka. i df i |/ mai n/ hore/ def aul t . aspx B ock 1
5. 29. 103. 49 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SIS Sessi ons: (pen Mde None 1
- . D stributed Lhaut hori zed URL Access on
2.53.7.3 | srael 147.237.76.42 |refuah.idf.il 147.237. 76. 42/ st yl e/ shared/ r eset . css Bl ock !
. . D stributed Uhauthorized URL Access on
80.246.130. 17  |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
66.249. 69. 228 [Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew ingtop. asp B ock 1
216.72.40.185 [Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter catld in aka.idf.il/main/giyus/ general . aspx None 1
46.19. 86. 201 I srael 147.237.76. 42 |refuah.idf.il Unknown HTTP Request Met hod edenOx2rd in URL Bl ock 1
180. 76. 15. 9 Chi na 147.237.72. 156 [aman. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/list7.htm B ock 1
84. 95. 208. 20 I srael 147.237.77.74 [lawidf.il Mil tipl e Unauthorized URL Access from 84. 95, 208. 20 Bl ock 1
2.53.162.18 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in LR B ock 1
77.139.36.160 |France 147.237.72. 166 |aka. i df . i | Wnhknoun Parareter ct| 00$ct | 00$cphi n$cphSachar $otnSubm t. x in f\ o 1
v aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
212.179.21.194 |israel 147.237.72. 166 |aka. i df . i | Wnknown Pararmeter _VI BASTATEENCRYPTED i n None 1
ww aka. i df . i |/ nmai n/ sachar/ nai | box. aspx
66. 249. 64. 24 I srael 147.237.77.234|hal ag.i df . i | Uhaut hori zed LRL Access to waw | ogi stics. atal .idf.il/nobile/ B ock 1
’ . . . Paraneter Type Mol ati on SearchText in
8.37.70. 214 Lhited Sates |147.237.0.34 [tikshuv.idf.il v ti kshuv. i o . i 1/938- he/ i kshuv. aspx Bl ock 1
80.246.130. 46 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237. 76. 42/ f avi con. i co B ock 1
. . Unaut hori zed URL Access to
66. 249. 75. 4 I sr ael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994- 9236- he/ r ef uah. aspx B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
216.72.41.98 I srael 147.237.72.166 [aka. i df . i | v aka. i df . i |/ nai n/ sachar/ nar ki veysachar . aspx None !
. . Uhknown Par anet er ctl 00$ct | 00$cphMai n$cphSachar $ct | 13 in
185. 3.147.181 |Israel 147.237.72. 166 |aka. i df . i | v aka. i df . i | / mai n/ sachar / paysl i ps. aspx None 1
84. 95. 208. 20 I srael 147.237.77.74 |lawidf.il PHP At tenpt B ock 1
2.53.185. 28 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
79.177.9.5 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/text.css  |B ock 1
66. 249. 64. 89 I srael 147.237.76.200(ei tan. aka. i df.il Uhaut hori zed URL Access to waw eitan. aka.idf.il/nd Bl ock 1
157.55.39. 149 [Wnited Sates [147.237.72. 166 |aka. i df .i | D stributed Unaut horized URL Access on 147.237. 72. 166/ B ock 1
. . D stributed Unhauthori zed URL Access on
80. 246.133. 222 |l srael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
- - Unhaut hori zed URL Access to
66. 249. 75. 8 | srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9331- he/ r ef uah. aspx Bl ock 1
217.194.202.69 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df . il/main/scripts/css3pie. htc [B ock 1
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