09-27-2016-07:04:01 to 09-27-2016-08:04:01

@
1"PT SwNn [ )

GOV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |

Nunber
(6]
At acks

Top Tar get

[Top Attackers |

M nadi matal .idf.il

M aka.idf.il

M nobile.idf.il

B chinuch. aka. i df . i

M dover.idf.il

Meitan aka.idf.il

[ refuah.idf.il

M nakchal .idf.il
atal .idf.il

M tikshuv.idf.il

80

Nunber
(6]

At acks

Top Attackers

M 2. 55. 165. 164
89. 138. 242. 209

I 46. 19. 85. 145
176. 13. 14. 77

MW 2.53.177. 12

M 66. 38. 73. 240

[ 37. 26. 148. 206

M 109. 67. 131. 62
2.55.133.97

M 84. 110. 55. 176




09-27-2016-07:04:01 to 09-27-2016-08:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
104. 238. 146. 180 Lhited Sates 147.237.76. 38 e.e.neitav.idf.il B ack List drop 1
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Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

92. 238. 226. 245 Uhi ted Ki ngdom 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 3
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Ki ngdom

66.249. 93.137  |147.237.77. 233 |Eur ope atal.idf.il ET SCAN NVAP -sA (2) 3
91.201. 236. 155 [147.237.76. 147 |lkrai ne chi nuch. aka. i df .i | ET SCAN NVAP -sS wi ndow 2048 1
91. 201. 236. 155 |[147.237.76. 147 |Wkrai ne chi nuch. aka.i df .il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
66.249.76.118 |147.237.72.166 |Uhited Sates |[aka.idf.il SER\/ER APAO_E. Apache med_ss| non-SSL connection to SSL port 1
deni al of service attenpt
62.90. 11. 134 147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
58.218.200. 137 [147.237.0.16 |thina ny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
192.223.72.100 |147.237.76.39 |Bolivia nobi le.neitav.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
45. 63. 43. 107 147.237.76.42 [lhited Sates |[refuah.idf.il ET SCAN Potential SSH Scan 1
176.53.126. 98  |147. 237. 72. 156 |Tur key anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5 135 90. 164 147 237 0.19  |France vadimatal idf i ET SCAN Behavi or al Uqusuglly fast Terminal Server Traffic, 1
Potential Scan or Infection
149. 255, 108. 192|147. 237. 76. 38 E?ir:;gom e.emeitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 155 [147.237.76. 147 |krai ne chi nuch. aka. i df il ET SCAN NVAP -f -sS 1
66.249.93.139  [147.237. 77. 233 |Eur ope atal.idf.il ET SCAN NVAP -sA (2) 1
66.249.93. 135  |147.237. 77. 233 |Eur ope atal.idf.il ET SCAN NVAP -sA (2) 1
66.249.76.71  |147.237.77.233|W0ited Sates |atal.idf.il ET SCAN NVAP -sA (2) 1
58.218.200. 137 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
46.19. 86. 141 147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
185 93, 185. 10 |147. 237. 76. 176 |k ai e test noore.idf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
40.114.15. 49 147.237.77.233|lhited Sates |atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
163, 172. 169. 150(147. 237. 8. 14 | t&d e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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A tacker

count ry Target Address [Ste Signature
Sreaning Engine: TCP Invalid i i SSi
89. 138. 242. 209 |I srael 147. 237.76. 200 |ei tan. aka.i df . i1 9 =g nvalid segnent retransmssi on. drop 36
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.53.177.12  |israel 147. 237, 77. 243 |robi 1 e. i of . i | 9 =9 nvalid segnent retransmssi on. drop 30
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
176.13.14.77  |israel 147. 237.77. 243 |nobi l e. i f . i | 9 =g nvalid segnent retransmssi on. drop 30
Ret r ansni ssi on Packet dropped.
66.38.73.240 |Uited Sates |147.237.76. 147 |chinuch. aka.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 25
Sreaning Engine: TCP Invalid i i ssi
46.19.85.84  |israel 147.237.76.42 |refuah.idf.il g =g nvalid segnent retransmssi on. drop 14
Ret r ansm ssi on Packet dropped.
46.19.85.145  |Israel 147.237.76.31 [nakchal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or 10
46.19.85.145  [Israel 147.237.76.31 |nakchal.idf.il  |Bad TCP sequence I'nval i d AGK nunber alert 10
37.142.226.81 |Israel 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 8
46.19.85.145 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber alert 6
176. 13. 237. 180 |l srael 147. 237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 6
46.19.85.145 |Israel 147.237.77. 216 |dover.i df i Bad TCP sequence Inval i d AGK nunber noni t or 6
176. 13. 237. 180 [l srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
37.26.148.206 |lsrael 147.237. 77. 216 [dover. i df .i Bad TCP sequence noni t or 6
84.110.55.176 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence noni t or 6
C e SYNVACK retransmt wth different .
2.55.133.97 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence i ndow scal e noni t or 5
46.19.85.221 [lIsrael 147.237. 77. 216 [dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 5
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
2.55.133.97 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 5
172.56. 6. 33 Lhited Sates [147.237.76. 147 |chinuch.aka.idf.il|Bad TCP sequence I'nval i d AGK nunber noni t or 5
46.19.86.148 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
62. 0. 200. 125 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 5
24.159.6.34  |Wnited Sates |147.237.76. 147 |chinuch. aka i df .il|Bad TCP sequence f:gﬁeer:é:ns”“ wth different aert 5
2.55.133.97 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
24.159.6.34  |Wited States |147.237.76. 147 |chinuch. aka i df .il|Bad TCP sequence i’c\:ureertlcr:ns"“ wth dfferent monitor |4
. . SYNVACK retransmt wth different .
46. 19. 86. 148 | srael 147.237.72. 166 |aka. i df il Bad TCP sequence wi ndow scal e noni t or 4
24.159. 6. 34 Lhited Sates [147.237.76. 147 |chinuch.aka.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 4
172.56.6.33  |Wited Qates |147.237.76. 147 |chinuch. aka.idf.il|Bad TCP sequence :ZZ'Jeertlcr:mt wth dfferent dert 4
37.26.148.206 |[lsrael 147.237.0.34 |tikshw.idf.il  |Bad TCP sequence noni t or 4
79.178.32.225 |Israel 147.237.77.74 |lawidf. il Bad TCP sequence SN retransmt wih different monitor |4
w ndow scal e
172.56.6.33  |Uited Sates |147.237.76. 147 |chinuch. aka.idf .iI{Bad TOP sequence i’gﬁfﬂégﬂsm wth different moni tor |4
176. 13. 237. 180 |I srael 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout alert 4
2.55.133.97 I srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout alert 4
46. 19. 85. 36 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 4
46. 19. 85. 213 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
Sreaning Engine: TGP Invalid ' i ssi
66.249.93.81 |Europe 147. 237.76. 200 |ei tan. aka. i f . 9 =9 Invalid segrent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
172.56. 6. 33 Lhited Sates |147.237.76. 147 |chinuch. aka.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 3
37.26.148.206 |[lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
84.110.55. 176 |[lIsrael 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 3
37.26.148.206 |[lsrael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber alert 3
50.143.137.1 |Wited Sates [147.237.76. 147 |chinuch. aka i of .iI|Bad TCP sequence :ZZ'Jeertlcr:mt wth dfferent dert 3
84.110.55.176 |[lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber alert 3
Sreaning Engine: TQP Invalid i i ssi
46.19.85.20  |israel 147.237.77. 243 |robi L e. i of . i1 g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
37.26.148.206 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber noni t or
84.110.55.176 |[lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
Sreaning Engine: TCP Invalid i i SSi
66.249.76.30 |Wited Sates |147.237.77. 243 |nubile.idf. il 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
46.19.86.127  [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
84.110.55. 176 |lsrael 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
202.83.120.30 |Indonesia  [147.237.76. 147 |chinuch. aka.idf.il|Bad TCP sequence S:Z'Jeetncr:nsm't with different mnitor  [2
176. 13. 237. 180 |l srael 147. 237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST alert
46. 19. 85. 72 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or
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2.55.165.164 |Israel 147.237.0.19 |nmadimatal .idf.il [Ostributed Suspicious Response Code Bl ock 83
109. 67.131. 62 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 20
46.19.86.201 |[Israel 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 18
66.249.76.30 |Israel 147.237.77.243|nobi l e. i df . i | Mil tiple Unaut hori zed URL Access from 66. 249. 76. 30 Bl ock 6
37.26.147.167 |[Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 4
2.53.167.253 |Israel 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 3
80. 246. 137. 93 |l srael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code Bl ock 3
138. 134. 102. 16 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/sip storage/files/6/ B ock 3
77.124.37.26  |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method CPTIONS for v aka. i df . i |/ mai n/ sachar/ B ock 2
2.55.151.149 |[Israel 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code Bl ock 2
80. 246. 138.56 [l srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to mobil e.idf.il/nekudot/index B ock 2
84.95.208.20 |Israel 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to www i df.il/defaul t.aspx B ock 1
66.249. 75. 4 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9688- he/ r ef uah. aspx  |B ock 1
66.249.76. 118 |l srael 147.237.72.166 |aka. i df . i | %&gﬁﬂfﬁ{ﬁﬂf& - Protocol violation None 1
66. 249. 64. 163 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;”lt :‘Tr&lee? , g:t‘eggfyetzm e/ 1 st chi | ddocument s/ 1675 Bl ock 1
5.22.134.245 |[lIsrael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to v i df . il/ hi mush/ site/ he/ hi nush. asp B ock 1
66.249.75. 8 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9686- he/ r ef uah. aspx |B ock
52.65.27.248 |Australia 147.237.0.15 |kosher-kravi . i df . i|unaut hori zed LR. Access to 147.237.0. 15/ web-consol e/ serverinfo.jsp  |B ock

66. 249. 64. 166 |Israel 147.237.77. 243 |nobi l e. i df . i | ﬁ;“lt ;?réf%??/g;eggfﬁim O e/ 1 st chi | cdocument s/ 1662 Bl ock 1
10. 145. 70. 4 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for waw aka.idf.il/ishurim B ock 1
138. 134. 102. 16 [l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 138.134. 102. 16 Bl ock 1
54.183.213.28 |Uhited Sates [147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237. 0. 34/ web- consol e/ serverinfo.jsp  |B ock 1
66.249.66.19 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to ww atal .idf.il/m B ock 1
37.26.147.133 [Israel 147.237.76.42 |refuah.idf.il Poraneer Tvpe _\i‘é’f'.aitli /°f4§$ﬁ]g?:§?t];hf'aspx Bl ock 1
138. 134. 102. 16 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method CPTIONS for waw aka.idf.il/ B ock 1
66.249.76.30 |Israel 147. 237.77. 243 |nobi | e. i df . i | x;“lt : ?ro"fz‘?? , g‘eggrcy?semztesn <t ohi | ddocunent s/ 1879 Bl ock 1
66.102. 9. 24 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCST for aka.idf.il/nai n/ hone/ def aul t. aspx B ock 1
66. 249. 69. 224 |l srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to v idf.il/atal 1/izkor/ print_bottom asp B ock 1
66.249.76. 112 |Israel 147.237.72.166 |aka. i df . i | :)L'rizasj/ i?r’;geg’?in?ra;:;fgoibgcﬁi/ f”aj "V kapat 2/ /1 es#012 B ock 1
66.249.64.85 |Israel 147.237.76.200(ei tan. aka. i df.i| |Wauthorized URL Access to waw eitan. aka. idf.il/nobil e/ B ock 1
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