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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action
45. 32. 204. 130 Net her | ands 147.237.76. 202 e halag.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address ‘Site Sgnature Devi ce Action |Oount ‘
148. 251. 190. 162  [Ger nany 147.237.77.216 |dover.idf.il CL000074: HTTP. naj estic bot Per mit 8
148.251.190. 162  |Ger many 147. 237. 76. 86 navy.idf.il C1000074: HITP. naj estic bot Per nit 2
148. 251. 190. 162  |Ger many 147.237.77. 74 lawidf.il C1000074: HITP. naj estic bot Per nit 2
71.6.146. 185 Lhited Sates 147.237.0.17 mny- kosher -kravi . i df.il 13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Federati on

91.201.236.50 |147.237.76. 198 |krai ne e.yohal an.idf.il ET SCAN NVAP -sS w ndow 3072 1
66.249. 64. 145 |147.237.76.86 |Lited Sates  [navy.idf.il ET SCAN NVAP -sA (2) 1
46.172.91.21 147.237.0.34 |kraine tikshuv. idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 129. 148. 230(147. 237. 77. 74 |Latvia lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
179.43.144.18 |147.237.0.17 |Sntzerland mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
163. 172. 238. 45 |147.237.76.30 |United Ki ngdom|himush.idf.il ET SCAN NVAP -sS w ndow 1024 1
120. 63. 143. 13  |147.237.76.30 |India hi nush. i df i | ET SCAN NMAP -sS wi ndow 4096 1
109, 60. 153, 178|147, 237, 77. 235 |RUSSi an sivaid il ET SI:AN Behavi or al Lhusugl ly fast Ternminal Server Traffic, 1
Federation Potential Scan or Infection
91.201.236.50 [147.237.76. 198 |Wkrai ne e.yohal an.idf.il ET SCAN NMAP -sS wi ndow 4096 1
91.201.236.50 [147.237.76. 198 |lkrai ne e. yohal an.i df .il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
54, 144.119. 103 |[147.237.0.200 [lLnited Sates  |mdu.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.161.40.17  |147.237.0.17 g{jz;;”im mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
179. 43.144.18 [147.237.76.42 |Swtzerland refuah.idf.il ET SCAN Potential SSH Scan 1
163. 172. 238. 45 |147.237.76. 148 |Uni ted Ki ngdom|ggcenter. aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
163.172.129. 15 |147.237.76.38 |United Ki ngdom|e.e. neitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
115. 148.99. 2 147. 237.76. 177 |Chi na ncore.idf.il ET SO Behavi oral Lhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
95. 163. 144. 203 [147. 237. 76. 176 [ XSS &1 test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count

108. 167. 84. 236 |Uhited Sates |147. 237. 76. 147 |chi nuch. aka. i df . i SYN At tack SYN -> SYN-ACK -> Ti neout nmoni t or 488
Sreamng Engine: TCP Invalid i i ssi

46.19.85.161  |israel 147.237.77. 243 |nobi L e.i o i 9 =g Invalid segnent retransmssion. 21
Ret ransm ssi on Packet dropped.

46.19. 85. 214 I srael 147.237. 77. 216 |dover.idf . il SYN At tack SYN -> SYN-ACK -> RST noni t or 17
Sreamng Engine: TCP Invalid i i ssi

2.55.168.107  |israel 147. 237. 77. 243 |mubil e. i of . i1 9 =g Invalid segnent retransmssion. 12
Ret ransm ssi on Packet dropped.

46. 19. 85. 63 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 11

46. 19. 85. 63 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11

104. 200. 154. 81 |[ULhited States |147.237.72. 166 |aka.idf.il drop SAMrul e drop 10

46. 19. 85. 63 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber alert 7

46. 19. 85. 63 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5

5.102.195. 21 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 4
Sreamng Engine: TCP Invalid i i SSi

84.229.42.101 | srael 147.237.77. 243 |nobi 1 e.i df . i1 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.

109. 67. 118. 118 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3

75.110. 105. 152 |Wited Sates |147. 237. 76. 197 |e. hi rush. i of . i Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 3

enf or cenent
185.3.147.230 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber monitor |3
s SYNtACK retransnmt wth .

109. 67. 118. 118 |l srael 147. 237.77. 216 |dover. i df . il Bad TCP sequence di fferent vi ndow scal & monitor 3

76.175.32.222 |Wited Sates |147. 237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST mnitor |3

80.246.138.40 [Israel 147.237. 72. 156 |aman. i df .| SYN Attack SYN -> SYN-ACK -> RST noni t or 2

46.19. 86. 135 I srael 147. 237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> RST noni t or 2

46. 19. 85. 219 I srael 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> RST mnitor |2

64.246.187.42 |Uited Sates [147. 237. 72. 166 |aka i df i Header Rgj ection ?ZZﬂitre‘ ection pattern found in | oy o |2

187. 153. 214. 213|Mexi co 147.237.76.42 |refuah.idf.il Bad TCP sequence SYNHACK retransmt with monitor |2

different w ndow scal e

144.139. 140. 64 |Austraia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
Sreamng Engine: TCP Invalid i i Ssi

207.46.13.21  |Wited Sates |147. 237. 72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 2
Ret ransm ssi on Packet dropped.

} . . SYNtACK retransmt wth .
76.175.32.222 |Wited Sates |147. 237. 77. 216 |dover.idf.il Bad TCP sequence different vi ndow scal e nonitor |2
176. 13. 10. 242 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 2
185.34.104.73 |lreland 147. 237. 76. 147 |chi nuch. aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 1
5.102.242. 28 I srael 147.237.72. 156 [anan.i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
109. 253. 159. 184/l srael 147.237.77. 243 |nobil e.i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |1
46.19. 86. 108 I srael 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> RST noni t or 1
185.34.104.73 |irel and 147. 237. 76. 147 |chi nuch. aka. i df . i Bad TCP sequence SZ';J:;;:”S"“ wth different aert 1
176. 13. 242. 235 |Israel 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
109. 67. 37. 186 |l srael 147.237. 72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.82.47.61 Lhited Sates |147.237.0.33 |idf.il drop drop 1
208.109. 181. 132|Whited Sates |147. 237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
185.34.104.73 |[Ireland 147.237.76. 147 |chi nuch. aka. i df . i | Bad TCP sequence Invalid sequence nunier noni t or 1
24.159. 6. 34 Lhited Sates |147. 237. 76. 147 [chi nuch. aka. i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
141.212. 122. 173|Wited Sates |147. 237.0. 17 ;“I"I" kosher-kravi.id [N At t ack SYN -> SYN-ACK -> RST monitor |1
185.34.104.73 |irel and 147. 237. 76. 147 |chi nuch. aka. i df . i Bad TCP sequence SZ';J:;;:”S"“ wth different monitor |1
184. 105. 247. 207 | ted Sates |147. 237. 72. 217 |e.if .1 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1

enf or cenent

5.22.134. 162 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or

185. 34.104.73 |Ireland 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST alert
24.159.6.34  |lnited Sates [147. 237. 76. 147 |chi nuch. aka i f . i Bad TCP sequence i’;'l:eer:é:m"“ vith different moni tor |1
141.212.122. 174U ted Sates [147.237.0.17 [ 1) kosher-kravi . 1d |\ At ack SYN -> SYN-ACK -> RST monitor |1
85.130. 170. 189 |l srael 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber noni t or 1
5.22.134. 239 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber monitor |1
216.218.206. 76 |Lhited Sates |147.237.76.34 |yohal an.idf.il drop drop 1
46.19. 86. 78 I sr el 147. 237.77. 226 ;“MCha"atz' aka.tdf-T |\ At ack SYN -> SYN-ACK -> RST nonitor |1
185.34.104.73 |ireland 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 85. 29 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count

37.142.232.7 |Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
109. 253. 128. 26 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
37.46.37.107 |lsrael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
157.55.39.21 |lLhited Sates |147.237.72.166|aka.idf.il Unknown Paraneter catid in aka.idf.il/main/ haredi minaslulinhist.aspx None 1
207.46.13.21 |Wnited Sates |147.237.72.166|aka.idf .il Uhaut hori zed URL Access to aka.idf.il/main/smalinihtm/ 1. asp B ock 1
66.249.75. 4 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9032- he/ r ef uah. aspx  [Bl ock 1
207.46.13.56 |Uited Sates [147.237.72.166|aka.idf.il Lhknown Paraneter catid in aka. idf.il/nain/sachar/fag. aspx None 1
157.55.39.21 |lhited Sates [147.237.72.166|aka.idf.il Unknown Paraneter catid in aka.idf.il/main/smalinisnal i maspx None 1
40.77.169.100 |lhited Sates |147.237.77.216|dover.idf.il ﬁ:g;t;';” zed URL Access to v idf. T1/1133-14686- hef dover . aspx Bl ock 1
207.46.13.22 |Uited Sates [147.237.0.34 |ti kshuv.idf.il Unhaut hori zed URL Access to wa tikshuv. idf.il/captcha. ashx B ock 1
79.176.59. 226 |Israel 147.237.72. 166 |aka. i df . i | m”;’k“; e e nf;;g?i‘jtgangf‘;Zfégfmhsa‘:har$°t' 6lin None 1
157.55.39.54  [lnited Sates |147.237.77.176|nat pash.idf.il Distributed Suspici ous Response Code B ock 1
66. 102. 6. 4 Lhited Sates |[147.237.72.166|aka.idf.il Distributed Wauthorized Method for Known URL on waw aka.idf.il/sachar |B ock 1
207.46.13.35 |lhited Sates |147.237.0.34 |tikshuv.idf.il |Ostributed Uhauthorized URL Access on waw ti kshuv.idf.il/captcha ashx |B ock

84.109.10.19 [l srael 147.237.72. 166 |aka. i df . i | mnzk“; ip(?fr.&mtr:i n%?vug/ yahash20L7/ | by, espx None 1
157.55.39.60 |lhited Sates |147.237.72.166aka.idf.il Uhaut hori zed LRL Access to aka.idf.il/general . aspx B ock 1
66.102.9.5 Lhited Sates [147.237.72.166aka.idf.il Unhaut hori zed Method PCST for www aka. i df.il/mai n/ gi yus/ bookl ets. aspx  |Bl ock 1
207.46.13.56 |Uiited Sates [147.237.72.166aka.idf.il Unknown Paraneter catid in aka.idf.il/main/drushindinfo.aspx None 1
157.55.39.251 |lhited Sates |147.237.76.31 |nakchal .idf.il |Unauthorized URL Access to 147.237.76.31/robots. txt B ock 1
66. 249. 69. 224 |l srael 147.237.77. 216 |dover.i df . i Paraneter Type Mol ation aspxerrorpath in wwidf.il/error.htm B ock 1
207.46.13.56 |Uiited Sates [147.237.72.166aka.idf.il Unknown Paraneter catid in aka. idf.il/main/ haredingal | ery. aspx None 1
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