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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address | site |Signature  |Device Action  |Count |
66. 240. 192. 138 Lhited Sates 147.237. 76. 148 gocenter. aka.idf.il B ack Li st drop 1
185. 40. 4. 109 Russi an Federation 147.237.76. 86 navy.idf.il B ack List dr op 1
93. 158. 200. 70 Net her | ands 147.237.76. 42 refuah.idf.il B ack List drop 1
93. 158. 200. 70 Net her | ands 147.237.76. 201 e atal .idf.il B ack Li st dr op 1
93. 174. 94. 235 Net her | ands 147.237.76. 176 test.ncore.idf.il B ack Li st drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

83.149. 126. 98 Ger many 147. 237.72. 156 anan.idf.il C1000074: HITP. naj estic bot Per nit 2




09-27-2016-05:04:00 to 09-27-2016-06:04:00

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste Signature

179. 43. 141. 198 147.237.76.176  |Satzerland test.ncore.idf.il ET SCAN Potential SSH Scan 1
163.172.129. 15 147. 237. 0. 200 Uni ted Ki ngdom . i df il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 50 147.237.76.177  |Wkraine ncore.idf.il ET SCAN NMAP -sS wi ndow 4096 1
91. 201. 236. 50 147.237.76.177  |lkraine ncore. i df .l ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
220.231.195.122  |147.237.8.27 Chi na e.nadi matal .idf.il |ET SCAN NVAP -sS wi ndow 2048 1
210. 212. 207. 80 147.237.76.177 |india ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
179. 43. 144. 18 147.237.76. 34 S t zerl and yohal an. i df .i | ET SCAN Potential SSH Scan 1
163.172.169.150  |147.237.76.196 |Lhited Ki ngdom e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
149. 255.108. 192  |147.237.77.243  |United Ki ngdom nobi | e.i df.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 50 147.237.76.177  |Wkraine ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
54, 144. 119. 103 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
220.231.195.122  |147.237.8.27 Chi na e.nadimatal .idf.il |ET SCAN NVAP -sS wi ndow 3072 1
220.231.195.122  [147.237.8.27 Chi na e.nadimatal .idf.il |ET SCAN NVAP -f -sS 1
179. 43. 144. 18 147.237.77.19 Qi t zerl and I awforumi df .i | ET SCAN Potential SSH Scan 1




09-27-2016-05:04:00 to 09-27-2016-06:04:00

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
108. 167. 84.236 |Uhited Sates  [147.237.76. 147 |chinuch. aka.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout moni t or 505
68.81.59.98  [Lhited Sates  |147.237.76.147 [chinuch.aka idf il |Bad TCP sequence StNretransmt with i fferent mnitor |28
w ndow scal e
176.13. 240. 3 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 12
216.125. 238. 227|Wnited Sates  |147.237. 76. 147 [chinuch. aka. i df .i1 |SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |6
85. 250. 166. 134 |[lIsrael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
176. 13. 240. 3 I sr ael 147. 237. 77. 216 |dover . i df .i | SYN At ack SYN -> SYN-ACK -> RST nonitor |4
75.129.127.95 |lhited Sates  [147.237.76. 147 |chinuch. aka i of .11 |Bad TCP sequence i:';ureetné:nsmt Wth different moni tor |3
24. 4.50. 221 Lhited Sates |147.237.76. 147 |chinuch. aka.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout moni t or 3
75.129.127.95 |lLhited Sates 147.237.76. 147 |chinuch. aka. i df .il |SYN At t ack SYN -> SYN-ACK -> Ti neout alert
75.129.127.95 |lLhited Sates 147.237.76. 147 |chinuch. aka.i df .i1 |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
Sreaning Engine: TCP Invalid i i SSi
176.13.239.88  |Israel 147.237.77. 243 |nobi l e. i df . 9 =g Inval id segnent retransmssion. 3
Ret r ansmi ssi on Packet dr opped.
73.75.216.253 |Lhited Sates 147.237.76. 147 |chinuch. aka.idf .i| |SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 2
43.225.194. 154 |india 147. 237. 77. 212 |e. dover. i df .1 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 2
enf or cenent
109. 253. 217. 61 |Israel 147.237.72. 166 |aka.i df .il drop First packet isn't SN drop 2
73.75.216.253 |[Uited Sates  [147.237.76.147 |chinuch.aka i cf.i1 |Bad TCP sequence :’Z’;J:;ésnsmt wth different aert 2
73.75.216.253 |[lhited Qates  |147.237.76. 147 [chinuch aka icf.il |Bad TCP sequence f:zllfncr:nsmt Wth different monitor |2
73.75.216.253 |Lhited Sates 147.237.76. 147 |chinuch. aka.idf .i| |Bad TCP sequence Invalid ACK nunber noni t or 2
75.129.127.95 |lnited Sates  [147.237.76. 147 |chinuch. aka.iof .11 |Bad TCP sequence SSZZ'J:;:'W“ wth dfferent dert 2
73.75.216.253 |Lhited Sates 147.237. 76. 147 |chinuch. aka.idf .i| |SYN At t ack SYN -> SYN-ACK -> Ti nmeout alert 2
Russi an s —
109.173.32.191 ration 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SN drop 2
24.4.50. 221 Lhited Sates  |147.237.76. 147 [chinuch.aka idf .il |Bad TCP sequence Invalid ACK nunber noni t or 1
89.248.174.37  |Nether| ands 147.237.76. 176 |test. ncore.idf.il |dr op SAMrul e drop 1
184. 105. 247. 239|Uhited Sates  [147.237.0.19 [madimatal.idf.il |SYN Attack SYN -> SYN-ACK -> RST moni t or 1
77.124.29. 54 I 'srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
74.82.47. 34 Whited Sates |147.237.72. 156 |anan. i of .| SYN At t ack SYN -> SYN-ACK -> RST monitor |1
71.86.147.230 |lnited Sates  [147.237.76. 147 |chinuch.aka.iof .11 |Bad TCP sequence SSZZ'J:;:'W“ wth dfferent dert 1
176. 13. 240. 3 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 1
89.248.174.37  |Netherl ands 147.237.77. 176 |nat pash. i df .i | drop SAMrul e drop 1
76.31. 48. 234 Lhited Sates 147.237.76. 147 |chinuch. aka.idf .i| |Bad TCP sequence Inval i d ACK nunber noni t or 1
138. 246. 253. 19 |Ger many 147.237.76. 176 |test.ncore.idf.il |SYN Attack SYN -> SYN-ACK -> RST moni t or 1
79.177.100. 241 |lsrael 147.237. 72. 156 |anan.i df . il dr op First packet isn't SN drop 1
71.86.147.230 |[lhited Qates  |147.237.76. 147 [chinuch aka icf.il |Bad TCP sequence f:zllfncr:nsmt Wth different moni tor |1
176. 13. 240. 3 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |1
24.4.50.221  |wited Sates  [147.237.76. 147 |chinuch.aka. i of .11 |Bad TCP sequence SSZZ'J:;:'W“ wth dfferent dert 1
93.174.93.100 |Netherl ands 147.237.76.39 |mobile.neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST noni t or 1
76. 31. 48. 234 Uited Sates |147.237.76. 147 |chinuch. aka.i df .i1 |SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 1
71.86.147.230 |[Wited Sates |147.237.76. 147 [chinuch. aka.idf.il [Bad TCP sequence I'nval i d ACK nunber nonitor |1
141.212. 122. 165|wnited Sates  [147. 237. 77. 121 [e. navy. i of .1 Geo- | ocati on enf or cenent Geo-l ocati on i nbound drop 1
enf or cenent
79.177.100. 241 |l srael 147. 237.72. 156 |anan. i df .i | SYN At ack SYN -> SYN-ACK -> Ti neout moni t or 1
24.4.50.221  |[uwnited Qates  [147.237.76.147 [chinuch. aka i df.il |Bad TCP sequence izll;eetncrgnsmt wth different moni tor |1
76.31.48.234  [Uited Sates  [147.237.76. 147 |chinuch.aka.icf i1 |Bad TCP sequence i’(;'l;:rgé?smt with different aert 1
74.82.47.16 Lhited Sates |147.237.77. 227 |e. hamaz. i of .1 Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
71.86.147.230 |Uited Sates [147.237.76. 147 |chinuch. aka.idf.il |SYN At tack SYN -> SYN-ACK -> Ti nmeout alert 1
141.212.122. 166|Wited Sates  [147.237.77. 121 |e. navy.i of .1 Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
37.133.249.120 |Sain 147.237.76.196 |e. sviva i df. il Geo- | ocati on enf or cement Geo-1 ocati on i nbound drop 1
enf or cenent
76.31.48.234  [lhited Qates  |147.237.76.147 [chinuch aka icf.il |Bad TCP sequence f:zllfncr:nsmt Wth different moni tor |1
74.82. 47.27 Lhited Sates  |147.237.77. 227 |e. hanaz.idf il Geo- | ocati on enf or cement Geo-1 ocati on i nbound drop 1
enf or cenent
71.86.147.230 |wnited Sates  [|147.237.76. 147 [chinuch. aka.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |1
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry ‘Target Address |[Site S gnature Action ‘Count

89.237.76. 204 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for waww aka. i df . i1/ mai n/ kapat z/ Bl ock 5
84.95.208.20 |Israel 147.237.77.74 |lawidf.il PHP At t enpt B ock 3
46.19. 85. 93 I srael 147.237.0.19 |nadi matal . idf.il|Suspicious Response Code Bl ock 3
84.95.208.20 |lsrael 147.237.77.74 |lawidf.il Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 Bl ock 2
141. 226. 161. 47 [l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for www aka.idf.il/main/giyus/terns. aspx |8 ock 1
68.81.50.98  [Lhited Sates |147.237.76. 147 |chi nuch. aka. i df . i Fﬁ%ﬂ“ﬁ{iﬁf ]e{ [;3] ]'”ﬁz;’g] 11 VA o (oA R0 ) Bl ock 1
66.102. 6.3 Lhited Sates |[147.237.72.166|aka.idf.il Uhaut hor i zed Method PCST for ww aka. i df . il/sachar Bl ock 1
66.249.76.57 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/milui m/mai n792b. ht m Bl ock 1
157.55.39.60 |lhited Sates |147.237.72.166aka.idf.il Uhknown Paraneter KEY in aka.idf.il/ishurinicityofficers/ None 1
68. 81. 59. 98 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to 147.237.76. 147/ B ock 1
66.102.9.2 Lhited Sates |[147.237.72.166|aka.idf.il Unaut hori zed Met hod POST for ww aka. idf.il/nai n/ hone/ defaul t.aspx [Bl ock 1
68. 81. 59. 98 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df . i|Abnornal Iy Long Request net hod Bl ock 1
180. 76. 15. 136 |Chi na 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9236- he/ r ef uah. aspx |B ock 1
68.81.59.98  [Lnited Sates [147.237.76. 147 |chi nuch. aka. i df . i [L?[k:(;‘?‘;[#'-ggp[ [Z%‘]q?[e;lg'}’?t: CgS_Ei siREE ) in UL Bl ock 1
66. 249. 69. 224 |l srael 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 69. 224 Bl ock

84.95.208.20 |Israel 147.237.77.74 |lawidf .il Unhaut hori zed URL Access to www | aw i df.il/tenpl ates/ general / pi wi k. php Bl ock

68.81.59.98  |lnited Sates |147. 237. 76. 147 |chi nuch. aka. i df . i '['['[Ef#%?'] [?’t#a ﬁ?fﬁoﬁ?{aﬁg] ,' C/ﬂl’yfte?ol‘jjz% e Bl ock 1
188. 165. 208. 29 |Fance 147.237.77.216|dover.i df . il Unaut hori zed URL Access to 147.237.77.216/robots. t xt B ock 1
69. 159. 50. 180 [Canada 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod PCST for v aka. i df.il/nain/smalinisnal i maspx [Bl ock 1
66. 249. 69. 224 [l srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to wwwidf.il/atal 1/izkor/vi ew i ng. asp Bl ock 1
68.81.59.98  |lited Sates |147.237.76.147|chi nuch. aka. i df .i[i11ega Bite Gde Character in LR B ock 1
207.46.13.6 Lhited Sates [147.237.72.156|anan. i df.il Uhaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock 1
83.149. 126. 98 |Ger many 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to vww anan. i df.il/robots. txt Bl ock 1
66.249.75.32  [Israel 147.237. 77. 216 |dover . i df . i | D e e e ar) dover . aspx B ock 1

09-27-2016-05:04:00 to 09-27-2016-06:

04:00




