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09-27-2016-04:04:06 to 09-27-2016-05:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address | site |Signature  |Device Action  |Count |
45. 32. 200. 182 Net her | ands 147.237. 76. 196 e.sviva.idf.il B ack Li st drop 1
185.94.111. 1 Russi an Federation 147.237.76. 34 yohal an. i df .i | B ack List dr op 1
45. 32. 204. 130 Net her | ands 147.237.76.176 test.ncore.idf.il B ack List drop 1
45. 32. 205. 113 Net her | ands 147.237.76. 44 e.refuah.idf.il B ack Li st dr op 1
45. 32. 200. 117 Net her | ands 147. 237. 76. 148 gacenter. aka. i df.i | B ack Li st drop 1
93. 158. 200. 70 Net her | ands 147.237. 76. 148 gocenter. aka.idf.il B ack Li st drop 1




09-27-2016-04:04:06 to 09-27-2016-05:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount

156. 211. 51. 34 Egypt 147.237.77. 216 dover.idf.il |3886: HITP. Qoss Ste Scripting in POST Request B ock 1




09-27-2016-04:04:06 to 09-27-2016-05:04:06

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66. 102. 6. 207 147.237.76.86 [lLhited Sates [navy.idf.il ET SCAN NVAP -sA (2) 22
146.200.148.0 [147.237.77.74 LKJ?i;:gom lawidf.il Tehila - Perl LW with fake user agent 2
161. 106. 88. 6 147. 237. 72. 217 |France e.idf.il ET SCAN Potential SSH Scan 1
37.48.93. 217 147.237.77.226 [Netherl ands  [waw chanat z. aka. i df . i | |[ET SCAN Potential SSH Scan 1
218.56. 33. 73 147. 237. 76. 201 |Chi na eatal.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
161. 106. 88. 6 147.237.8.50 |France e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
37.48.93.217 147.237.77.61 |Netherlands  |e.cogat.idf.il ET SCAN Potential SSH Scan 1
218. 56. 33. 73 147. 237. 76. 148 |Chi na ggcent er . aka. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
156.211.51.34  |147. 237. 77. 216 |Egypt dover.idf.il GPL WEB SERVER / et ¢/ passwd 1
218. 56. 33. 73 147.237.76.30 [China hi nush. i df . i | ET SCAN Potential WNC Scan 5900- 5920 1
37.48.93. 217 147.237.8.45 |Netherl ands eeitanidf.il ET SCAN Potential SSH Scan 1
189. 238. 140. 131|147. 237. 76. 147 |Mexi co chi nuch. aka. i df . i1 ET SCAN NMAP -sS wi ndow 2048 1
37.48.93.217 147.237.0.200 |Netherlands  |mdu.idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 158 |147.237.76. 44 |lkrai ne e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
189. 238. 140. 131|147. 237. 76. 147 [Mexi co chi nuch. aka. i df . i ET SCAN NVAP -f -sS 1
91.201.236.50 |[147.237.8.50 |lkraine e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237.76. 42 |China refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
66. 249. 66. 18 147.237.77.170|Wnited Sates |naarachot.idf.il ET SCAN NVAP -sA (2) 1
183. 60. 48. 25 147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
66. 102. 6. 31 147.237.76.42 |Wnited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 1
179. 43. 144. 18  |147.237. 77. 205 [Sa t zer| and prisha.idf.il ET SCAN Potential SSH Scan 1
37.48.93.217 147.237.77. 227 |Netherl ands  |e. hamaz. i df . i1 ET SCAN Potential SSH Scan 1
161. 106. 88. 6 147. 237. 72. 167 |France i shuri maka.idf.il ET SCAN Potential SSH Scan 1
37.48.93. 217 147.237. 77. 178 |Net her | ands e. mat pash. i df . il ET SCAN Potential SSH Scan 1
218. 56. 33. 73 147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
156.211.51.34 |147. 237. 77. 216 |Egypt dover.idf.il A Injection - Select From 1
218.56. 33. 73 147.237.76.86 |China navy. i df.il ET SCAN Potential WNC Scan 5900- 5920 1
37.48.93.217 147.237.76.38 |Netherlands [e. e neitav.idf.il ET SCAN Potential SSH Scan 1
149. 255. 108. 192|147. 237. 77. 234 LK?i;gegom hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 56. 33. 73 147.237.0. 200 |China rd. i df i | ET SCAN Potential WNC Scan 5900- 5920 1
37.48.93.217 147.237.8.14 |Netherlands  [e.orchot.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 |147.237.76. 44 |lkrai ne e.refuah.idf.il ET SCAN NVAP -sS w ndow 3072 1
189. 238. 140. 131|147. 237. 76. 147 [Mexi co chi nuch. aka. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
37.48.93.217 147.237.0.15 |[Netherlands  |kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
91.201.236.50 |[147.237.8.50 |lkraine e tikshuv.idf.il ET SCAN NVAP -sS w ndow 2048 1
183. 60. 48. 25 147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
91.201.236.50 |[147.237.8.50 |lkraine e tikshuv.idf.il ET SCAN NVAP -f -sS 1
183. 60. 48. 25 147.237.0.19 |China madi matal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.0.15 [China kosher -kravi .idf.il ET SCAN Potential WNC Scan 5900- 5920 1

46. 107. 113. 255

147.237.76. 202

Hungary

e.halag.idf.il

ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
Potential Scan or Brute Force

[EEN
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address count ry Target Address |Ste Signature Action ‘Count
5.82.101.175 Saudi Arabi a 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 83
Russi an S -
109. 63. 151. 105 eration 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 66
52.41.33.189 Wited Sates  |147.237. 76. 147 [chi nuch. aka.i of . i I|SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |47
98.232.156. 204 |Lhited Sates  [147. 237.76. 147 [chi nuch. aka.i of .i l|SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 17
52.41. 33. 189 Lhited Sates  |147.237.76. 147 |chinuch. aka.i df . i[|Bad TCP sequence Inval i d ACK nunber noni t or 11
198.251.80.98 |lWhited Sates  [147. 237. 76. 147 [chi nuch. aka.i of .1 l|Bad TCP sequence f:gﬁ:;é?"s”“ wth different aert 10
198.251.80.98 |[Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i [|SYN A t ack SYN -> SYN-ACK -> Ti neout alert 10
198.251.80.98 |UWnited Sates  [147. 237. 76. 147 [chi nuch. aka.i of .il|Bad TCP sequence i’c\lﬁee;é:"s”“ wth dfferent monitor |9
162.198. 203. 158|Uhited Sates  |147.237. 76. 147 |chi nuch. aka. i df . i ||SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 9
198.251.80.98 |[Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i Il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 9
198.251.80.98 |Wnited Sates  |147.237.76. 147 |chinuch. aka. i df.il|Bad TCP sequence Inval i d ACK nunber noni t or 8
52.41. 33. 189 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i I|dr op Frst packet isn't SN drop 8
52.41. 33. 189 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i Il SYN At t ack SYN -> SYN-ACK -> RST noni t or 7
Sreanming Engine: TCP Invalid i i Ssi
66.249.76.67  |Uited Sates |147.237.0.19 |naci matal.idf.il 9 =g Invalid segnent retransmssion. o, 6
Ret ransni ssi on Packet dropped.

74.91.112.3  |United Qates  |147.237. 76. 147 |chinuch. aka i of .i|Bad TCP sequence izll;eer:cr:m”“ Wth different moni tor |4
202.83.120.30 |l ndonesi a 147.237.76. 147 |chinuch. aka.i of .i l[Bad TCP sequence Invalid ACK nunber noni t or 4
74.91.112. 3 Lhited Sates  |147.237.76. 147 |chinuch. aka i df . i ||SYN At t ack SYN -> SYN-ACK -> Ti neout alert 4
202.83.120.30 |l ndonesi a 147. 237. 76. 147 |chi nuch. aka. i df . i Il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 3
109. 67. 200. 232 |l srael 147. 237. 72. 156 [anan. i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or 3
74.91.112.3  [lhited Qates  |147.237. 76. 147 |chinuch. aka. i of .il|Bad TCP sequence S:Z'Jeetné:'m“ wth different alert 3
198. 211. 123. 189|Net her | ands 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
74.91.112. 3 Lhited Sates  |147.237.76. 147 |chinuch. aka.idf .il|{Bad TCP sequence I'nval i d ACK nunber noni t or
202.83.120.30 I ndonesi a 147. 237. 76. 147 |chi nuch. aka. i of .1 |Bad TOP sequence i’(\;l;eer:cr:m”“ Wth different moni tor |3
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
74.91.112.3 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i Il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
52.41.33.189  [Uited Sates  [147.237. 76. 147 |chi nuch. aka i of .i1|Bad TCP sequence f:gﬁ:;é?"s”“ wth different aert 2
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
202.83.120.30 I ndonesia 147. 237. 76. 147 |chi nuch. aka. i of .1 l|Bad TCP sequence i’c\]'l;ee;é:"s““ wth dfferent al ert 2
52.41.33.189  [lhited Qates  |147.237. 76.147 |chinuch. aka i of .il|Bad TCP sequence S:Z'Jeetné:'m“ wth different mnitor |2
49.77. 143. 37 Chi na 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
54.72.73. 168 I'rel and 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SN drop 2
52.41. 33. 189 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i [|SYN A t ack noni t or 2
202. 83. 120. 30 I ndonesi a 147. 237. 76. 147 |chi nuch. aka. i df . i Il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 2
141.212.122. 164|Uhited Sates  |147.237.76.199 |e.nakchal .idf.il |Geo-1 ocati on enf or cenent Geo- 1 ocation i nbound enf or cenent |drop 1
89. 248. 174. 102 |Net her| ands 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
70. 26. 117. 126 Canada 147. 237. 76. 147 |chi nuch. aka. i df . i Il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 1
192.251.69.10 |Wited Sates |147.237.72. 156 |anan.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
66.87.114.184 |Lnited Qates  |147.237. 76. 147 |chinuch. aka i of .il|Bad TCP sequence izll;eer:cr:m”“ Wth different alert 1
52.41. 33. 189 Lhited Sates 147.237.76. 147 |chinuch. aka. i of .i l[Bad TCP sequence Inval i d sequence nunber noni t or 1
156.211.51.34  |Egypt 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 1
5.189.190.238 |Ger many 147.237.0.19 |nadimatal.idf.il [SYN At tack SYN -> SYN-ACK -> RST noni t or 1
94.77.196. 82 Saudi Arabia 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 1
70.26.117.126  |Canada 147. 237. 76. 147 |chi nuch. aka. i of .1 |Bad TOP sequence S:Z'Jeetné:'m“ Wth different mnitor |1
109. 253. 159. 44 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 1

} ) . . SYNretransmt wth different )
66.87.114.184 |lLhited Sates 147.237.76. 147 |chi nuch. aka.i of .i l[Bad TCP sequence sequence noni t or 1
5.189.190.238 |Ger many 147.237.72. 156 |aman. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
138. 246. 253. 19 |Ger many 147. 237. 72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or 1
75. 1. 211. 226 Lhited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
52.41. 33. 189 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i Il SYN At t ack SYN -> SYN-ACK -> Ti neout aert 1
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |Site Sgnature Action ‘Count
49.77.143.37 |China 147.237.77.216|dover . i df .i | Mil tipl e Unaut horized URL Access from 49. 77. 143. 37 Bl ock 16
49.77.143.37 |China 147.237.77. 216 |dover.i df .i | PHP Attenpt B ock
197. 38. 176. 231 |Egypt 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw i df.il/894-ar B ock
157.55.39.18 [Lhited Sates 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to waw ti kshuv. i df.il/captcha. ashx B ock
217.66. 152. 101 :stt”i o 147.237.77. 216 |dover. i df . i | marztfe: Jﬁ%%::r'vaé;\?; _Pzgz)':“mi n Bl ock 3
217. 66. 152. 101 g;z::lnl on 147.237.77. 216 |dover . i df . i | Parameter Type Molation lang i n v idf.il/1399-en/ dover.aspx  |B ock 2

. : : Uhaut hori zed LRL Access to
180. 76. 15. 148 |Chi na 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994~ 9712- he/ r ef uah. aspx Bl ock 1

. . Uhaut hori zed URL Access to
66.249.75.8  |Israel 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ 994- 8911- he/ r ef uah. aspx Bl ock 1

Unhaut hori zed Met hod PCST for

70.199.194.66 |Lhited Sates 147.237.72.166 |aka. i df . i | ww aka. i of i 1/ chi nuchv ki al i/ def aul t . asp B ock 1
49.77.143.37 |China 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to www i df.il/index. asp B ock 1
66.249.75.12  |israel 147.237.76.42 |refuah.idf.il Wnaut hori zed LRL Access to B ock 1

147. 237. 76. 42/ 994- 8859- he/ r ef uah. aspx
: . . D stributed Unaut hori zed Method for Known URL on
144.75.175. 204 |Lhited Sates  [147.237.72.166|aka. i df . il ww aka. i of i 1/ chi nuchv ki al i/ def aul t . asp B ock 1

D stributed Uaut hori zed Met hod for Known URL on

66.102.9.5 Uhited Sates  |147.237.72.166|aka.idf.il v aka. i df . i 1/ mai n/ home/ def aul t . aspx Bl ock 1

207.46.13.56 |lhited Sates [147.237.72.166|aka.idf.il Ml tipl e Unaut horized URL Access from 207.46. 13. 56 B ock 1
. . Uhaut hori zed URL Access to

66.249.76.75 |lIsrael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf o um asp Bl ock 1

66. 249. 64. 9 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72.166/tiznoret/gal | ery/ B ock 1

207.46.13.56 [Lnited Sates |147.237.72.166|aka.idf .il Unaut hori zed URL Access to waw aka. i df.il/anan Bl ock 1
WWW. chanat z. aka. i d Unaut hori zed URL Access to

68.180.229.31 |Uited Sates  |147.237.77.226 ¢ |. ) ) wwe chanat z. aka. i df . i | /t enpl at es/ shar ed/ user cont r ol s/ header uppe |Bl ock 1

. r/
157.55.39. 186 |lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
66.249.64.89 |l srael 147. 237.76. 200 |ei tan. aka. i df . i | Unknown Par anet er | ang in None 1

vy ei tan. aka. i df . il/1103-en/ ei t an. aspx
68. 180. 229. 184 |Lhited Sates 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to v aman. idf.il/robots. txt B ock 1
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