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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
23.251. 32. 243 Lhited Sates 147. 237. 76. 201 e.atal.idf.il JLM Under Attack_Con_Tcp drop 2
89. 248. 172. 16 Net her | ands 147.237.76. 38 e.e.neitav.idf.il B ack List dr op 1
104. 238. 144. 29 Lhited Sates 147. 237. 76. 200 eitan. aka.idf.il B ack List drop 1
208. 67. 1. 248 Lhited Sates 147.237.76. 196 e.svivaidf.il B ack List dr op 1
45.32. 197. 166 Net her | ands 147.237.76. 39 nobile.neitav.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

88. 198. 16. 153 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Signature

121. 32. 129. 130 147.237.76. 30 Chi na hi nush. i df . il GPL SCAN nmap TCP 2
125. 65. 82. 44 147.237.72. 166 Chi na aka idf.il ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 64. 160 147.237.77. 74 Lited Sates lawidf.il ET SCAN NVAP -sA (2) 1
58. 218. 200. 137 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
46.183. 223. 228 147.237.0. 16 Latvia ny- kosher - kravi . i df.il ET SCAN Potential SSH Scan 1
45, 63. 28. 148 147.237.76. 31 Lhited Sates nakchal . i df.il ET SCAN NMAP -sS wi ndow 2048 1
198. 252. 110. 108 147.237.77. 216 Lhited Sates dover.idf.il GPL SCAN super scan echo 1
2.50. 129. 104 147.237.77. 212 Lhited Arab Enirates e.dover.idf.il ET SCAN NMAP -sS wi ndow 3072 1
198. 252. 110. 108 147.237.77. 74 Lhited Sates lawidf.il GPL SCAN super scan echo 1
2.50. 129. 104 147.237.77. 212 Lhited Arab Enirates e.dover.idf.il ET SCAN NVAP -f -sS 1
163. 172. 129. 15 147.237.77. 233 Uni ted Ki ngdom atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
149. 255. 108. 192 147. 237.76. 39 Lhi ted Ki ngdom nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
58. 218. 200. 137 147. 237. 76. 202 Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 147.237.0. 16 Chi na ny- kosher - kravi . i df.il ET SCAN Potential SSH Scan 1
46. 161. 40. 17 147.237.76. 176 Russi an Federation test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
45. 63. 28. 148 147. 237.76. 31 Lhited Sates nakchal . i df.il ET SCAN NVAP -f -sS 1
198. 252. 110. 108 147.237.77. 170 Lhited Sates naar achot . i df .i | GPL SCAN super scan echo 1
2.50. 129. 104 147.237.77. 212 Lhited Arab Enirates e. dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
185. 129. 148. 230 147. 237. 76. 200 Latvia eitan aka. idf.il ET SCAN NMAP -sS wi ndow 1024 1
161. 106. 88. 6 147.237.76.31 France nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature

37.217.63.206 |Saudi Arabia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 34
74.91.112.3 Lhited Sates |147.237.76. 147 [chinuch. aka.i df .il|Bad TCP sequence Invalid ACK nunber noni t or 20
74.91.112.3 Lhited Sates  [147.237.76. 147 [chinuch. aka i df .il[Bad TCP sequence SN retransnmit wth different sequence noni t or 18
74.91.112.3 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .il|Bad TCP sequence SYNretransmit wth different sequence alert 17
74.91.112.3 Uhited Sates |147.237.76. 147 [chi nuch. aka.idf .i||SYN At t ack SYN -> SYN ACK -> Ti meout noni t or 15
74.91.112. 3 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i I|[SYN At t ack SYN -> SYN-ACK -> Ti meout alert 13
198.251.80.98 [lhited Sates [147.237.76. 147 |chinuch.aka.i df .il|Bad TCP sequence SN retransmit with different sequence noni t or 11
198.251.80.98 [Lhited Sates [147.237.76. 147 |chinuch.aka.idf .il|Bad TCP sequence Invalid ACK nunber noni t or 11
198.251.80.98 |Lhited Sates  [147.237.76. 147 [chinuch. aka i df .il[Bad TCP sequence SWNretransmt wth different sequence alert 10
198.251.80.98 |lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i I|SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8
176.13.19.181 |[Israel 147.237.72. 166 |aka. i df .i| drop First packet isn't SN drop 6
109. 253. 132. 19 |l srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
46.19. 85. 12 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
46. 19. 85. 12 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber alert 5
186.176.14.67 |bsta Rca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
176.13. 227. 230 |Israel 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 4
176. 13. 227. 230 |l srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
176.13. 227. 230 |Israel 147.237.76.42 |refuahicf.il  [Bad TCP sequence fggfa( retransmt wth different window . ;o 4
24.13.111.142 |lhited Sates  |147.237.76. 147 [chinuch. aka i df .il[Bad TCP sequence SWNretransmt wth different sequence aert 3
176.13. 19. 181 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
24.13.111. 142 |Whited Sates 147. 237. 76. 147 |chi nuch. aka. i df .il|Bad TCP sequence SWNretransmit wth different sequence noni t or 3
24.13.111.142 |lhited Sates  |147.237.76. 147 [chinuch. aka i df .il[Bad TCP sequence Inval i d ACK nunber noni t or 3
84.108. 40. 147  |Israel 147.237. 72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 3
24.13.111. 142 Lhited Sates 147. 237. 76. 147 |chi nuch. aka.i df . i I|{SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 3
24.4.50.221 Lhited Sates  [147.237.76. 147 [chinuch. aka i df .il[Bad TCP sequence SN retransnit wth different sequence alert 2
46. 19. 85. 144 | srael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
24.4.50. 221 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .il|Bad TCP sequence SWNretransmit wth different sequence noni t or 2
62.210. 90. 118 |France 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
89. 139. 214. 200 |l srael 147.237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 2
24.4.50. 221 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i I|fSYN At t ack SYN -> SYN-ACK -> Ti neout aert 2
198.251.80.98 |Uhited Sates  [147.237.76. 147 |chi nuch. aka.idf.il|SYN At t ack SYN -> SYN ACK -> Ti meout aert 2
84.108. 40. 147  |Israel 147.237. 72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber aert 2
24.13.111. 142 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i I|fSYN At t ack SYN -> SYN-ACK -> Ti neout aert 2
24.4.50.221 Lhited Sates [147.237. 76. 147 |chi nuch. aka.i df .i||SYN At t ack SYN -> SYN ACK -> Ti meout noni t or 2
186. 90. 105. 127 |Venezuel a 147. 237. 76. 147 |chi nuch. aka. i df . i I|{SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 2
191. 218.212.53 |Brazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
169. 229.3.91 Lhited Sates 147.237.8.14 |e.orchot.idf.il @o- ocati on Geo- | ocat i on i nbound enf or cenent drop 1

enf or cenent
141.212.122. 169|lhited Sates 147.237.8.28 |e.nobile-ks.idf.il G0- ocati on Geo- | ocati on i nbound enf or cenent drop 1
enf or cenent

5.189. 190. 238  |Ger many 147.237.76.34 |yohal an.idf.il drop drop 1
85. 64. 205. 157 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 1
186. 90. 105. 127 |Venezuel a 147. 237. 76. 147 |chinuch. aka. i df . i [|Bad TCP sequence SN retransmit wth different sequence alert 1
74.82.47.33 Lhited Sates 147.237.77.235|sviva.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
149.56.121.185 |Lhited Sates  [147.237.76. 147 [chinuch. aka i df .il[Bad TCP sequence Inval i d ACK nunber noni t or 1
5. 189. 190. 238 Cer many 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
139.162. 37. 147 |Uhited Sates  [147.237.72. 167 |ishurimaka.idf.il|SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
192. 0. 113. 146 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
184.105. 139.80 |Lhited Sates 147.237.0.35 |akaws.idf.il dr op drop 1
169. 229.3.91 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 169|lhited Sates 147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Acti on ‘Count
157.55.39.46 |[Lhited Sates [147.237.0.19 [nmadimatal.idf.i|Unauthorized URL Access to nadi matal.idf.il/robots. txt Bl ock 4
] . - S Lhtraceabl e Gonnection - Protocol violation
169.229.3.91 |Wnited Sates [147.237.76.86 |navy.idf.il (SSL CONN CLI ENT FELLO) None 1
66.249. 75. 4 I srael 147.237.76.42 |refuah.idf.il Ml tiple Unaut horized URL Access from 66. 249. 75. 4 B ock 1
. . D stributed Unauthorized Method for Known URL on
72.53.134. 34 Canada 147.237.72. 166 |aka. i df . i | waw aka. i df . i | / mai 1/ hone/ def aul t . aspx Bl ock 1
66. 249. 69. 224 |Israel 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to ww i df.il/atal 1/izkor/ vi ew i ng. asp B ock 1
. . . Unaut hori zed Met hod PCST for
177.16.54. 151 |Rrazil 147.237.72. 166 |aka. i df . i | v aka. i df i |/ por tal mi | ui it enpl at es/ hone. asp Bl ock 1
66.249.75.12 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9698- he/ r ef uah. aspx  |Bl ock 1
66. 249. 69. 228 |Israel 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to v idf.il/atal 1/izkor/ vi ew i ng. asp B ock 1
186.176. 14. 67 |Gosta Rca 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - Qpen Mde None 1
66.249.75.32 |Israel 147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx B ock 1
66.102.9.5 Lhited Sates |[147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for v aka. i df.il/mai n/ hone/ defaul t.aspx  |B ock 1
157.55.39. 104 |Wited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 1
. . DO stributed Whaut hori zed URL Access on
66. 249. 69. 232 |l srael 147.237.77.216|dover . i df . i v i df i 1/t al 1/ zkor/ vi ew i . asp Bl ock 1
66.249.76.75 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
66. 249. 66. 235 |Israel 147.237.77. 176 [nat pash. i df .i| |Miltiple Wauthorized URL Access from 66.249. 66. 235 B ock 1
157.55.39. 160 [lhited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
66. 249. 73. 190 |l srael 147.237.0.34 |tikshuv.idf.il Lhaut hori zed LR Access to tikshuv.idf.il/ituri masp/displayallsoldiers.asp|B ock 1
’ . . Paraneter Type Mol ati on PageNumin
68.180. 23160 [Lhited States [147.237.77. 176 [matpash. i df i 1 | 0 T 0as ) cogat . asp Bl ock 1
66. 249. 69. 224 |Israel 147.237.77. 216 |dover.i df . il Mil tipl e Unauthori zed URL Access from 66. 249. 69. 224 B ock 1
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