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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
93. 174. 94. 235 Net her | ands 147.237.76. 148 gocenter. aka.idf.il B ack List drop 1
195. 93. 222. 124 Pol and 147.237.77.212 e.dover.idf.il L4 Source or Dest Port Zero dr op 1
93. 174. 94. 235 Net her | ands 147.237.76. 201 e atal.idf.il B ack List drop 1
104. 238. 147. 65 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il |Back List drop 1
104. 238. 147. 65 Lhited Sates 147.237. 76. 86 navy.idf.il B ack List drop 1




09-27-2016-01:33:21 to 09-27-2016-02:33:21

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
109. 75. 43. 41 147.237.72.14 |Armenia dover.idf.il(dl d) ET SCAN Behavi or al }husually fast inbound Tel net 3
Gonnections, Potential Scan or Brute Force
108. 250. 76. 145 [147.237.76. 199 |Lhited Sates e.nakchal .idf.il ET SCAN NVAP -sS wi ndow 4096 1
103. 207.36. 31 |147. 237. 72. 167 |M et nam i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
218.24.113.2 147.237.0.35 [China akavs. i df i ET SCAN NMAP -sS wi ndow 3072 1
66.249. 64. 105 |147.237.72. 166 |Lnited Sates aka.idf.il ET SCAN NVAP -sA (2) 1
188. 136. 237. 251|147. 237. 76. 196 :é?gi)”'z'i’fm esvivaid.il ET SCAN NVAP -sS wi ndow 3072 1
36.72.228.72 147.237.77.19 |Indonesi a lawforumidf.il ET SCAN NMAP -sS wi ndow 2048 1
188. 136. 237. 251|147, 237. 76. 196 'F;gu”i)”'i"’;‘;mc e.svivaidf.il ET SCAN NVAP -f -sS 1
161. 106. 88. 6 147. 237. 76. 196 |France e svivaidf.il ET SCAN Potential SSH Scan 1
161. 106. 88. 6 147.237.0.15 [France kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
139. 162. 187. 89 |147.237.77. 121 |thited Sates e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
103.207.37.81 |147.237. 77. 226 |\ et nam vwwn chanat z. aka. i df il [ET SCAN NVAP -sS wi ndow 1024 1
218.24.113.2 147.237.0.35 |China akavs. i df . il ET SCAN NVAP -sS wi ndow 4096 1
78.129.171.173 [147.237.76.197 |United Kingdom |e. hinush.idf.il ET SCAN Potential SSH Scan 1
201.73.83.242 |147.237.8.46 |mazil e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 3072 1
36.72.228.72 147.237.77.19 |Indonesi a lawforumidf.il ET SCAN NVAP -sS wi ndow 3072 1
188. 136. 237. 251|147. 237. 76. 196 :é?gi)”'z'i’fm esvivaid.il ET SCAN NVAP -sS wi ndow 2048 1
36.72.228.72 147.237.77.19 |l ndonesi a lawforumidf.il ET SCAN NVAP -f -sS 1
179. 43. 144.18  |147.237.77.176|Sntzerl and nat pash. i df . i | ET SCAN Potential SSH Scan 1
161. 106. 88. 6 147.237.0.16 |France ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
149. 255. 108. 192|147.237.0. 17 |Wnited Ki ngdom |mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
139. 162. 187. 89 |147.237.76. 196 |Lhited Sates e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
5.151. 46. 12 LKJ?'r:gegom 147. 237. 76. 147 |chi nuch. aka. i df . | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 127
Sreaming Engine: TGP Invalid i i ssi
46.19.85.207  |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. g 39
Ret r ansni ssi on Packet dropped.
5. 151. 46. 12 Wi ted 147. 237. 76. 147 |chi nuch. aka. i df .| SYN At t ack monitor |28
Ki ngdom
186.94.177. 126 |Venezuel a 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
46. 19. 85. 199 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 10
46. 19. 85. 199 I srael 147.237.76.42 |[refuah.idf.il Bad TCP sequence Inval i d ACK nunber monitor |10
173.17.16.239 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 7
46.19.85.207  |[israel 147.237.77. 226 [} chanatz.aka.1df 1pag TCP sequence Invalid ACK nunber monitor |7
46.166.186. 249 |Netherlands |147.237.8.28 |e.mobile-ks.idf.il  |Geo-1ocation enf or cenent Geo-I ocat i on i nbound drop 6
enf or cenent
5.151. 46. 12 z";;gom 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST monitor |6
186. 94.177. 126 |Venezuel a 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 6
46. 19. 85. 207 I srael 147.237.76. 200 |ei tan. aka. i df . | Bad TCP sequence Inval i d ACK nunber monitor  [5
46. 19. 85. 199 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 199 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber monitor |5
186.94.177. 126 |Venezuel a 147.237.77. 216 |dover.idf .| Bad TCP sequence nonitor |4
212.143.142.56 |[Israel 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SWN drop 4
93.158.215.26 |Netherlands |[147.237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
93.158.215.26 |Netherlands |147.237. 76. 147 |chi nuch. aka. i df .i | SYN At t ack noni t or 4
186.94.177.126 |Venezuela  |147.237. 77. 216 |dover. i df .i | Bad TCP sequence SYNHACK retransmt with monitor |3
di fferent w ndow scal e
46. 19. 85. 207 I srael 147.237. 76. 200 |ei tan. aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 3
93.158.215.26 |Netherlands |[147.237. 76. 147 |chi nuch. aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or
Sreamng Engine: TCP Invalid i i ssi
176.13. 245.194 |Israel 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
186.94.177. 126 |Venezuel a 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or
185. 32.179. 241 |l srael 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or
188.60.13.99  |Swtzerland  |147.237.76.147[chinuch akaidf.il  |Bad TCP sequence i’(\;l;ee;gsnsn“ wth dfferent aert 3
Sreanming Engine: TGP Invalid i i ssi
207.46.13.56  |Wnited Sates |147.237.76.200 |eitan. aka i df.il 9 =g Invalid segnent retransmssion. | o 2
Ret ransmi ssi on Packet dropped.
176.13. 230. 129 |[Israel 147.237.72. 167 |i shurimaka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
188.60.13.99  |Snitzerland  [147.237.76.147[chinuch akaicf.il  |Bad TOP sequence i’:ﬁ;:”smt wehdfferent —onitor |2
188. 60. 13. 99 Sntzerl and 147. 237. 76. 147 |chi nuch. aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
82.209. 144. 110 |Sweden 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
216. 244.66.243 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop
92.222.95.147  |France 147.237.76. 147 |chinuch.aka.idf.i1  |Bad TCP sequence i’;'l:eer:ésnsm't vith different aert 2
188. 60. 13. 99 Sntzerl and 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout alert
46.19. 86. 78 I srael 147. 237.77. 176 |nat pash. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or
92.222.95.147  |France 147.237.76. 147 |chinuch. aka.idf.i1  |Bad TCP sequence i’(\q‘l:eer:;sns”“ vith different moni tor |2
188. 60. 13. 99 S t zerl and 147. 237. 76. 147 |chi nuch. aka. i df . | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
46.120.25.138 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
92.222.95.147 |France 147.237. 76. 147 |chi nuch. aka. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |2
2.53.151.38 I srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46.19. 85. 218 I srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
169. 229. 3. 91 Whited Sates [147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46.19. 85. 126 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
109. 253.135. 32 |l srael 147.237.0.19 |nadi matal .idf.il drop First packet isn't SWN drop 1
92.222.95.147 |Fance 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout alert 1
46. 19. 86. 78 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or 1
141.212.122. 169|Wited Sates |147.237.76.44 |erefuah.idf.il Geo- | ocati on enf or cenent gﬁ?;'rggi'nfn t nbound drop 1
24.4.50. 221 Wited Sates [147.237.76.147 [chinuch.akaidf.il  |Bad TCP sequence izlureert];:”smt wth dfferent moni tor 1
2.53.175. 175 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
72.9.148.10 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout nmoni t or 1
46.19.86.3 I srael 147.237.77.234 |hal ag.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
46. 19. 85. 218 | srael 147.237.72. 156 |aman. i df . i | Suspi ci ous Response Code B ock 7
46.116. 120. 184 |l srael 147.237.76.31 [nakchal . i df . i [|unaut hori zed HTTP Met hod B ock 4
46.116. 120. 184 |l srael 147.237.76.31 [nakchal .idf.il|Miltipl e Uauthorized URL Access from 46. 116. 120. 184 B ock 3
66.108. 189.205 [lhited Sates [147.237.77.216|dover.idf.il |Uauthorized URL Access to wwuidf.il/894-en Bl ock 3
183.232.175.2 [China 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for wwwy aka. i df . il/mai n/rabanut/ B ock 2
66. 249. 76. 62 I srael 147.237.77.243|nobi [ e. i df .i| |Miltiple Unauthorized URL Access from 66. 249. 76. 62 B ock 1
66.249. 66. 182 |l srael 147.237.76.42 |refuah.idf.il |Unauthorized URL Access to 147.237.76. 42/ 994- 8944- he/ r ef uah. aspx B ock 1
66.249. 69. 232 |Israel 147.237.77.216|dover.idf.i|l |Ostributed Uhauthorized URL Access on wawidf.il/atal 1/izkor/ vi ew i ng. asp |B ock 1
46.120.25.138 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66.249.76.62  |Israel 147.237.77. 243 |nobi | e. i df . i | mgﬂt:?rc'ﬁz?? /gegpgf;zm O es/ i stehi | ddocunent s/ 1778 Bl ock 1
66. 249. 66. 235 [Israel 147.237.77. 176 |nat pash. i df . i [|Mil ti pl e Unauthori zed URL Access from 66. 249. 66. 235 B ock
204.79.180.146 |lnited Sates [147.237.72.166|aka.idf.il Unaut hori zed Met hod POST for ww aka. i df.il/niluinitenpl ates/hone.asp  |B ock
66.249.75. 4 I 'srael 147.237.76.42 |refuah.idf.il [Miltiple Unauthorized URL Access from 66.249.75. 4 Bl ock
66.102.9. 5 Wited Sates [147.237.72.166 |aka.idf.il m;l'(;’”f jfd_ iLIj}arlrJ;ihnc;rr:oznic/j dg;sz_;;’gxmom L on B ock 1
66.249.79.114 |lsrael 147.237.72. 156 |aman. i df . i | Unaut hori zed URL Access to ww arman.idf.il/sip_storage/files/3/68633... B ock 1
66. 249. 66. 235 | srael 147.287.77. 176 |nat pash. idf.il muizg; .Ziegf .Lﬁ_/ ﬁgfejlsi rtlfoor nat i on/ i dkoni ni pages/ 2501201 1nasai yot . aspx Bl ock !
220. 181. 108. 170|Chi na 147.237.76.86 |navy.idf.il |authorized tRL Access to . . B ock 1
wan navy. i df il /sip storagel/fil es/ 3/ si ze338x0/ 1613. j pg

66. 249. 75. 12 I srael 147.237.76.42 |[refuah.idf.il |Miltiple Uauthorized URL Access from 66.249. 75. 12 B ock 1
66.249.79.118 [Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to ww anan. i df . il/appl e- app-si t e-associ ati on B ock 1
66.249. 69. 224 |l srael 147.237.77.216|dover.idf .i| |[Dstributed Uauthorized URL Access on waw idf.il/atal 1/izkor/vi ew ing. asp [B ock 1
46.116.120. 184 |Israel 147.237.76.31 |nakchal . i df . i ||tnhauthori zed URL Access to nakhal .idf.il/sip storage/files/2/ B ock 1
66.249.75.32 [ israel 147.237. 7. 216 |dover . i df i | [Ja N0 200 ML Aocess o adover . asp Bl ock 1
66.249. 64,169 I srael 147.237.77. 243 |nobi 1 e. i df . i | ﬁaﬂtg‘?réle??/geggfﬁsem S e/l stchi | ddocurent s/ 1779 Bl ock 1
24.251.42.207 |Wited Sates |[147.237.77.216|dover.idf.il |Unauthorized URL Access to ww idf.il/894-en/idf gdover. aspx B ock 1
89.138.98.163 |[lIsrael 147.237.77.234|hal ag. i df . i| |Wauthorized URL Access to v | ogistics.atal.idf.il/sizel00x0/sip_storage [B ock 1
66. 249. 69. 224  |Israel 147.237.77.216|dover.idf .i| |Uauthorized URL Access to wawidf.il/atal 1/izkor/vi ew text. asp B ock 1
46.120.25.138 |Israel 147.237.72. 166 [aka. i df . i | Mil tiple Untraceabl e SSL Sessions from46. 120. 25. 138 ((pen Mode) None 1
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