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Attacker

Attacker
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Address Country Address

176. 13. 248. 63 I srael 147. 237.77. 216 dover.idf.il Z;]; handshake viol ation, first packet mot 15
42.112. 10. 85 \i et nam 147.237.0.17 Imr'y' kosher-kravi. i df.i i g TP A ags drop 1
42.112. 10. 66 Vi et nam 147.237.0.17 Im”y' kosher-kravi. df.i 1, i g TP A ags drop 1
45. 32. 204. 130 Net her | ands 147.237.76.176 test.ncore.idf.il B ack List drop 1
42.112.10. 74 i et nam 147.237.0.17 Imny' kosher-kravi. Tdf.i 1, i g TP A ags drop 1
42.112.10. 89 M et nam 147.237.0.17 mm- kosher-kravi. Tdf.i 1, i g TP A ags drop 1
42.112. 10. 69 i et nam 147.237.0.17 Imny' kosher-kravi. Tdf.i 1, i g TP A ags drop 1
120. 132. 50. 135 Chi na 147.237.77. 226 wan chamat z. aka. i df i1 |bl ock-sp-trafl forward 1
42.112.10.75 Vi et nam 147.237.0. 17 Im”y' kosher-kravi. idf.i |, i g TP A ags drop 1
45. 32. 199. 242 Net her | ands 147.237. 76. 86 navy.idf.il B ack List drop 1
42.112. 10. 70 Vi et nam 147.237.0.17 Im”y' kosher-kravi. i df.i 1, i g TP A ags drop 1
42.112.10. 81 \i et nam 147.237.0.17 Imr'y' kosher-kravi. idf.i 1, i g TP A ags drop 1
45. 32. 204. 130 Net her | ands 147.237.76. 39 nobi | e. nei tav.idf.il B ack List drop 1
42.112.10.73 M et nam 147.237.0.17 mny-kosher-kravi. idf-1 1, i 4 TP A ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nit 11
51. 254. 215. 140 France 147.237.72. 166 aka.idf.il C1000074: HITP. naj estic bot Per nit 3

51. 254. 215. 140 France 147.237.77. 216 dover.idf.il |Cl000074: HITP. majestic bot Permit
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|Top Attackers In |D|

Attacker Address |Target Address A(;)tue:;kre; Signature
017 114, 14. 106|147 237 76,37 |RUsSian nekehal i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force

163. 172. 169. 150|147.237.0.19 [United Ki ngdom |nadi matal .idf.i |[ET SCAN NMAP -sS wi ndow 1024 1
139. 162. 187. 89 |147.237.77.170|lhited Sates maarachot.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
139. 162. 187. 89 |147.237.72.217 |Lhited Sates eidf.il ET SCAN NMAP -sS wi ndow 1024 1
77.126. 8. 43 147, 237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
176.47.62.157 |147.237.77.176|Saudi Arabia matpash.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
161. 106. 88. 6 147.237.77.19 |France lawforumidf.il [ET SCAN Potential SSH Scan 1
139. 162. 187. 89 |147.237.77.74 |lhited Sates lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
78.129.171.173 [147.237.76.200|uni ted Kingdom |eitan. aka.idf.il [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
66. 169. 8. 29 Lhited Sates [147.237. 76. 147 |chi nuch. aka.i df .i SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 282
75.138.220.53 |lhited Sates |147.237.76. 147 |chi nuch. aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 260
52.32.240.255 |wnited Sates |147.237.76. 147 |chinuch. aka.idf .i| SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 33
Sreaming Engine: TP Invalid i i ssi
2.53.48.235 I srael 147, 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. | 30
Ret r ansni ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
2.53.182.146  |Israel 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =9 Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dr opped.
2.55.133.97 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 28
. . SYNtAXK retransmit with .
2.55.133.97 I srael 147.237.72. 166 |aka. i of . i | Bad TCP sequence different vi ndow scal e noni t or 28
Russi an ww. chanat z. aka. i df .
188. 32. 240. 142 ration 147.237.77. 226 N drop Frst packet isn't SYN drop 24
188. 60. 13. 99 St zerl and 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 17
188.60.13.99  |Snitzerland  |147.237.76.147|chinuch.aka idf.il  |Bad TCP sequence i’;ljeert‘;‘”s““ wehdfferent — Joonitor |17
2.55.133.97 I srael 147.237.72. 166 |aka. i of .i | SYN At ack SYN -> SYN-ACK -> Tineout [alert 16
188. 60. 13. 99 St zerl and 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout alert 15
188.60.13.99  |itzerland  |147.237.76.147|chinuch. akaidcf.il  |Bad TCP sequence i’:l;ee;crgnsm‘ wthdifferent 1) et 15
46. 147. 210. 150 RJSfia” 147.237.77. 216 |dover.i df . i | drop First packet ismt SN drop 14
. 147. 210. cation .237.77. Lidf.
62. 128. 48. 50 | srael 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SN drop 10
46.121.226. 167 |Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 8
Russi an Do -
195. 239. 16. 40 eration 147.237.77. 74 |lawidf.il drop First packet isn't SN drop 8
188. 60. 13. 99 Swit zerl and 147.237. 76. 147 |chi nuch. aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 7
. . SYNWAXK retransnmit with .
46.117.133.249 |Israel 147.237.72. 166 |aka. i of . i | Bad TCP sequence different vi ndow scal e noni t or 6
Sreaming Engine: TGP Invalid i i ssi
46.19. 86. 26 I'sr ael 147.237.77. 243 |robi L e. i of . i1 g =g Invalid segnent retransmssion. | 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.178.48.204 | srael 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
195.239.16.53 |SSIan 147.237.77.74 |lawidf.il drop First packet isn't SWN drop 6
Feder at i on
Sreaming Engine: TGP Invalid i i ssi
80. 246.136.36 | srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
24.185.84.162 |lLited Sates |[147.237.76. 147 |chi nuch. aka.i df i SYN Attack SYN -> SYN-ACK -> Ti meout alert 6
24.185.84.162 |whited Sates |147.237. 76. 147 |chi nuch. aka. i df .i | SYN At ack SYN -> SYN-ACK -> Tineout [nonitor 5
24.185.84.163 |lhited Sates |147.237.76. 147 |chinuch. aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 5
70. 24. 84. 137 Canada 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout alert 5
104.121.70.198 |lhited Sates |147.237.76. 147 |chinuch. aka. i df .i | SYN At ack SYN -> SYN-ACK -> Tineout [nonitor 5
73.99.102.129 |lhited Sates |147.237.76. 147 |chi nuch. aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout alert 5
172.72.87.70 Lhited Sates |[147.237.76. 147 |chi nuch. aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti meout alert 5
101. 183. 150. 244 |Australia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
79.178.35.234 |lIsrael 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
197.117.56.168 |Ageria 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
Sreaming Engine: TP Invalid i i ssi
77.138.59.205 |France 147. 237.77. 243 |mobi l e. i . i 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
46. 19. 86. 132 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber alert 4
73.99.102.129 |lhited Sates [147.237.76.147 [chinuch.akaidf.il  |Bad TCP sequence i’;l:eeécrsnsn“ wehdfferent 1 ert 4
46.121. 226. 167 |[Israel 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
46. 19. 86. 132 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
24.185.84.163 |lhited Qates |147.237.76.147|chinuch.aka idf.il  |Bad TCP sequence f:’:l;eeécr:mn“ wehdfferent 1) ert 4
2.55.19. 107 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
24.185.84.163 |lhited Sates |147.237.76.147 [chinuch.akaidf.il  |Bad TCP sequence i’;l:eeécrsnsn“ wehdifferent — Jopnitor |4
46. 121. 226. 167 |l srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SYN drop 4
46. 19. 86. 132 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber aert 4
70. 24.84. 137 Canada 147.237. 76. 147 |chi nuch. aka. i df .i | SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 4
24.46.197.140 |lhited Sates |147.237.76. 147 |chi nuch. aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout alert 4
2.55.19. 107 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
46.121.226. 167 |Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber alert 4
46. 19. 86. 132 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
73.99.102.129 |lhited Sates |[147.237.76. 147 |chi nuch. aka.i df .i SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
172.72.87.70 Lhited Sates [147.237.76. 147 |chi nuch. aka. i df . il SYN At ack SYN -> SYN-ACK -> Tineout |[monitor |4
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count

46. 19. 86. 26 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 65
37.26.148. 252 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 21
46. 19. 85. 79 I srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed UR. Access to www cogat . i df .il/894-ar Bl ock 5
85.64.12. 36 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 4
85. 64. 12. 36 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to v nakhal .idf.il/sip storage/files/2/ B ock 3
66. 249. 69. 228 [l srael 147.237.77.216|dover.idf .l Ml tipl e Unaut hori zed URL Access from 66. 249. 69. 228 Bl ock 3
80. 246. 136.36 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
2.53.141. 30 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
77.139. 122. 148 |France 147.237.72. 166 |aka. i df . i | m”;'ﬁg': 3? Tji :\f Lﬂfg/ ;Oysls; ?riryun/ M YUNSunwary. aspx B ock 2
213.57.70.8 | srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in LRL B ock

66. 249. 66. 239 [l srael 147.237.77. 176 |nat pash. i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 66. 239 Bl ock

46.121. 226. 167 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None

157. 55. 39. 28 Lhited Sates |147.237.0. 16 ][ryl— lkOSheI’ -kravi.id Uhaut hori zed URL Access to ww ny- kosher-kravi.idf.il/robots.txt B ock 1
66.249.75. 4 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8921- he/ r ef uah. aspx |B ock 1
66.102.9.8 Lhited Sates [147.237.72. 166 |aka. i df .i | Uhaut hori zed Method PCST for www aka. i df.il/mai n/ hone/ def aul t.aspx |B ock 1
40.143.136.38 |lhited Sates [147.237.0.19 |madimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ i ndex. php B ock 1
85. 64. 12. 36 I srael 147.237.76.31 |nakchal .idf.il Ml tiple Unaut horized URL Access from 85.64. 12. 36 Bl ock 1
66.249. 69. 224 |l srael 147.237.77.216|dover. i df . il Mil ti pl e Unaut hori zed URL Access from 66. 249. 69. 224 B ock 1

Unknown HTTP Request Met hod
46.19.85.199 |[lsrael 147.237.77.234|hal ag. i df . i | e=6dd9b75173255de2. 1474926977. 1. 1474926977. 1474926977.; in |H ock 1
URL _pk_ses. 284. 4cde=*

213.8.204. 4 I srael 147.237.72. 166 [aka. i df . i | PHP Attenpt Bl ock 1
5. 226. 86. 2 Pol and 147.237.77.216|dover . i df . i SSL Wntraceabl e Connection - Qpen Mde None 1
68.174.61. 152 |Wnited Sates |147. 237. 72. 166 |aka. i df . i | thaut hori zed Method POST f or Bock |1

wan aka. i df . i |/ mai n/ gi yus/ i nf or mat i on. aspx
. . Unhaut hori zed URL Access to
66. 249.64.106 || srael 147.237.76.86 |navy. | df.il navy. i df.il/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !

D stributed Unaut hori zed URL Access on

66. 249. 69. 228 |l srael 147.237.77. 216 |dover . i df . i | ww i o i1/ at al 1/ Zkor/ v ew t ext . asp B ock 1

213.8.204. 4 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wawu aka. i df .i|/xmrpc. php Bl ock 1

31.168. 68. 203 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1

66. 249. 64. 148 |Israel 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df . i |/ navy/ navy/ general . aspx B ock 1

46.19.85.199 |Israel 147.237.77.234|hal ag. i df . i | Abnormal |y Long Request net hod Bl ock 1

46. 19. 86. 26 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 1

77.237.138. 202 %;J‘;ri . 147.237.77. 170 |nmar achot . i df . i | Unaut hori zed Method HEAD for / B ock 1

46.19.85.199 |Israel 147.237.77.234|hal ag. i df . i | I11egal HITP \ersion Bl ock 1
Paraneter Type Mol ation

91.64.76.185 |Ger many 147.237.77.74 [lawidf.il Mast er $Cont ent Pl aceHol der 1$FAQL st Vi ewTenpl at e1$l nt er nal Sear chi$t xt |B ock 1
FreeText Search in wwu |l aw i df . i|/327-hel pat zar . aspx

66. 249. 69. 228 |Israel 147.237.77.216|dover.i df . i Unaut hori zed URL Access to wwwyidf.il/atal 1/izkor/ vi ew i ngt op. asp B ock 1

37.26.148. 252 |[Israel 147.237.0.19 |[nadimatal .idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Unhaut hori zed URL Access to

66. 249. 66. 239 |Israel 147.237.77. 176 |mat pash. i df . i | Wi cogat . i df . i |/ usef ul i nformati on/ i dkoni i pages/ i srael i i nkal ki | i 204012 |8 ock 1
011. aspx

46. 19. 85. 199 | srael 147.237.77. 234 |hal ag. idf.il Mal formed URL _pk_ses. 284. 4cde=* B ock 1
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