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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
209, 126. 136. 2

|Target Address |Site

|Signature |Device Action |Count |
Lhited Sates 147.237. 76. 200 eitan.aka idf.il |Back List drop 1
89. 187. 217. 75 Lebanon 147.237.0. 33 idf.il L4 Source or Dest Port Zero dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action |Count |

62. 210. 152. 84 France 147.237.77.176  |matpash.idf.il [22280: HITP. Joomha Qbject Injection Mulnerability B ock 1
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|Top Attackers In |D|

‘Target Address ‘Attacker Qountry [Ste Signature
87.69.47.220 |147.237.76.30 |[Israel hi nush. i df . i | ET D5 Large arount of TCP ZeroWndow - Possible Niller2 10
DDos attack
141. 226. 162. 74 |147. 237. 77. 226 |l srael wan chanat z. aka. i df . i | [GPL SCAN nyscan 3
141. 226. 162. 74 |147. 237. 77. 226 I srael wan chanat z. aka. i df . il [| NDI CATOR- SCAN nyscan 3
117.21.173.9  |147.237.72. 167 |China i shurimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
117.21.173.9  [147.237.0.34 [China tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 2
46.19.86.255  [147.237.76.30 |Israel hi nush. i df .i | BT D5 Large amount of TCP ZeroWndow - Possible Niller2 2
DDos attack
117.21.173.9  |147.237.0.200 |China . i df . i | ET SCAN Potential VNC Scan 5900- 5920 2
91.121. 147. 218 [147. 237. 77. 216 |France dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 2
117.21.173.9  |147.237.72. 14 |China dover.idf.il (ol d) ET SCAN Potential VNC Scan 5900- 5920 1
95. 163. 144, 203 |147. 237. 77. 61 ?ég:;;”im e cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
179. 43. 144,18 |[147.237.0.33 |[Satzerland idf.il ET SCAN Potential SSH Scan 1
93.174. 164. 92 |147.237. 76. 198 |Ronani a e.yohal an.i df .il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
163. 172. 129. 15 [147. 237.77.74 |united Kingdom [lawidf.il ET SCAN NVAP -sS w ndow 1024 1
78.129.171. 173 [147. 237. 76. 201 |Uhi t ed Ki ngdom [e.atal .idf.il ET SCAN Potential SSH Scan 1
125.65.82. 44  [147.237.76.31 [China nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
66.249. 76. 106 |147.237.72.166 |Lnited Sates aka idf.il ET SCAN NVAP -sA (2) 1
117.21.173.9  |147.237.76.42 [China refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
117.21.173.9  |147.237.72. 156 |Chi na anan.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
117.21.173.9  [147.237.0.19 |[China madi matal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
179. 43. 144. 18 |147.237.77. 216 |Snitzerl and dover.idf.il ET SCAN Potential SSH Scan 1
95. 163. 144. 203 |147. 237. 76. 38 ?;Z:;:I”ion eemeitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
176. 47. 104. 108 [147. 237. 77. 216 |Saudi Arabia dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
78.129.171. 173 |147. 237. 77. 212 |Uni ted Ki ngdom |e. dover.idf.il ET SCAN Potential SSH Scan 1
125.65.82. 44  |147.237.76.42 |China refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
78.129.171. 173 |147. 237. 76. 147 |Uni t ed Ki ngdom [chi nuch. aka. i df .| ET SCAN Potential SSH Scan 1
117.21.173.9  |147.237.77.179|Chi na e.nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
66.249. 66.18  |147.237.77.170|tnited Sates naar achot . i df . i | ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
5.102.195. 152 |lIsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 143
o SWNretransnmit wth different .
85. 250. 86. 45 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 92
Russi an S -
109. 63. 202. 15 Federat i on 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 75
Sreaning BEngine: TCP Invalid i i ssi
109. 253. 200. 44 |Israel 147. 237. 77. 243 |nubi 1 e.i df .i 9 =g Invalid segnent retransmssion. |y, 30
Ret r ansni ssi on Packet dropped.
66. 169. 8. 29 Lhited Sates |147.237.76. 147 |chinuch. aka. i df .i | |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 27
75.138.220.53 |[Lhited Sates  [147.237.76. 147 |chinuch. aka.idf.i1[SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 26
46. 19. 85. 244 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 15
46. 19. 85. 244 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 15
Sreaning Engine: TCP Invalid i i ssi
109. 253. 128.78 |Israel 147. 237. 77. 243 |mbi l e, i f . i 9 =9 Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dropped.
46. 19. 86. 86 I srael 147.237.77. 234 |hal ag.idf. il Bad TCP sequence Inval i d ACK nunber alert 13
46. 19. 86. 86 I srael 147.237.77. 234 |hal ag. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 13
Sreaning BEngine: TCP Invalid i i ssi
213.57.185.89 | srael 147. 237.77. 243 |nubil e.i df .i 9 =g Invalid segnent retransmssion. |y, 10
Ret r ansni ssi on Packet dropped.
97. 47. 64. 240 Lhited Sates  |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert
97. 47. 64. 240 Lhited Sates  |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TAP Invalid i i ssi
46.19. 85. 28 I srael 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |y, 8
Ret r ansmi ssi on Packet dr opped.
46.19. 85. 12 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber alert 7
46.19. 85. 12 I srael 147.237.76.31 [nakchal .idf.il Bad TCP sequence Inval i d ACGK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
109. 253. 196. 128|l srael 147.237.77. 243 |nobile. i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
188. 247.77. 238 [Jordan 147.237.77. 176 |nat pash. i df . i | drop First packet isn't SWN drop
87.70.247.111 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
109.65.191.99  [Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence SINAK retransmt with different |ooivor o
w ndow scal e
Sreaning BEngine: TGP Invalid i i ssi
95.86.80.164 | srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Invalid segnent retransmssion. |y, 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 126 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 6
46.166.186. 249 |Netherlands  |147.237.8.27 |enadimatal.idf.i|{Geo-1 ocation enfor cenent ﬁ?&:ggﬁlﬁfn I nbound drop 6
46.19. 86. 58 I srael 147.237.0.34 |tikshw.idf.il  |Bad TCP sequence SIHAK retransmt with different | oo |
w ndow scal e
46.19. 85. 244 I srael 147.237.77. 216 |dover.i of .i | Bad TCP sequence Invalid ACK nunber alert 6
Sreaning Engine: TGP Invalid i i ssi
37.26.149.200 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |y, 6
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 244 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
109. 65.191.99  |Israel 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout moni t or 6
85. 65. 132. 81 I srael 147. 237.72. 166 |aka. i f .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 5
46.19. 86. 51 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
5.102.195.152 |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACGK nunber aert 5
46. 19. 85. 28 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
77.139.72.210 |France 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST alert 4
5.146.249. 195 |Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
67. 68. 242. 88 Canada 147.237.72. 166 |aka. i df .i | SYN Attack nmoni t or 4
77.139.72.210 |France 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST moni t or 4
e SYN+AXK retransmit with different .
46.19. 85. 77 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence wi ndow scal e moni t or 4
46. 19. 86. 255 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
46. 19. 86. 19 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i Ssi
80.246.138.40 | srael 147.237.72. 167 |i shuri maka. i df . i g =g Invalid segnent retransmssion. g ., 3
Ret ransm ssi on Packet dropped.
67.68.242. 88 Canada 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop
66. 102. 9. 149 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaming Engine: TP Invalid i i ssi
109. 253. 222. 234/l srael 147.237.77. 243 |nobil e. i of . | 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
172.72.87.70 Lhited Sates 147.237. 76. 147 |chinuch. aka.i df .i | |[SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
80. 246. 137. 253 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
185. 20. 5. 157 Uni ted Ki ngdom|147. 237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
70.177.107.95 |lLhited Sates 147.237. 76. 147 |chinuch. aka.i df .i | |[SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
31.154.49.193 |[lIsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.53.51. 166 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 25
148.75.228.41 |United Sates |147.237.72.166|aka.idf. il Mitiple thauthorized Method for Known UR. from Bl ock 15
148. 75. 228. 41
84.109.162.55 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 5
109. 253.128. 78 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 5
46.19. 86. 197 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 4
46. 19. 86. 188 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 3
37.26.149.200 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
79.178.50. 9 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 3
213.57.185.89 |[Israel 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Gode B ock 3
77.139.58.193 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method POST for aka.idf.il/giyus/ B ock 2
46.121.198.73 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qode Character in URL B ock 2
46. 19. 85. 163 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 2
] . . D stributed Unaut hori zed Met hod for Known URL on
70.184. 71. 29 Lhited Sates |[147.237.72.166|aka.idf.il vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx Bl ock 2
77.138.26.223 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCBT for waw aka.idf.il/main/smalim B ock
37.26.149.224 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
66.249.75. 4 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1296- he/ r ef uah. aspx |B ock 1
] . . . SS. Lhtraceabl e Gonnection - Protocol violation
169. 229. 3. 91 Wited Sates |147.237.77.243|nobil e.idf.il (SSL CONN LI ENT FELLO) None 1
. . D stributed Lhaut hori zed URL Access on
85. 250. 86. 45 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shar ed/ r eset . css Bl ock 1
. . D stributed Lhaut hori zed URL Access on
5.102.195. 152 [l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shar ed/ r eset . css B ock 1
77.138. 245. 197 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwy aka.idf.il/main/ B ock 1
Unaut hori zed URL Access to
66. 249. 66. 243 |l srael 147.237.77. 176 |mat pash. i df . i | v cogat . i df . i |/ usef ul i nformat i on/ i dkoni ni pages/ 081210gazal4 |[B ock 1
1. aspx
. . D stributed Unaut hori zed Met hod for Known URL on
213.241. 16. 169 |Pol and 147.237.72.166 |aka. i df . i | vanw aka, i df i 1/ mai r/ gi yus/ yahash2017/ | obby. aspx B ock 1
m ny- kosher-kravi .id
40. 143.136.38 |lLhited Sates |147.237.0.17 f Inly Unaut hori zed URL Access to 147.237.0. 17/ i ndex. php B ock 1
82.81.67.244  |Israel 147.237.77. 216 |dover . i df . i | Distributed thaut horized URL Access on B ock 1
v i df i |/ https: /v idf.il/
66.249.75.8 I 'srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ nav. css |B ock 1
. . D stributed Lhaut hori zed URL Access on
176.13.1.31 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shar ed/ r eset . css B ock 1
5.102.242.94 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
85. 250. 116. 100 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 1
66.249. 69. 224 |Israel 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 69. 224 B ock 1
46. 19. 85. 79 I srael 147.237.77. 176 |nat pash. i df . i | Unhaut hori zed URL Access to waw cogat . idf.il/894-ar Bl ock 1
’ - . Unaut hori zed URL Access to
157.55.39.111 |Wnited Sates [147.237.76.86 |navy.idf.il navy. i df i1/t enpl at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 75. 40 I srael 147.237.77. 216 |dover. i df . il 147.237. 77, 216/ 1129- he/ dover . aspx B ock 1
176.13.230.79 |lIsrael 147.237.77. 243 |nobi l e. i df . i | DO stributed Suspicious Response Qode B ock 1
31.154.53.182 [Israel 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to wawidf.il/https: /v idf.il/ B ock 1
95.86.70.250 [Israel 147.237.72. 166 |aka. i df . i | Paraneter Read iy Miolation in R None 1
ww aka. i df . i |/ mai n/ gi yus/ m yun/ mi yunpr ocessquest i onnai r e. aspx
Czech ww. chamat z. aka. i df )
77.237.138. 202 . 147.237.77. 226 . Unaut hori zed URL Access to / Bl ock 1
Republ i ¢ il
66.249. 69. 228 | srael 147.237.77. 216 |dover . i df . i | Wnaut hori zed LRL Access to B ock 1
ww i df.il/atal 1/izkor/ vi ew i ngt op. asp
] P . Mil tipl e Lhtraceabl e SS. Sessions from169. 229. 3. 91 (Prot ocol
169. 229. 3. 91 Lhited Sates |[147.237.0.15 |kosher-kravi.idf.il viol ation (SSL CONN QLI ENT HELLO)) None 1
84.111.165.17 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod CPTI QNS for ww aka. i df . i1/ main/ gi yus/ B ock 1
. - - D stributed Unaut hori zed Method for Known URL on
181. 167. 160. 99 |Argentina 147.237.72. 166 |aka. i df . i | vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx Bl ock 1
66. 102. 6. 25 Wited Sates [147.237.72.166aka.idf.il Distributed Unauthori zed Method for Known LRL on B ock 1
waw aka. i df . i |/ mai n/ hone/ def aul t. aspx
66.249. 69. 232 |Israel 147.237.77. 216 |dover . i df . i | Unhaut hori zed LRL Access to wawidf.il/atal 1/izkor/view text.asp |B ock 1
_ m ny- kosher -kravi . i d|s3. tntraceabl e Gnnection - Protocol violation
169. 229. 3. 91 Lhited Sates |147.237.0.17 £l (SSL_OONN_CLI ENT_HELLO) None 1
46.19. 85. 244 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx |B ock 1
85. 65. 132. 81 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
2.53.167. 253 I srael 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 1
. . Unhaut hori zed URL Access to
66.249. 64. 148 |l srael 147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 1
109. 253. 196. 128]I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
81.218.65.146 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qde Character in URL Bl ock 1
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