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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
87.71.24.187 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
46. 19. 86. 40 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 3
209. 126. 136. 2 Lhited Sates 147.237.76. 199 e nakchal .idf.il |Back List drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 30 hi nush. i df.il B ack List drop 1
219. 146. 251. 139 Chi na 147.237.0.19 nadi matal .idf.il|JLMPurple Gon_Limt_ Tcp drop 1
209. 126. 136. 2 Lhited Sates 147.237. 76. 197 e hinush.idf.il |Back List drop 1
66. 240. 219. 146 Lhited Sates 147.237.76. 34 yohal an.idf.il B ack List drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 198 e.yohal an.idf.il |Back List dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

162. 210. 196. 98 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
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|Top Attackers In |D|

Attacker Address |Target Address Aototuiikre; Signature
78.129.171. 173 |147.237.0.17 E?i;;gom mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
219. 146. 251. 139(147. 237. 76. 147 |Chi na chi nuch. aka. i df . i ET SCAN Potential SSH Scan 1
61.240. 144. 65 |147.237.76. 197 |hi na e. hinush.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
219. 146. 251. 139|147. 237. 0. 200 |Chi na rdu, i dff i | ET SCAN Potential SSH Scan 1
61.240. 144.65 |[147.237.76.30 [China hi nush. i of . i | ET SCAN Potential WNC Scan 5800- 5820 1
101 254 154. 191|147, 237 72. 217 |Erazi | cidh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
61.240.144.65 [147.237.0.16 |China ny-kosher-kravi.idf.il |[ET SCAN Potential VNC Scan 5800- 5820 1
178.33.18. 39 147.237.0.34 |France tikshuv.idf.il SE:NER-APAO_E Apac.he mod_ssl - non- S8 connection to SS. 1
port denial of service attenpt
45. 63. 28. 189 147.237.76. 199 |Lhited Sates |e. nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
125. 65. 82. 44 147.237.76.39 |China nobi | e. nei tav. i df.il ET SCAN NVAP -sS w ndow 1024 1
5.28.178. 162 147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
88.249.106.23 |147.237.77. 170 |Turkey naar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
81.27.85. 27 147.237. 72. 156 LK?i;gegom anan.idf.il ET SCAN Potential SSH Scan 1
78.129.171. 173 |147.237.76. 44 E?i;;gom e.refuah.idf.il ET SCAN Potential SSH Scan 1
66. 249. 66. 18 147.237.77.170|Wnited Sates |[mmarachot.idf.il ET SCAN NVAP -sA (2) 1
219. 146. 251. 139[147. 237.76. 86 |China navy. i df.il ET SCAN Potential SSH Scan 1
61.240.144. 65 |147.237.76. 147 |Chi na chi nuch. aka. i df . i ET SCAN Potential VNC Scan 5800- 5820 1
213.57.62.188 |[147.237.72. 166 |l srael akaidf.il ET SCAN NVAP -sA (2) 1
61.240.144.65 |[147.237.0.34 |[China tikshuv.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
190, 249 147 96 1147 237 76.31 |Col onbi & vekehal i df i1 ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
45, 63. 28. 189 147.237.76. 200 |Whited Sates |eitan. aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
173.65.81. 186  [147.237.76.200|lhited Sates |eitan aka idf.il ET SCAN Behavi oral Lhusually fast inbound Tel et Connect i ons, 1
Potential Scan or Brute Force
45, 63. 28. 189 147.237.72. 156 |Wited Sates |aman.idf.il ET SCAN NMAP -sS wi ndow 1024 1
106. 187. 45. 144 |147.237.0.35 [Japan akavs. i df .i | ET SCAN Potential SSH Scan 1
88.249.106.23 |147.237.76.86 |Turkey navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
78.129.171.173 |147.237.76.198 Wi ted e.yohal an.idf.il ET SCAN Potential SSH Scan 1

Ki ngdom
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreamng Engine: TCP Invalid i i SSi
84.111.38.202 |Israel 147. 237.77. 243 |nobile. i f .| 9 =g Inval i d segnent retransmssi on. drop 60
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
95.86.80. 164  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nval i d segnent retransmssi on. drop 32
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
109. 253. 200. 44 |I srael 147.237.77. 243 |nobil e i df .1 9 =g Inval i d segnent retransmssi on. dr op 30
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.161  |Israel 147.237. 77. 243 |robi | e i df . | 9 =g nval i d segnent retransmssi on. drop 21
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
46.117.38.86  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Inval i d segnent retransmssi on. drop 20
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.53.157.176  |Israel 147.237. 77. 243 |robi | e. i df . | 9 =g nval i d segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
46. 19. 86. 86 I srael 147.237.77. 233 |atal i cf . i1 9 =g Inval i d segnent retransmssi on. drop 17
Ret ransni ssi on Packet dr opped.
204, 228. 117. 203|Whited Sates [147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 16
70.88.119.125 |lnited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
; . . SYNPAXK retransmit with different .
70.88.119. 125 |lhited Sates |[147.237.72.166|aka.idf.il Bad TCP sequence vi ndow scal e noni t or 13
109. 253. 134. 240|l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 13
Sreamng Engine: TCP Invalid i i SSi
79.178.147.22 |israel 147. 237. 76. 200 |ei tan. aka. i df .1 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.55.25. 18 I srael 147.237. 77. 243 |robi | e. i df . | 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 86 | srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreaning Engine: TCP Invalid i i ssi
62.90.169.19  |Israel 147.237.77. 243 |nobi le.i o . i1 9 =9 nval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
79.182.139. 151 |israel 147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
46.19.86.71 I srael 147.237.76. 147 |chinuch. aka. i df . i I[Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i sSi
2.55.160.230  |israel 147. 237.77. 243 |nobi l e.i df .i1 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
38.99.190.240 |Canada 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop
204, 228. 117. 197|Whited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
Sreanming Engine: TCP Invalid i i SSi
176.13.23.29 [ srael 147.237.77. 243 |nobi L e. i of .| 9 =g nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 106 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Invalid AGK nunber noni t or
46. 19. 86. 46 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreaning Engine: TCP Invalid i i ssi
95.86.103.229 |Israel 147.237.77. 243 |nobi le.i o . i1 9 =9 nval i d segnent retransmssi on. drop 4
Ret ransni ssi on Packet dr opped.
46.19. 86. 71 | srael 147.237.76. 147 |chinuch. aka. i of . i l[Bad TCP sequence Invalid ACK nunber alert
109. 253. 134. 240|| srael 147. 237. 72. 166 |aka.i df . i | SYN At t ack SYN - > SYN-ACK -> Ti meout noni t or
204.228.117. 203|wited States |147. 237.77. 216 |dover. i df . Bad TCP sequence SINAK retransmt with different |, g
W ndow scal e
213.57.232.99 |[lIsrael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN - > SYN-ACK -> Ti meout noni t or 4
2.53.186. 104 I sr ael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 4
46. 19. 86. 86 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber alert 4
46. 19. 85. 106 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber alert 3
5.102.195.159 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 3
Sreaming Engine: TGP Invalid i i sSi
66.249.76.112 |tnited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
185. 20. 5. 157 E?';gegom 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
46.19.85. 14 I srael 147.237. 77. 216 |dover . i df . i Bad TCP sequence SINHAK retransmt with different oo |3
W ndow scal e
213.8.204. 80 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 3
Lhi ted R SYNHAK retransmit with different .
185. 20. 5. 157 Ki ngdom 147.237.72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal 6 noni t or 3
89. 138. 125. 225 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
5.22.134.238 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval id AGK nunber noni t or 3
79.176. 117. 47 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 3
80. 178. 85. 109 | srael 147.237. 72. 166 |aka. i df .i dr op Frst packet isn't SN drop 3
141. 226.218. 71 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
Sreaming Engine: TGP Invalid i i sSi
212.179. 21. 194 |israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
84.94.155.121 |l srael 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN - > SYN-ACK -> Ti meout noni t or 3
185. 20. 5. 157 LKTI;gegom 147.237.72. 166 |aka.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout alert 3
5.22.134. 89 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
188.15.7.2 Italy 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 3
176. 13. 249. 182 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 2
Sreamng Engine: TCP Invalid i i SSi
46.120.157.17 | srael 147.237.76.86 |navy.idf.il 9 =g Inval i d segnent retransmssi on. drop 2
Ret ransni ssi on Packet dr opped.
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count
46.19.86.197 |lIsrael 147.237.0.19 |madimatal .idf.i| |[Dstributed Suspicious Response Code B ock 104
2.53.51. 166 I srael 147.237.0.19 |nadimatal .idf.il| |Dstributed Suspicious Response Code B ock 65
84.109.13.104 [Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 48
176.13.234.24 |Israel 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 32
2.53.42. 4 I srael 147.237.0.19 |nadimatal .idf.il| |Dstributed Suspicious Response Code B ock 9
176.13.4.176  |lIsrael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 5
46.120.69.91 |lIsrael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 5
46.121.198.73 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in LR B ock 5
81.218.65. 146 |[lIsrael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 4
87.69. 56. 78 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut horized URL Access from 87.69.56. 78 B ock 3
2.55. 140. 27 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 3
109. 64. 118. 132 |l srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
176. 13. 230. 235 |I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 3
2.53.157.176 |Israel 147.237.77. 243 |nobi l e. i df . i | D stributed Suspicious Response Code B ock 3
95. 86. 103. 229 [l srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
62.90.169.19 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 2
79.176.23.62 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in LR B ock 2
2.55.25.18 I srael 147.237.77.243|nobi | e. i df . i | Distributed Suspicious Response Code B ock 2
77.138. 106. 169 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for wwwu aka. i df.il/mai n/sachar/klali.aspx |B ock 2
80. 246. 137. 105 |l srael 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 2
84.111.38.202 [Israel 147.237.77.243|nobi | e. i df . i | Ml tipl e Unaut hori zed URL Access from 84.111. 38. 202 B ock 2
37.26.147.130 |lsrael 147.237.0.19 |madimatal .idf.i| |[Dstributed Suspicious Response Code B ock 2
129.85.51.22 [Wited Sates [147.237.72.166|aka.idf.il Unaut hor i zed Method POST for waw aka. i df . il/mai n/ home/ def aul t. aspx |Bl ock 2
84.108. 128. 221 [I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
69.47.161.8  |Uited Sates |[147.237.72.166|aka.idf . il m;;;?ﬁfji w:;éhr;?” zed Method for Known LR on B ock 1
141.226.161. 4 |l srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed URL Access from 141.226. 161. 4 B ock 1
84.111.165.17 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for ww aka. i df . i1/ mai n/ gi yus/ Bl ock 1
46.19.86.152  |israel 147.237.76.31 |nakchal .idf.il ﬂ?}‘;g?f;é?glfgpfgfgf:g;ofi | o5/ 8/ 1665, doc B ock 1
2.53.158.125 |[Israel 147.237.72. 156 |anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
217.132.27. 119 |l srael 147.237.76. 42 |refuah.idf.il Unhaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shared/ r eset . css B ock 1
66. 249. 69. 228 |Israel 147.237.77. 216 [dover . i df . i | shautfori zed LU fecess 1o adover . aspx Bl ock 1
172.56.23.209 |lhited Sates |[147.237.72.166|aka.idf.il Uhaut hori zed URL Access to v aka. i df .il/sip_storage/files/ B ock 1
46.116.125.9 |israel 147.237.72. 166 |aka. i df . i | mn;x:i Z?Tﬁr;er:;:v;x]mfgmm 'n None 1
95. 86. 103. 229 |[Israel 147.237.77.243|nobi | e. i df . i | Ml tipl e Unaut hori zed URL Access from 95. 86. 103. 229 B ock 1
24.38.9.130  [Uited Sates |[147.237.72.166|aka.idf . il m“;gr: éf.di |“fr§;7°:/ gﬁ /fyoarhash2017ll obby. aspx B ock 1
69.47.161.8 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed Method POST for ww aka. i df.i|/mai n/ sachar B ock 1
178.33.18.39  |France 147.237.0.34 |tikshuv.idf.il i‘stnogaj\iag_&%}nfecﬂ“fg - Protocol violation None 1
141.226.161.4 |[lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/sip_storagel/files B ock 1
66.102. 9.5 Wited Sates |147.237.72. 166 |aka. i df . i | m“;&‘:zi dzf‘?l'/\‘an;?‘;fgiﬁ L e s o Bl ock 1
79.176.33.6 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter catld in ww aka.idf.il/main/giyus/ general . aspx None 1
66.249.75.32 |Israel 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
95.86.103.229 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;”lt :?r(;fsz' , tgegpgfﬁsem;es“ <t ohi 1 ddocument s/ 1071 Bl ock 1
84.111.38.202 |[Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock
31.168.28. 1 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock
180.76.15.33  |hi na 147.237.76.42 |refuah.idf.il e oo o o ¢ of aspx Bl ock 1
148.75.228.41 |lhited Sates |147.237.72.166|aka.idf . il m“;g' | §fe_di I'\f;;":/ gﬁ /fn;.”yun /iyl obby. aspx Bl ock 1
66. 249. 69. 167 |l srael 147.237.0.15 |kosher-kravi . i df . i|uhaut hori zed UR. Access to ww kosher-kravi . idf.il/nobile/ B ock 1
46.19.86.233 |[Israel 147.237.76.86 |navy.idf.il I11egal HITP \ersion B ock 1
87.69.56.78 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/adserve/olive B ock 1
66.249.76.83 |lsrael 147.237.76. 42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
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