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09-26-2016-21:04:00 to 09-26-2016-22:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
46. 120. 92. 93 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
195. 228. 168. 121 Hungar y 147.237.76. 201 e atal .idf.il L4 Source or Dest Port Zero drop 4
220. 169. 242. 158 Chi na 147.237.77. 19 lawforumidf.il [JLMPurple Gon Linmt Tcp drop 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1




09-26-2016-21:04:00 to 09-26-2016-22:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
91. 200. 12. 47 kr ai ne 147.237.77. 74 lawidf.il C1000016: HTTP. adninistrator in UR Pernit 8
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Per it 8




09-26-2016-21:04:00 to 09-26-2016-22:04:00

|Top Attackers In |D|

Target Address

At acker
Count ry

Signature
ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

213.170.68. 2

147.237.77. 226

Russi an
Federati on

waw chamat z. aka. i df . i |

ET SCAN NVAP -sS w ndow 3072

46.219.66.30 [147.237.77.178|krai ne e. natpash. i df.i| ) 3
pas Potential Scan or Brute Force

163. 172. 129. 15 |147. 237. 76. 199 |Uni t ed Ki ngdom |e. nakchal . i df .| ET SCAN NVAP -sS w ndow 1024 1
139. 162. 187. 89 [147. 237. 76. 177 |Lnited Sates ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
106. 187. 45. 144 |147. 237. 72. 156 |Japan anan.idf.il ET SCAN Potential SSH Scan 1
213.170.68.2 |147.237.77. 226 ?{;Z:::‘ion v charat z. aka. i df .i1 [ET SCAN NVAP -sS wi ndow 1024 1
163.172.129. 15 |147. 237. 76. 198 |Uni t ed Ki ngdom |e. yohal an. i df .i | ET SCAN NVAP -sS w ndow 1024 1
106. 187. 45. 144 |147. 237.76. 42 |Japan refuah.idf.il ET SCAN Potential SSH Scan 1
89. 139. 89. 149 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1

1




09-26-2016-21:04:00 to 09-26-2016-22:04:00

|Top Attackers In FW |

A tacker

ount ry Target Address |Ste Signature
37.142.10. 43 I srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 38
46.19.85.66  |Israel 147.237.77. 243 |rwbi e i i1 | S NG Engine: TCP Invalid  finvalid segnent retransnissi on. drop 24
Ret r ansni ssi on Packet dr opped.
77.138.90.180 |Fance 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 21
95.86.80.164 |l srael 147, 237, 76. 200 |eitan aka i1 || SAM NG Engine: TP Invalid invalid segnent retransnissi on. drop 16
Ret r ansni ssi on Packet dr opped.
79.181. 245.90 |l srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SYN drop 14
79.179.96. 132 |[Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 12
79.181.245.90 |(Israel 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
46. 19. 86. 19 I 'srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber moni t or 11
2.53.129. 38 | srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 10
66.249.93.14 |Europe 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
66.249.93.14  |Europe 147.237.77. 216 |dover.i df . il Bad TCP sequence Invalid ACK nunber alert 9
66.249.93.14  |Europe 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 9
212.143. 142. 56 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
66.249.93.14  |Europe 147. 237. 77. 216 |dover. i df .i drop ;feﬁﬁcéfgegf:; SYN packet - RST |, o 9
109. 253. 204. 39 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
66.249.93.16  |Europe 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid ACK nunber noni t or
66.249.93.16  |Europe 147. 237.77. 216 |dover i df . drop g‘eﬁcgfsegf; SYN packet - RST |4 o 8
46. 19. 86. 19 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber alert 8
66. 249. 93. 16 Eur ope 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
46. 19. 85. 126 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 8
66.249.93.16  |Europe 147.237.77. 216 |dover . i df . i | Bad TCP sequence I'nval i d ACK nunber alert 8
46.19.85.210 |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber moni t or 7
62.219. 144. 118 |l srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
217.132. 140. 15 |l srael 147.237.72. 166 |aka. i df il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
46.19.86.231 |[Israel 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber moni t or 7
109. 67. 240. 171 |l srael 147.237.76.86 |navy.idf.il Streamng Engi ne: TCP | nvalid finvalid segnent retransnission. drop 6
Ret ransni ssi on Packet dr opped.
217.132.123. 67 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
87.70.247.111 |Israel 147.237.72. 166 |aka. i df.il drop Frst packet isn't SN drop 6
46.19.85.126  [Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
203. 111. 224. 85 |Phi | i ppi nes 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
79.180. 119. 32 |l srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
87.68.45.177 |Israel 147,237, 77. 243 |mbit e i1 | AM NG Bngine: TP Invalid - invalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dr opped.
69. 62.177. 74 Lhited Sates |147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 6
2.53.144.8 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
66. 249. 93. 15 Eur ope 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 5
87.71.42.175 I srael 147.237.72. 166 |aka. i df . il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 5
2.53.129. 38 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
46.19. 86.161  |Israel 147.237.77. 234 |hal ag.idf . i SYN Attack SYN -> SYN-ACK -> RST noni t or 4
80. 246. 136. 104 |l srael 147.237.72. 166 |aka. i df . il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 4
62.90.234.66 |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsﬁ ;ansm wehdifferent  Jopnitor |4
93.172.31.122 |israel 147, 237, 76. 200 |eitan aka i of. i1 || SAM NG Engines TP Invalid invalid segnent retransmissi on. drop 4
Ret r ansni ssi on Packet dr opped.
109. 253. 204. 39 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
46. 19. 86. 71 | srael 147.237. 76. 147 [chi nuch. aka. i df . i ||SYN At t ack SYN -> SYN-ACK -> RST moni t or 4
2.53.129. 38 I srael 147.237.72. 166 |aka.idf . il SYN At t ack SYN -> SYN- ACK -> Ti meout alert 4
109. 253. 204. 39 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
37.26.147.133 |Israel 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
5. 28. 158. 246 I srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
217.132. 140. 15 |I srael 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsﬁ ;ansm wehdifferent  Jopnitor |4
93.172. 154. 249 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop
80. 82. 24. 129 Pol and 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or




09-26-2016-21:04:00 to 09-26-2016-22:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
85. 64. 244. 95 | srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Gode B ock 126
176. 13. 230. 235 |l srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 30
77.139.106.82 |France 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 12
46. 19. 86. 167 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code Bl ock 12
. . . Paraneter Type M ol ation Qurrent Password in
176.13.243.85 |lIsrael 147.237.77.243|nobi l e. i df . i | nobi | e, i df .| / sachar / changepassvor d B ock 5
5.29.15. 114 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in URL from5. 29. 15, 114 B ock 5
; . . Ostributed Paraneter Type Mol ation on
77.139.106. 82 [France 147.237.77. 243 [nobi | e. i df . i nobi | e. i df . i|/sachar/changepassword paranet er Qurrent Passwor d B ock 4
46. 19. 85. 66 I srael 147.237.77. 243 |nobi | e.i df . i | D stributed Suspici ous Response Code B ock 4
. . D stributed Unaut hori zed Method for Known URL on
77.138.238.48 |France 147.237.72. 166 |aka. i df . i | vaw aka, i df i | / e n/ gi yus/ yahash2017/ | obby. aspx Bl ock 3
79. 180. 23. 70 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
109. 253. 142. 178|1 sr ael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 3
85. 250. 116. 100 |l srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 3
46.121.115.171 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 46.121. 115, 171 B ock 2
46. 19. 86. 197 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 2
46.120. 115. 177 [l srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 2
. . . Dstributed Paraneter Type Mol ati on on
176.13.13. 11 | srael 147.237.77. 243|mobi | €. i df . i ] nobi | e. i df.i1/sachar/changepassword paraneter Qurrent Passwor d Bl ock 2
46.121.115.171 |israel 147.237.72. 166 |aka. i df . i | Distributed hauthorized Mthod for Known LRL on B ock 2
vwwv aka. i df . i 1/ mai n/ gi yus/ | ogi n. aspx
77.138.234.231 |France 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to www anan. idf.il/favicon.ico B ock 1
109. 190. 129. 127|France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for aka.idf.il/giyus/ B ock 1
46. 19. 85. 166 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Qxde Character in LR Bl ock 1
195. 154. 181. 168|France 147.237.76.31 |nakchal .idf.il Admin Bl ocki ng B ock 1
85.65. 232, 167 I srael 147.237.72. 156 |anan. i df . i | Il egal Paraneter Encoding ctl00& in None 1
wan aman. i df . i |/ nodi | n/ quest i onnai r es. aspx
77.139.236.27 |France 147.237.72. 166 |aka. i df . i | Distributed Lhaut hori zed Method for Known LR on B ock 1
waw aka. i df . i |/ mai n/ gi yus/ m yun/ m yunsumary. aspx
Unaut hori zed URL Access to
195. 154. 181. 168|France 147.237.0.15 |kosher-kravi . i df . i|kosher-kravi.idf.il/adninistrator/conponent s/ com acef t p/ qui xpl orer/ind |B ock 1
ex. php
] . . Ml tiple Untraceabl e SSL Sessi ons from169. 229.3.91 (Protocol violation
169. 229. 3. 91 Lhited Sates |147.237.77.233|atal .idf.il (SSL_OONN OLI ENT_HELLO)) None 1
66. 249. 93. 14 I srael 147.237.77. 216 |dover.idf .il Ostributed LR is Above Root Directory B ock
91. 200. 12. 47 kr ai ne 147.237.77.74 [lawidf.il Unaut hori zed URL Access to v | aw i df.il/wp-1ogin. php B ock
195. 154. 181. 168|France 147.237.76.86 |navy.idf.il PHP At t enpt B ock 1
] - . D stributed Unauthorized Method for Known URL on
24.38.9.130 Lhited Sates |147.237.72.166 |aka. i df .il vaw aka. i df i | / i 1/ gi yus/ yahash2017/ | obby. aspx Bl ock 1
195. 154. 181. 168|France 147.237.72. 166 |aka. i df . i | PHP At enpt B ock 1
84.108.87.238 |[Israel 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to v cogat . i df.il/wp-1ogin. php B ock
- . Unaut hori zed Met hod HEAD for
46.121.115.171 [israel 147.237.72. 166 |aka. i df . i | v aka. i df i |/ rai 1/ gi yus/ ki osk/ ki osk. aspx B ock 1
109. 253. 129. 103|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
46.19. 86. 149 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1246- he/ at al . aspx B ock 1
195. 154. 181. 168|France 147.237.76.31 |nakchal .idf.il Dstributed PHP A tenpt B ock 1
85. 65.232. 167 [l srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
2.53.129. 38 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
195. 154. 181. 168|France 147.237.72. 156 [anan. i df . i | Adnin Bl ocki ng B ock 1
’ . . S Uhtraceabl e Gonnection - Protocol violation
169.229.3.91  [lhited Sates |147.237.77.234|hal ag.idf.il (SSL OONN LI ENT HELLO) None 1
68.180.231.57 |lnited Sates [147.237.77.216|dover.idf.il Par anet er Type M ol ati on PageNumin waw i df . il/1779- he/ dover . aspx B ock
107.178.41.12 |Uhited Sates |147.237.72.166|aka.idf .il DOstributed I11egal Byte Gde Character in LRL B ock 1
45,33.130.244 |whited Sates |147.237.72.166|aka.idf.i | Dstributed |l1egal Bte QGode Character in URL B ock 1
- . Unaut hori zed URL Access to
195.154.181. 168|France 147.237.72.166 [aka. i df . i | aka. i df.il/adm nistrator/conponent s/ comaceft p/ qui xpl or er/ i ndex. php Bl ock !
. ] . Unhaut hori zed URL Access to
180.76.15. 17 China 147.237.77. 233 (atal . i df . i viwu at al . i df . i1/tenpl at es/ shar ed/ user cont r ol s/ header upper/ B ock !
] - . D stributed Unauthorized Method for Known URL on
66.102. 6. 3 Wited Sates |147.237.72.166|aka.idf.il e aka i df i1/ sachar B ock 1
Unhaut hori zed URL Access to
195. 154. 181. 168|France 147.237.76.31 |nakchal .idf.il nakhal . i df . i1/adnini strator/conponent s/ com acef t p/ qui xpl orer/i ndex. ph B ock 1
p
. . D stributed Unauthorized Method for Known URL on
80. 82. 24. 129 Pol and 147.237.72.166 |aka. i df . i | vaw aka. i df . i |/ i n/ gi yus/ yahash2017/ | obby. aspx B ock 1
5.29.15. 114 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
195. 154. 181. 168|France 147.237.72. 156 |anan. i df . i | PHP At t enpt B ock 1
. . Paraneter Type M ol ation ctl 00$Cont ent P aceHbl der 1%t xt Last Nane i n
176.13. 1. 241 I srael 147.237.76.42 |refuah.idf.il W ref ua. at al i df i 1/ 1518 he/ ref uah. aspx Bl ock 1
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