09-26-2016-20:04:09 to 09-26-2016-21:04:09

@
1"PT SwNn [ )

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Target s |
1504
120-
B nadi matal.idf.il
901 M dover.idf.il
MW aka idf.il
604" B refuah.idf.il
Nugbef M atal.idf.il
At acks 30+ .IaW|df.|I. |
[ maarachot.idf.il
0- : : M i shurimaka.idf.i
’».}& «.\6\ r&;\$ é\:\& R é\é R %-‘\6 3 @,\& aman. i df il
* > . . * . .
@'5\ 60& ¥ &é,\\) > N {bé@& ' @:31? éé‘ & M navy.idf.il
> N
& &
Top Tar get

[Top Attackers |

M 37. 26. 147. 197
77.124. 40. 159

I 87.71.54.125
46. 19. 86. 109

" réfber M 109. 67. 216. 71
Attacks M 106. 38. 241. 106

[ 89. 237. 76. 204
M 176. 13. 235. 147
31.154.0.213

Il 85. 65. 33. 246

Top Attackers



09-26-2016-20:04:09 to 09-26-2016-21:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
109. 65. 90. 105 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 80
46. 19. 86. 235 | srael 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 8
85. 65. 33. 246 | srael 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 7
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 4
213. 8. 204. 53 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 3
66. 249. 69. 232 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 2
203. 111. 224. 85 Phi | i ppi nes 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 2
212. 143. 142. 56 | srael 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 2
80.178. 251. 210 | srael 147.237.77. 216 dover. i df.i||TQP handshake viol ation, first packet not syn drop 2
0.0.0.0 147.237.77.216 dover.idf.il|HTTP Page H ood Attack forward 2
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il|TCP handshake viol ation, first packet not syn drop 2
84.110. 54. 112 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1
46. 19. 86. 75 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1
194.177.16. 3 | srael 147.237.76. 86 navy.idf.il |Back List dr op 1
68. 180. 231. 57 Lhited Sates 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 1
194. 90. 106. 30 | srael 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 10
91.194. 84. 106 Ger many 147.237.77. 216 dover.idf.il [Cl000074: HITP. najestic bot Per nit 3
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66.249. 64. 163 |147.237.77.74 |Wnited Sates lawidf.il ET SCAN NVAP -sA (2) 3
37.26.147.197 |[147.237.0.19 |[Israel nedi matal .idf.i|ET SCAN Possible SS. Brute Force attack or Ste Gaw 2
183. 60. 48. 25 147.237.0. 200 |Chi na mu.idf.il ET SCAN Potential SSH Scan 1
139. 162. 187. 89 |147.237.77.235|lhited Sates sviva idf.il ET SCAN NVAP -sS wi ndow 1024 1
105. 105. 193. 118|147. 237. 77. 216 |A geri a dover.idf.il portscan: TCP O stributed Portscan 1
84.238.218.60 |147.237.77. 212 |Ri gari o dover idf ] ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
37.142.6. 194 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
178. 207, 88. 218|147, 237, 77, 212 |RUSSian o dover idf | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federati on Potential Scan or Brute Force
139. 162. 13. 205 |147.237. 77. 179 |S ngapor e e.nazi.idf.il SER\/ER APAO—E.Apache mod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
95.163. 144. 203 |147. 237. 77. 235 gzzi;'}m svivaid.il  [ET SCAN NVAP -sS wi ndow 1024 1
78.129.171.173 |147.237.76.176|Uni ted Ki ngdom |test.ncore.idf.i|ET SCAN Potential SSH Scan 1
46.183.223.228 (147.237.0.34 |Latvia tikshuv.idf.il [ET SCAN Potential SSH Scan 1
37.26.149. 165 |[147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |[Ste Signature Action ‘Count
77.124. 40. 159 | srael 147.237. 72. 166 |aka. i df .il dr op First packet isn't SN drop 32
109.67.216.71 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence S et ranem Wth different moni tor |23
46. 19. 86. 109 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 18
46. 19. 86. 109 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber alert
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
2.55.58. 83 I'srael 147237, 72. 167 |i shurimaka i i1 |2 " €@ NG Engine: TGP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
66.102. 9. 145 Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 6
80.179. 143.88 |[Israel 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 6
84.108. 214. 168 |l srael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 5
66.102. 9. 147 Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 5
46. 19. 86. 60 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 5
2.53.32.188 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5
176. 13. 235. 147 |Israel 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 4
176. 13. 235. 147 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 4
83.58.142.136 |Sain 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
129.21.135. 146 |Lhited Sates [147.237.77.216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 3
2.55.34.48 | srael 147.237. 72. 156 |anan.i df . il SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
66.249.64.151 [Uhited Sates [147.237.76.86 [navy.idf.il Streaning Engine: TCP Invalid  imvalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
79.181.10. 145 [Israel 147.237.76. 42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nmoni t or 3
46. 19. 86. 255 | srael 147.237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
176. 13. 235. 147 |l srael 147.237.72.166 |aka.idf .il SYN Attack alert 2
185. 120. 125. 129|1 srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 2
46. 19. 86. 43 | srael 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
66. 102. 9. 149 Lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 2
79.181.10. 145 [Israel 147.237.76.42 |refuah.idf il Bad TCP sequence md;it’rsac”;rgt Wth different monitor |2
46.19. 85. 29 I'srael 147. 237.77. 216 |dover . i df . i1 Bad TCP sequence mﬁsﬁ reansm't wehdifferent | onitor |2
5.22.134.96 I srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Invalid ACK nunber moni t or
176.13.23.165 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
109. 253. 158. 33 |l srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or
85.65.33.246  |Israel 147.237.77. 233 |atal i df i Bad TCP sequence mdﬁrsac”;rgt wth different monitor |2
109. 66. 34. 237 |l srael 147.237.72. 166 |aka.idf .il SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 1
46.19. 85. 127 | srael 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
207.244.70.169 |lhited Sates [147.237.8.45 eeitanidf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
24.37.167. 35 Canada 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
79.177.33.33 | srael 147.237.72. 166 |aka. i df .il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 1
87. 69. 67. 205 I 'srael 147.237.77.233 |atal .idf.il Bad TCP sequence Invalid ACK nunber moni t or 1
209.58.129. 109 |Wited Sates [147.237.76. 148 |gocenter. aka.idf.ildr op drop 1
37.26.147.171  |[Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber alert 1
80. 246. 140. 53 | srael 147.237.72. 166 |aka. i df .il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
169. 229.3.91 Lhited Sates |147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
216.243.31. 2 Lhited Sates [147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46.117.180. 131 |l srael 147.237.77. 170 |n@arachot. i df .il |Bad TCP sequence Inval id ACK nunber noni t or 1
84.109. 2. 15 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AGK nunber alert 1
207.244.70.169 |Lhited Sates [147.237.76.199 e nakchal .idf.il |Geo-1 ocation enforcement Geo- | ocati on i nbound enf or cenent |drop 1
31. 154.81. 35 | srael 147.237.72. 166 |aka. i df .il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 1
141. 226. 217. 84 |l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 86. 155 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber alert 1
93.173.171. 133 |Israel 147.237.72. 166 |aka. i df .il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
209.58.129.109 |lhited Sates |147.237.76.199 |e.nakchal .idf.il |Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
46.19.85.11 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
37.26.147.197 |lsrael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 90
87.71.54.125 I srael 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Code B ock 28
89.237.76.204 |France 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 89.237.76.204  |B ock 9
46. 19. 86. 75 | srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 6
37.26.147.149 |[Israel 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response CQode B ock 4
31.154.0.213 I srael 147.237.77. 170 |maar achot . i df . i |  [Unaut hori zed HTTP Met hod B ock 4
46. 19. 86. 244 | srael 147.237.0.19 |nmadimatal .idf.il [Ostributed Suspicious Response Code B ock 3
176.13.251.86 |lIsrael 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response CQode B ock 3
2.55. 135. 80 I srael 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
109. 67.131.62 |Israel 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code B ock 3
31.154.0. 213 I srael 147.237.77. 170 |maarachot . i df . i | [Mil tiple Unauthorized URL Access from 31.154.0.213 B ock 3
. . Paraneter Type M ol ation ctl00$Cont ent A acetbl der 1t xt Brai | in
184.161. 181.53 |[Canada 147.237.77. 216 [dover. i df . il v i df i 1/ 1038- en/ dover . aspx Bl ock 3
87.69.231. 74 I srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 2
77.139.242.101 |France 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod PCST for www aka. i df.il/main/snalini B ock 2
2.53.20. 241 I srael 147.237.0.19 |madimatal .idf.il |[Ostributed Suspicious Response Qode B ock 2
77.139.104.17 |France 147.237.72.166|aka. i df . i | Unaut hori zed Met hod PCST for ww aka. i df . i1/ mai n/ kapat z/ B ock 2
2.53.162. 143 I srael 147.237.0.19 |[nmadimatal .idf.il [Dstributed Suspicious Response Qode B ock 2
66.249. 64. 154 I srael 147. 237.76. 200 [ei t an. aka. i df . i | au;;‘:t"r;;’” zed UR. Access to eitan aka.idf.il/1093-7963-he/Nw WND gy ) 1
80. 246. 133. 249 |[lIsrael 147.237.77.74 |lawidf .il Unaut hori zed URL Access to wwu | aw idf.il/163-7173-he/ B ock 1
] . . D stributed Unaut hori zed Met hod for Known URL on
204.79.180.192 |lhited Sates  |147.237.72.166|aka. i df.i | vw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
77.138.201.236 |France 147.237.72. 156 |arman. i df . i | Uhaut hori zed LRL Access to vwwu aman. i df .il/favicon.ico Bl ock 1
2.53.171. 134 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock
109. 67.216. 71 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shared/ reset . css B ock
. . Unhaut hori zed URL Access to
66. 249. 76. 79 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ si p_ st or agel 11 | es/ 8/ 71538. pdf Bl ock 1
. . Unaut hori zed URL Access to
66.249. 64. 9 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
. . D stributed Lhaut horized URL Access on
85.65.137.39  |Israel 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1134- hel at al . aspx Bl ock 1
31.154. 0. 213 I srael 147.237.77. 170 [maarachot . i df . i|  |Uhaut hori zed LR. Access to naarachot.idf.il/sip _storage/files/ 7/ B ock 1
. . DO stributed Unaut hori zed URL Access on
217.132. 160. 248|l srael 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1134- hel at al . aspx Bl ock 1
77.139.242.101 |France 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 77.139.242.101 [B ock
68.180.228.99 |lnited Sates [147.237.72.166|aka.idf .il Uhaut hori zed URL Access to v aka. i df .il/gyuis B ock
. . Unaut hori zed Met hod PCST for
89.237.76.204 |France 147.237.72. 166 |aka. i df . i | vw aka. i dff i 1/ il ui it enpl at es/ hone. asp Bl ock 1
66. 249. 66. 233 [Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal . i df.il/894- he/ nakhal . aspx) B ock
81.171.58.97 Net her | ands 147.237.72. 156 |aman. i df . i | D stributed Unaut hori zed URL Access on ww anan. i df.il/favicon.ico [B ock
46.116.1.121  |israel 147.237.77.74 |lawidf.il thaut hori zed URL Access to Bl ock 1
waw | aw i df . il /consol e/ core/ doc_ngr/ doc_ngr. asp
204.79.180.203 |United Sates  |147.237.72. 166 |aka. i df .i | Wnaut hor i zed Method POST for Bl ock 1
wwy aka. i df . i |/ mai n/ kapat z/ def aul t . aspx
. - D stributed Unaut hori zed Method for Known URL on
77.138.251. 119 |France 147.237.72. 166 |aka. i df . i | v aka, i df .i 1/ mai n/ gi yus/ yahash2017/ | obby. aspx B ock 1
. . Unaut hori zed URL Access to
109. 67.229. 162 |l srael 147.237.77. 216 [dover. i df . il i df i 1/ synci d=7664f af c- 3f 57- d04a- bde0- 2bf e3bcd7che Bl ock 1
66.249.76.117  |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i ||Unaut hori zed URL Access to www chi nuch. aka. i df.il/894-he B ock 1
66. 249. 64. 15 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ yohal an/ mai n/ nai n. asp |Bl ock
68.180.231.57 |lhited Sates |147.237.77.216|dover.idf.il Paraneter Type M ol ation PageNumin ww i df.il/1115-ar/dover.aspx |[B ock
Russi an . - Unaut hori zed URL Access to
178.154.189. 201 Federati on 147.237.77.74 [lawidf. il waw | aw i df . i|/647-2350-en/ pat zar . aspx. Bl ock !
104.254.252.50 |thited Sates  |147.237.72. 166 |aka. i df . | Distributed thauthori zed Method for Known LR on Bl ock 1
ww aka. i df.il/ishurindnai n/
. -|Uhaut hori zed URL Access to
66. 249.69. 170 | srael 147.237.0.15  kosher-kravi . idf.i wn kosher - kravi . i df . il/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
82.81.199. 24 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
] . . D stributed Unaut hori zed Met hod for Known URL on
66.102. 6.3 Lhited Sates  [147.237.72.166|aka. i df.i | wew aka. i df i1/ sachar Bl ock 1
5.29. 96. 212 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
213. 8. 204. 62 | srael 147.237.76.42 |refuah.idf.il PHP At enpt B ock
77.139.54.181 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for wwu aka.idf.il/nain/smalinifag. aspx |B ock 1
Russi an . . D stributed Unaut hori zed Met hod for Known URL on
109.252.75.124 | ot 147.237.72. 166 |aka. i df . i | vw aka. i dff . i 1/ mai v/ hone/ def aul t . aspx B ock 1
66.249.76.120 |[lsrael 147.237.77. 176 |mat pash. i df . i | Unhaut hori zed URL Access to www cogat . i df.il/894- hel/ mat pash. aspx |[B ock 1
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