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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack forward 9091
105. 105. 193. 118 Ageria 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 9049
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 6654
105. 105. 193. 118 Ageria 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 3526
105. 105. 193. 118 Ageria 147.237.77. 216 dover.idf.il TCP Scan (vertical) drop 714
217.148. 45. 113 Unit ed Ki ngdom 147.237.77. 216 dover.idf.il HTTP Page Fl ood Attack drop 3

41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack drop 2

93. 174. 94. 235 Net her | ands 147.237. 76. 196 e.svivaidf.il |Back List drop 1
94.77. 196. 82 Saudi Arabi a 147.237.77. 216 dover.idf.il HITP Page H ood Attack forvard 1
197.45.132. 217 Egypt 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 1

61. 147.110. 17 Chi na 147.237.76. 31 nakchal .idf.il |JLM Under Attack Con Tcp drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Count |
62.210. 90. 118 France 147.237.77.216 |dover.idf.il [Cl000074: HITP. najestic bot Per mit 36
41.200.182.71 Ageria 147.237.77.216 |dover.idf.il |Cl000076: HTTP. Trying to | ocate existing FQkeditor Per nirt 2
62.210. 90. 118 France 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot Per nirt 2
51. 254. 129. 90 France 147.237.77.216 |dover.idf.il [Cl000074: HITP. najestic bot Per mit 2
62.210. 90. 118 France 147.237.72.156 |aman.idf.il C1000074: HTTP. naj estic bot Per nirt 2
62.210. 90. 118 France 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Per nirt 2
199. 58. 86. 206 Lhited Sates 147.237.72.156 |aman.idf.il [Cl000074: HITP. najestic bot Per mit 2
62.210. 90. 118 France 147. 237.76. 42 refuah.idf.il |CLO00074: HTTP. najestic bot Per nirt 2
41.200. 182. 71 Ageria 147.237.77.216 |dover.idf.il| |[0360: HTTP. Protected Drectory Access (~foot) B ock 1
41.200.182. 71 Ageria 147.237.77.216 |dover.idf.il [0863: HITP. fpadnegi.exe Access B ock 1
104.192.169.238 |lnited Sates 147.237.72.166 |aka.idf.il 24910: HITP. Python urllib User-Agent Header B ock 1
41.200. 182. 71 Ageria 147.237.77.216 |dover.idf.il (1185 HITP. 11S adnegi O3 Access B ock 1
41.200.182. 71 Ageria 147.237.77.216 |dover.idf.il [Cl000064: HITP. Access to - adnmin.asp Per mit 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

105. 105. 193. 118(147. 237. 77. 216 |A geria dover.idf.il SERVER- WEBAPP backup access 3
93.174.89.146 |147.237.0.17 |Netherlands mny-kosher-kravi.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
91. 201. 236. 158 |147.237. 77. 179 |kr ai ne e.mazi.idf.il ET SCAN NMAP -sS wi ndow 3072 1
58.220.2.5 147.237.8.28 [China e.nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
163. 172. 169. 150(147. 237. 0. 17 LKJ?i;:gom mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
58.218. 200. 137 [147.237.0.35 |[China akaws. i df .i | ET SCAN Potential SSH Scan 1
106. 38. 241. 106 |147.237.76.86 |China navy.idf.il SERVER APAO_E Apac.he mod_ss| non-SSL connection to S 1
port denial of service attenpt
50. 245. 143. 138 |147.237.76.198|Whited Sates |e. yohal an.idf.il ET SCAN NVAP -sS w ndow 4096 1
105. 105. 193. 118|147. 237. 77. 216 |A geri a dover.idf.il Tehi | a def acenent attenpt (-Hacked By- sent to Véb Server) 1
50. 245. 143. 138 |147.237.76.198 |Uhited Sates [e.yohal an.idf.il ET SCAN NVAP -f -sS 1
104. 218. 120. 204(147.237.0.19 |Whited Sates |nadi matal .idf.il ET SOAN Behavi or al Lhusufally fast Termnal Server Traffic, 1
Potential Scan or Infection
93.174.89.146 [147.237.0.34 |[Netherlands  |tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
93.174.89.146 |147.237.0.16 |Netherl ands ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
91. 201. 236. 158 |147.237. 72. 156 |Lkrai ne anan. i df.il ET SCAN NMAP -sS wi ndow 3072 1
211.149. 244.79 |147.237.77.212|China e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 218. 200. 137 |147.237. 76. 200 |Chi na eitan. aka.idf.il ET SCAN Potential SSH Scan 1
139. 162. 13. 205 [147.237.76. 42 |S ngapore refuah.idf.il SERER APAO_E Apac.he mod_ssl - non- S8 connection to SS. 1
port denia of service attenpt
58.218. 200. 137 |[147.237.0.16 [China ny-kosher-kravi.idf.il  [ET SCAN Potential SSH Scan 1
105. 105. 193. 118(147. 237. 77. 216 |A geri a dover.idf.il WEB- O3 finger access 1
50. 245. 143. 138 |147.237.76.198|lhited Sates |e.yohal an.idf.il ET SCAN NVAP -sS w ndow 2048 1
105. 105. 193. 118(147. 237. 77. 216 |A geri a dover.idf.il Tehila - Perl LWP wth fake user agent 1
41.200.182. 71  (147.237.77.216 |A geria dover.idf.il ET VB SERVER Poi son Nul | Byte 1
105. 105. 193. 118|147. 237. 77. 216 |A geria dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
93.174.89.146 |147.237.76.30 |Netherlands  [hinush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1




09-26-2016-19:04:09 to 09-26-2016-20:04:09

|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
105. 105. 193. 118|A geria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 581
41.200.182.71 |Ageria 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 52
109. 65.130. 67 |l srael 147.237.77.233|atal .idf.il  |Bad TCP sequence izge”ansmt with different wndow) ooivor |30
71.183.215.210 lhited Qates |147.237.77.233|atal.icf.il  |Bad TOP sequence i;';e”ansm wth different wndow) oivor |25
80. 246. 138. 110 I srael 147.237.72.166|akaidf.il  |Bad TCP sequence mﬁsg La”sm't wthdifferent | onitor |19
62. 0. 200. 225 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 17
46. 19. 85. 230 I srael 147.237.76.42 [refuah.icdf.il |Bad TCP sequence Inval i d ACK nunber noni t or 17
109. 65.130. 67 |l srael 147.237.77. 234 |nal ag.if i1 |Bad TCP sequence i’;:;e”ansm with different wndow) ooivor  [15
46. 19. 85. 230 I srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence Invalid ACK nunber alert 14
46. 19. 85. 233 I sr ael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 14
185.32.179.215 |Israel 147.237.72. 166 |aka. i df .i SYN Att ack SYN -> SYN-ACK -> RST noni t or 13
80. 246. 138. 110 |lsrael 147.237.72. 166 |aka.idf.i SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
109. 253. 215. 161 |l srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 8
46. 19. 86. 212 I srael 147.237.72. 166 |aka. i df .i SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 8
80. 246. 138. 110 |lsrael 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 8
46. 19. 85. 160 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 7
85.64.124.34  [Israel 147.237.72. 166 |akaidf.il  [Bad TCP sequence mﬁsg reansm wehdifferent  Jopnitor |7
46. 19. 85. 162 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
80. 246. 138. 110 |l srael 147.237.72. 166 |aka. i df.i | Bad TCP sequence Invalid ACK nunber alert
2.55. 144. 30 I'srael 147.237.77. 243 |t e, i o 11 |7 AM NG Engine: TP Invalid Inval i d segrent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
176. 13. 234. 118 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or
80. 246. 138. 110 [l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nvali d ACK nunber noni t or
95.86.94.101  |Israel 147237, 72. 166 |aka i 11 | ! €M NG Bngine: TCP Invalid nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
176.13.5.74 I srael 147.237.76.42 [refuah.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
80. 246. 138. 110 [Israel 147.237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout alert 6
46. 19. 85. 162 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 86. 212 | srael 147.237.72. 166 |aka. i df il drop First packet isn't SN drop 6
77.127.53.132  |israel 147.237.77. 243 |t e, i o 11 |7 AM NG Engine: TGP Invalid Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 5
46. 19. 85. 162 I srael 147.237.76.31 |nakchal .idf.il [Bad TCP sequence I'nvali d ACK nunber alert 5
217.132.37.126 |lsrael 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> RST noni t or 5
176.13.5. 74 I 'srael 147.237.76.42 [refuah.idf.il |Bad TCP sequence Inval i d ACK nunber alert 5
217.132.37.126 [Israel 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
46. 19. 85. 162 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 86. 212 I sr ael 147.237.72. 166 [aka. i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout alert 4
46. 19. 86. 33 | srael 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST noni t or 4
46.19.86.24  |Israel 147.237.76.31 |nakchal .idf.il [Bad TOP sequence mﬁ;c:;ansm wehdifferent Joonitor |4
85. 65. 186. 62 I sr ael 147.237.72. 156 |anan.idf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
185. 120. 126. 13 |l srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop
46.19.85.184  |[israel 147.237.72. 166 |akaidf.il  |Bad TCP sequence mﬁsg :"”S"“ wthdfferent | onitor |4
77.138.88.53  |France 147. 237, 76. 200 |ei tan. aka i of .| | @M NG Engi ne: TCP Invalid Invalid segent retransmssion. drop 4
Ret r ansni ssi on Packet dr opped.
46.19. 86. 24 I'srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence mﬁsg :"”SW wehdifferent Joonitor |4
85.65.186.62  |[Israel 147.237.72. 156 [anan.idf.il  [Bad TCP sequence mﬁsg reansm wehdifferent  Jopnitor |4
46.19. 86. 13 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber moni t or 4
84.110.176. 46  |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 3
160.39.82.247 |[wnited Sates |147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 3
37.26.149.248 |Israel 147.237. 72. 166 [aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
185. 3. 147. 225 | srael 147.237.72. 166 |aka. i df il Bad TCP sequence Invalid ACK nunber noni t or 3
105. 105. 193. 118|A geria 147.237.77. 216 |dover.idf.il [SYN Attack SYN -> SYN-ACK -> RST noni t or 3
176. 13. 245. 178 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
105. 105. 193. 118|A geria 147.237.77.216|dover. i df . il Mil ti pl e Unhaut hori zed URL Access from 105. 105. 193. 118 Bl ock 1261
41.200.182.71 |Ageria 147.237.77. 216 |dover . i df . i | Ml tiple Uhauthorized URL Access from41. 200. 182. 71 B ock 474
41.200.182.71 |Ageria 147.237.77. 216 |dover.idf . il PHP At t enpt B ock 18
2.53.133.70 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock
79.179.162. 67 |Israel 147.237.77. 170 |n@ar achot . i df . i | [Distributed Wnaut horized HITP Mt hod B ock
41.200.182.71 |Ageria 147.237.77. 216 |dover.idf . il Mil tipl e Admin Bl ocking from 41.200.182. 71 B ock
83.22.248.194 |Pol and 147. 237.72. 166 |aka. i df . i | m;li(:.”it;d. i'“lr}a#;ihn(;uoﬁ(/j d';f;ﬂ??' ;;’;XK”OV‘" UL on B ock 3
37.26.149.241 |[israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
79.178. 33. 57 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 79.178. 33. 57 Bl ock 3
46.19. 85. 92 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
194. 242.168. 39 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for aka.idf.il/mai n/sachar B ock 3
46. 19. 86. 87 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 3
79.178.158. 143 [lIsrael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uaut hori zed URL Access to wwu chi nuch. aka. i df .il/404. htm B ock 2
109. 253. 144. 119|I srael 147.237.72. 166 |aka. i df . i | Distributed Unauthori zed URL Access on waw aka. i df.il/main/ B ock 2
212.25.102.63 |[Israel 147.237.77. 216 |dover.idf .il Distributed Abnormal Iy Long Request Bl ock 2
77.138.109.4  |France 147. 237.72. 166 |aka. i df . i | m ;Lsult sfd. iﬂ“f#;ihrjréiz;js /'\fé:sfhzf:{w}fnoim&gxon Bl ock 2
109. 64. 87. 214 |l srael 147.237.77. 170 |maar achot . i df . i | |Dstributed Unaut hori zed HTTP Met hod B ock 2
109. 64. 87. 214 |l srael 147.237.77. 170 |n@ar achot . i df . i | |Unhauthori zed LR Access to maarachot.idf.il/pdf/files/ 1/ Bl ock 2
79.177.32.115 |Israel 147.237.77.74 |lawidf.il Ml tiple Uhauthorized URL Access from 79.177.32. 115 B ock 1
204.79.180.66 |[Lited Sates |[147.237.72.166aka.idf.il Uhaut hori zed Met hod PCST for waw aka. i df.il/ishurininai n/ B ock 1
139. 162. 13. 205 |S ngapore 147.237.77.234|hal ag. i df .i | %ﬁﬁﬂ?ﬁfﬁfg Protocol violation None 1
66.249. 66. 179 I srael 147.237.76.31 |nakchal .idf.il ﬂ?fﬂzgg_”?éégﬂﬁ‘pfgfgs:gg’fi | o5/ 8/ 1668. doc Bl ock 1
105. 105. 193. 118|A geria 147.237.77.216 |dover. i df . il Unaut hori zed URL Access to waw i df.il/uni scan965/ Bl ock 1
46. 19. 86. 182 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1136- he/ at al . aspx B ock 1
212.76.122.94 |[israel 147.237.77. 216 |dover.idf . il Uhaut hori zed LRL Access to waw i df . il/aman/ sitel defaul t. asp B ock 1
71.183.215.210 |lhited Sates |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/favi con.ico B ock 1
185.89.217.230 [Netherlands  |147.237.76.42 |refuah.idf.il Vﬁl Ier ﬁg.oztealR.)io:jf E: ' /eCtlolr r{ages/ shar ed/ hore. png Bl ock 1
66.249.64.85  |Israel 147.237.76. 200 |ei tan. aka. i df . i | m”;"‘t"anpaarkznfzfr i T?TBSQT::/teiitr;n. asix None 1
46. 19. 85. 210 I srael 147.237.77. 216 |dover . i df . i | Illegal HITP Version _pk_ses. 20. 8af c=* B ock 1
79.177.32.115 |Israel 147.237.77.74 |lawidf.il Unaut hor i zed HTTP Met hod B ock 1
2.55.144. 30 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code Bl ock 1
164. 138.126. 28 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to wan aka. i df .il/sites/ hashal / defaul t. aspx B ock 1
66.249.69. 228 [Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wwidf.il/atal 1/izkor/ vi ew i ng. asp B ock 1
46.121. 112. 160 |[lIsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx Bl ock 1
106. 38. 241. 106 |Chi na 147.237.76.86 |navy.idf.il Lhtraceabl e SIS Sessi ons: Protocol violation (SSLGON QLIENT HALQ  |None 1
41.200.182.71 |Ageria 147.237.77. 216 |dover.idf . il NULL Character in URL /[[#0]] B ock 1
213.57.46.70  [Israel 147.237.76.42 [refuah.idf.il  [J5 020 b fori zed etﬁaﬁczf; on Bl ock 1
190. 142. 222. 59 |Venezuel a 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/https:/wanidf.il/ B ock 1
66.249. 64.166 |l srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“ltg‘?rc"le??/g;eggfﬁm s/ 1 st chi | ddocument s/ 1710 Bl ock 1
109. 253. 144. 119|1 srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized URL Access from 109. 253. 144, 119 B ock 1
84.100.36.149 [Israel 147.237.77. 233 atal .i df . | e St horized R pessuls B ock 1
Mal fornmed URL
46.19.85.210  [Israel 147.237.77. 216 |dover . i df . i | _pk_i d. 20. 8af c=151ef a73691d5696. 1469720625. 9. 1474906331. 14749 |B ock 1
06331 ;
31.168. 1. 202 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspi ci ous Response Code Bl ock 1
212.25.102.63 |[Israel 147.237.77. 216 |dover.idf . il Distributed Il1egal HITP \ersion B ock 1
79.177.95.252  |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Request Content Type text/ping Bl ock 1
165.225.86.55 |Lhited Sates |147.237.72.166 |aka. i df . i | m“;?: riid??idlmlh;d mTﬁTm ;togs/i rer. asp Bl ock 1
66.249.76.30  |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;“ltg‘?rc"le??/g;eggfﬁm s/ 1 st chi | ddocument s/ 1711 Bl ock 1
62. 90. 49. 25 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df . i/ main/gi yus/ yahash2017 B ock
79.179.162.67 |[Israel 147.237.77. 170 |maar achot . i df . i | |Mil tipl e Unaut hori zed URL Access from 79. 179. 162. 67 B ock
77.138.167.111 |France 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
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