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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 18
79.181. 195. 175 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
8. 37.237. 141 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 3
79.178. 60. 82 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
186. 167.17. 116 \enezuel a 147.237.8. 28 e.nobil e-ks.idf.il |L4 Source or Dest Port Zero drop 3
2.53.8.213 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
77.138.52. 97 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
46. 116. 40. 222 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
84.108. 91. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
188. 138. 102. 157 Ger nany 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
93. 174. 94. 235 Net her | ands 147.237.76. 44 e.refuah.idf.il B ack List drop 1
188. 138. 102. 157 Ger nany 147.237.76. 42 refuah.idf.il B ack List drop 1
46. 116. 40. 222 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 86 navy.idf.il B ack List drop 1
188. 138. 102. 157 Ger nany 147.237.76. 38 eeneitav.idf.il B ack List drop 1
61.147.110. 17 Chi na 147.237.76. 31 nakchal .idf.il JLM Under Attack Con_Tcp drop 1
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Oount

80. 246. 138. 197 I srael 147.237. 72. 166 aka.idf.il ]13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste Signature

72.44.88.57 147.237.8. 24 Lhited Sates elifestyleidf.il @GPL SCAN super scan echo 1
212.116.72.226  [147.237.76.148 |Sweden gacent er . aka. i df .i | ET SCAN NMAP -sS wi ndow 3072 1
66. 249. 66. 18 147.237.77.170 |Wnited Sates n@ar achot . i df .i 1 ET SCAN NVAP -sA (2) 1
211. 149. 244. 79 147. 237.76.198 |Chi na e yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
41. 215. 36. 46 147.237.8. 46 Kenya e.chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 129. 148. 230 |147.237.76.38 |Latvia eenmeitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
2.53.161. 167 147.237.77.216 |israel dover.idf.il portscan: TCP D stributed Portscan 1
95.163. 144. 203  [147.237.8.14 Russi an Federation |e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 158 147.237.76.202 |kraine e halag.idf.il ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
89. 248. 172. 103 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.248.172.103  [147.237.0.16 Net her | ands ny- kosher -kravi .i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
72.44.88.57 147. 237. 8. 45 Lhited Sates eeitanidf.il GPL SCAN super scan echo 1
66. 249. 93. 85 147.237.77.216 |Europe dover.idf.il ET SCAN NVAP -sA (2) 1
212.116.72.226  [147.237.76.148 |Sweden gacent er . aka. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
46.183. 223. 228 147.237.77.121 |Latvia e navy.idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 98 147. 237. 76. 86 Lhited Sates navy.idf.il ET DRCP Bshiel d B ock Listed Source 1
37.220.31.10 147.237.72.14  |United Ki ngdom dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
163. 172. 129. 15 147.237.0. 33 Uhi ted Ki ngdom idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 158 147.237.76.202 |Wkraine e halag.idf.il ET SCAN NVAP -sS w ndow 4096 1
89.248.172.103  [147.237.76.44  [Netherl ands e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89. 248. 172. 103 147.237.0. 17 Net her | ands mny-kosher -kravi .i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
72. 44. 88. 57 147.237. 8. 46 Lited Sates e. chinuch.i df .il GPL SCAN super scan echo 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Gountry |Target Address ([Ste Signature Action ‘Count
8.37.237.141 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 146
84.229.28.9  [israel 147.237.77. 234 |hal ag. i of . i Bad TCP sequence mdrsvr;n;"lt wehdfferent | onitor |50
8.37.237.141 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 47
223.24.36.2 Thai | and 147.237. 77. 243 |robi | e. i df . | Streamng Engi ne: TCP Invalid segnent retransmssion. |, 30
Inval i d Retransnission Packet dr opped.
37 26.146. 251 |1 srael 147 237 77. 226 | chamat z. aka. i df |t rea'n'l ng Engi ne'i TCP Inval id segnent retransnssion. drop 24
il Invalid Retransn ssion Packet dr opped.
82. 145. 220. 150 |Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 19
5.22.134. 207 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 17
107. 167. 112. 131 |thited Sates 147. 237.77. 216 |dover.idf.i| SYN At tack SYN -> SYN-ACK -> RST monitor |14
46. 19. 85. 63 I srael 147.237.77. 234 |hal ag.idf . il Bad TCP sequence Inval i d ACK nunber nonitor |13
46. 19. 85. 63 I srael 147.237.77. 234 |nal ag.i df .i | Bad TCP sequence Invalid ACK nunber alert 13
176.13.17.13 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST monitor |12
46. 19. 86. 142 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber nonitor |12
46.19. 86. 130 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
185. 124. 246. 133|Lebanon 147. 237.77. 176 |nat pash. i df . i | drop First packet isn't SWN drop 11
46. 19. 86. 130 I srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber monitor |10
46.19. 86. 104 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
93.173.78. 63 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Tineout [monitor |8
46.19. 85. 173 I srael 147.237.0.34 |[tikshuv.idf.il Bad TCP sequence Invalid ACK nunber monitor |8
46. 19. 86. 104 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 8
87.69. 77. 59 I'srael 147.237.76.200 |eitan. aka. i of . Streamng Engi ne: TCP Invalid segnent retransmssion. |, 8
Inval i d Retransnission Packet dr opped.
46.19.85.238  |[israel 147.237.77. 226 [\ chamatz.aka.idf a4 TOP sequence Invalid ACK nurber moni tor |7
80. 246. 136. 247 |l srael 147. 237. 72. 156 |anan. i df . i | SYN At tack SYN -> SYN-ACK -> RST monitor |6
46. 19. 85. 180 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 86. 130 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 180 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 63 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber alert 6
176. 13. 11. 242 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 6
46. 19. 85. 63 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
5.28.180. 78 | srael 147.237.72.166 |aka.idf . il dr op Frst packet isn't SYN drop 6
66. 102. 9. 145 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
176. 13. 229. 110 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46.19. 86. 142 I srael 147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> RST monitor |5
77.124.37. 48 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout |nonitor 5
77.124.37.48  |israel 147. 237. 77. 216 |dover i of .1 Bad TCP sequence wﬁtﬁ;ﬁlﬁfth monitor |5
213.57.97.83 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 5
46. 19. 86. 142 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber alert 5
46.19. 85.52 I srael 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST monitor |5
46. 19. 86. 130 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber aert 5
2.53.21.108 I srael 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Tineout [monitor |5
79.181.195. 175 |Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
141. 226. 218. 49 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni tor |4
46. 19. 85. 35 I srael 147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> RST monitor |4
185. 32. 179. 207 |lIsrael 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST monitor |4
87.70.27.28 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
46. 19. 85. 144 I srael 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST monitor |4
46. 19. 86. 94 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
2.53.21.108 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
142.54.184.90 |Whited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
37.60. 149. 68 _’?j”els: io:‘;‘:"”acupi o [147-237.77. 176 |nat pash.i f i1 drop Frst packet isn't SN drop 4
109. 253. 218. 141 |l srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 4
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
80. 246. 138. 164 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 92
79.176.9.9 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 12
79.181.229.230 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/main/scripts/css3pie. htc B ock
107. 161. 12. 66  |Canada 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for v aka. i df.il/main/m ui nfabout.aspx |B ock
79.176.9.9 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/sip storage/files/2/ B ock
Lhited . - Unaut hori zed Met hod PCBT for
207. 158. 4. 66 Sates 147.237.72.166 |aka. i df . i | vown aka, i df i |/ mai n/ r abanut / gener al . aspx B ock 4
109. 253. 150. 175]I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock
192. 116. 232. 69 |l srael 147.237.77.216|dover.idf .l Mil ti pl e Unaut hori zed LRL Access from 192. 116. 232. 69 B ock
Dstributed Paraneter Type Mol ati on on
79.181.198.49 [Israel 147.237.76.42 |refuah.idf.il waw ref ua. atal . idf.il/1518-he/ ref uah. aspx par anet er B ock 2
ct| 00$Cont ent P aceHol der 1$t xt Last Nane
2.53.20.241 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 2
. . D stributed Unauthori zed Method for Known URL on
77.139.186.40 |France 147.237.72. 166 |aka. i df . i | vaww aka. i df .i |/ mai n/ gi yus/ yahash2017/ | obby. asp Bl ock 2
109. 253. 129. 143|l sr ael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Qode B ock
37.26.146.174 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Gode B ock
. . . Paraneter Type M ol ati on Qurrent Password in
84.94.185.252 |[Israel 147.237.77.243|nobi l e. i df . i | nobi | e. i df i | / sachar/ changepassvor d B ock 2
68. 180. 231. 57 gﬁ;ttg: 147.237.77.216|dover.i df . il Par aneter Type Mol ati on PageNumin waw i df . il/1362- he/ dover.aspx  |Bl ock 1
Lhited . . . . . .
157.55.39.135  |q o oo 147.237.72. 166 |aka. i df . i | Unknown Paraneter catid in aka. idf.il/nai n/sachar/fag. aspx None 1
www. ch z.aka.i i
37.26.146.251 |Israel 147. 237. 77. 206 |V ChAMAL Z. @KA. T Juhaut hori zed LR Access to B ock 1
df.il wawv chamat z. aka. i df . i1/t enpl at es/ honepage/ honepage. aspx
84.102. 207. 253 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for ww aka. i df . il/gi yus/ kadat z/ B ock 1
79.181.112. 236 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/main/ Bl ock 1
77.139.152.86 |France 147.237.72.166|aka. i df . i | Uhaut hori zed URL Access to wwu aka. i df.il/pictures B ock 1
Lhited . - D stributed Unauthori zed Method for Known URL on
66.102.9.2 Sates 147.237.72. 166 |aka. i df . i | vow aka i df . i 1/ mai n/ home/ def aul t . aspx B ock 1
5.22.134.210 | srael 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Qpen Mde None 1
. . DO stributed Whaut horized URL Access on
80.246.130.98 |l srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
77.124.16.202 |[Israel 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
157. 55. 39. 251 LSqulatt:s 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock 1
46.19.86.9 I srael 147.237.0.34 |tikshuv.idf.il Distributed Il1egal HITP \ersion B ock 1
. . D stributed Uhauthorized URL Access on
84.229.28.9 I srael 147.237.77.234|hal ag. i df . i | 147.237. 77, 234] i nages/ shar ed/ bul | et 1. g f Bl ock 1
Lhited . - D stributed Unauthori zed Method for Known URL on
66. 161. 136. 2 Sates 147.237.72. 166 |aka. i df . i | vow aka i df . i 1/ mai n/ home/ def aul t . aspx B ock 1
5.102.242.6 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
80.246.136.40 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
79.177.19.100 |l srael 147.237.72. 166 |aka. i df . i | vown aka. i df .i |/ nai v sachar/ rai | box, aspx None 1
. . Unaut hori zed Met hod PCBT for
77.138.13. 32 Fance 147.237.72. 166 |aka. i df . i | waw aka. i df . i |/ nai n/ gi yus/ bookl et s. aspx Bl ock 1
. . . Unaut hori zed URL Access to
180.76.15.29  |China 147.237.76.42 (refuah.idf.il 147, 237. 76. 42/ 994~ 8905- he/ r ef uah. aspx Bl ock 1
. ] Uhknown Paraneter asmin
85.65.112. 147 |Israel 147.237.72. 166 |aka. i df . i | vaww aka. i df . i |/ mai n/ gi yus/ yahash2017/ | obby. aspx None 1
46.19.86.9 I srael 147.237.0.34 |tikshuv.idf.il Distributed Unknown HTTP Request Met hod B ock 1
79.181.198.49 [Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to www refua. atal.idf.il/1518-he Bl ock 1
Unknown Par arret er
2.53.26.171 I srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl aceHbl der $enai | Updat e$r pt Enai | Subj ect sL |None 1
i st $ct | 00$chbENai | Subj ect in ww aka. idf.il/nain/giyus/fag. aspx
78. 46. 23. 198 Ger many 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for v aka. i df . i|/yohal an/ B ock 1
66.249.64.112 [Israel 147.237.77. 176 |nat pash. i df . i | Distributed Unaut hori zed LRL Access on vww cogat . i df . i|/894-ar B ock 1
] . Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$t xt Enai | in
24.141.53. 30 Canada 147.237.77.216|dover.i df . il wan i dff . i | / 1038- en/ dover . aspx Bl ock 1
79.180.96.201 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ t ext . css B ock 1
77.138.109.97 |France 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: (pen Mbde None 1
192, 116.172. 25 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
. - Unaut hori zed Met hod PCST for
89.237.76.204 |Rance 147.237.72.166 |aka. i df . i | vow aka. i o i 1/ il ui it enpl at es/ hone. asp B ock 1
46. 19. 86. 142 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
2.53.146. 55 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.176.9.9 I srael 147.237.76.31 |nakchal .idf.il Mil tiple Uauthori zed URL Access from79.176.9.9 B ock 1
. . Unaut hori zed URL Access to
66. 249.76.58 I srael 147.237.72.166 [aka. i df . i | aka.idf.il/sites/resources/ chi nuch/styl es/inport/bottonmavi gat on. asp Bl ock !
157. 55. 39. 60 g;:: 147.237.72. 166 [aka. i df . i | Uhknown Paraneter catid in aka.idf.il/main/snalinismali maspx None 1
. ; O stributed Whaut horized URL Access on
79.180. 184. 184 |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
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