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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
109. 253. 222. 62 | srael 147.237.77. 216 dover.idf.il |TQP handshake violation, first packet not syn drop 6
209. 126. 136. 2 Lhited Sates 147.237.76. 177 ncore.idf.il |Back List dr op 1
45.117.244.9 FHji 147.237.0. 34 tikshuv.idf.il|JJLMPurple Gon Linmt_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

27.97.139.181 [147.237.76.200|India eitan aka. idf.il GPL SCAN nmap TCP 4
188. 120. 154. 19 |147. 237. 77. 216 || srael dover . idf.il portscan: TP D stributed Portscan 1
110. 142.17. 64 [147.237.0.16 |Australia ny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
109. 65. 87. 132 [147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
91. 201. 236. 158 |147. 237. 72. 166 |Ukrai ne aka.idf.il ET SCAN NVAP -sS w ndow 3072 1
79.181.96. 110 [147.237.77.216|lsrael dover.idf.il ET SCAN NVAP -sA (2) 1
46.116.200. 19 [147.237.72. 166 [l srael akaidf.il portscan: TCP D stributed Portscan 1
40.114.15.49 [147.237.72.14 |wited Sates dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
212.235. 31. 125 |147. 237. 72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
194. 106. 139. 19 [147. 237.77.74 |irel and lawidf.il ET SCAN NVAP -sS w ndow 4096 1
» 98 56. 16 147.237.0.33  |Wni ted K ngdom|idt il ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185, 119, 59, 235 |147. 237 72 14 |RUSSian dover i df i1 (ol d) ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
109. 253. 132. 92 |147. 237. 77. 216 || srael dover . idf.il portscan: TCQP D stributed Portscan 1
95. 163. 144. 203 |147. 237. 8. 14 RF;ZZ::tr‘ion e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
85. 250. 118. 200 [147. 237. 77. 216 || srael dover.idf.il portscan: TCQP D stributed Portscan 1
79.181.2.129  |147.237.72. 166l srael aka.idf.il portscan: TCP D stributed Portscan 1
45.117.244.9 |147.237.0.16 |Fji ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
213.151.38.67 [147.237.77.216|Israel dover.idf.il portscan: TCQP D stributed Portscan 1
37.26.147.196 |147.237.77. 216l srael dover.idf il portscan: TCP D stributed Portscan 1
201.38.68. 132 [147.237.72.14 |Rrazil dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
23.19.26.226 [147.237.72.166|lhited Sates  |[akaidf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address [Ste Signature Action ‘Count
Sreaning Engine: TGP Invalid i i ssi
223.24.36.2 Thai | and 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. |, 30
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
2.53.58. 76 I srael 147. 237, 77. 243 |robi 1 e, i of . i | 9 =9 Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dr opped.
31.154.92.237 |[Israel 147.237.77. 216 |dover.idf i drop First packet isn't SWN drop 24
109. 253. 145. 204 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 10
141. 0. 14. 215 Eur ope 147.237.77. 216 |dover.idf i SYN Attack SYN -> SYN-ACK -> RST noni t or 10
37.26. 147. 196 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop
37.26.147.196 |lsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
. . SYNWACKK retransmt with .
37.26.147.196 |l srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence di fferent vi ndow scal monitor |9
192.114. 168. 52 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 8
79.182.15.65  |Israel 147. 237.77. 226 "‘f"l’“ chamat z. aka. 1df | A t ack SYN -> SYN-ACK -> Tineout  |nonitor |8
80. 246. 139. 180 |l srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
. . SYNWACKK retransmt with .
80.246.138.30 |[lsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence di fferent vi ndow scal 6 noni t or 7
46. 19. 86. 130 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop
46.19. 86. 32 I srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
Sreaning Engine: TGP Invalid i i SSi
176.13.2.246  |israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
79.182.15.65  [Israel 147. 237. 77. 226 | W chamatz. aka. Tdf g4 TP sequence SINFACK retransmt wth moni tor |6
Ll different w ndow scal e
Sreanming Engine: TGP Invalid i i SSi
192.114.7.2 I srael 147. 237. 77. 243 |robi 1 e, i of . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
37.26.148.196 |lsrael 147.237.72. 167 |ishurimaka. i df .i| SYN Attack SYN -> SYN-ACK -> RST noni t or 6
192.116.55.97 |lsrael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 5
77.127.39.211 |lIsrael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
37.26. 147. 196 | srael 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 5
80. 246. 140. 123 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
37.26.148.196 |[lsrael 147.237.72. 167 |i shurimaka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
37.26.147.196 |lsrael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
. . SYNWACKK retransmt with .
2.53.21. 254 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence di fferent vi ndow scal 6 noni t or 5
37.26.147.196 | srael 147.237.0.34  |tikshuv.icf.il Bad TCP sequence SYNACK retransmt with monitor |5
di fferent w ndow scal e
79.181.28.218 |lIsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or
46. 19. 85. 198 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 4
80.246.136.85 | srael 147. 237.72. 166 |aka i of . i Bad TCP sequence SINFACK retransmt wth moni tor  [4
different w ndow scal e
46. 19. 85. 198 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor (4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 4
46. 19. 86. 87 I srael 147.237.77. 216 |dover.i df il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
77.127.39.211 |lIsrael 147.237.77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 4
46. 19. 86. 135 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |4
141. 0. 15. 222 Nor way 147.237.77. 216 |dover.i df il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
212.199.95.73 |[lIsrael 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 4
Sreaning Engine: TGP Invalid i i ssi
213.151.32. 163 | srael 147.237.77. 243 |robi | e, i of . i1 g =g Invalid segnent retransmssion. g 4
Ret r ansm ssi on Packet dr opped.
5.29.237.38 I srael 147.237.72. 156 |aman. i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or 3
Lhited P .
79.76.0.101 Ki ngdom 147.237.72. 166 |aka.idf.il dr op First packet isn't SN drop 3
46.19. 85. 101 I srael 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
217.132.55. 166 |lsrael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 3
37.26.148.196 |[lIsrael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence I nval i d ACK nunber alert 3
176. 12.160.5 | srael 147.237.72. 156 |anan.i df .i | dr op Frst packet isn't SWN drop 3
Sreaning Engine: TGP Invalid i i sSi
46.19.86.180  |Israel 147. 237. 77. 243 |robi 1 e i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
79.177.17.210 |Israel 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 3
. . SYNWACKK retransmt with .
37.26.149.207 |[israel 147.237.72. 166 |aka.idf .il Bad TCP sequence di fferent vi ndow scal 6 noni t or 3
46. 19. 86. 94 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or 3
79.182.15.65  |Israel 147.237.77. 226 | "}" chanatz.aka.1df |paq TOP sequence moni tor |3
185. 120. 124. 13 |Israel 147.237.72. 166 |aka.idf .i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
100. 92. 187. 182 147.237.72. 166 |aka.idf . i1 drop First packet isn't SN drop 2




09-26-2016-17:04:02 to 09-26-2016-18:04:02

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.46.37. 107 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 9
62. 159. 95. 94 Ger many 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method POST for ww aka. i df.i|/mai n/ sachar/kl al i . aspx B ock 5
Dstributed Paraneter Type Mol ation on
109. 253.141.5 |Israel 147.237.76.42 |refuah.idf.il vy refua. atal . idf.il/1518-he/ ref uah. aspx par anet er B ock 4
ct | 00$Cont ent Pl aceHbl der 1$t xt Last Nane
79.176.17. 94 I srael 147.237.72. 156 [aman. i df . i | D stributed Suspicious Response Code B ock 4
109. 64. 154. 232 |l srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 3
217.132. 112. 2321 srael 147.237.72. 156 [aman. i df . i | D stributed Suspicious Response Code B ock 3
46. 19. 85. 164 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.5.120 I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 85. 118 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
77.139.116.91 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for waw aka. idf.il/ishurim B ock 2
79.180. 170. 218 |l srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 85. 198 I srael 147.237.76.86 |navy.idf.il Dstributed Ml fornmed LR B ock 2
192.118.73.46 |Israel 147.237.77. 216 |dover.idf.il Paraneter Type Mol ation SearchText in wwidf.il/1065-he/ dover. aspx B ock 2
46. 19. 85. 198 I srael 147.237.76.86 |navy.idf.il Distributed Unknown HTTP Request Met hod Bl ock 2
2.55.56. 161 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
77.138.175.36 |France 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
79.178.172. 215 | srael 147. 237. 72. 166 |aka. i df . i | max:?f??/?am\;a‘;‘hjriﬁzgii;ra“ o zar e ster. aspx None |2
169. 229. 3. 91 Lhited Sates |147.237.72.166|aka.idf.il Mitiple Illegal Byte Qode Character in Method from169. 229. 3. 91 B ock 1
67.53.18. 178 Lhited Sates [147.237.77.216|dover.idf.il SSL Untraceabl e Connection - Cpen Mde None 1
Ill1egal HITP \ersion
_pk_ref.27. 434e=9%6BYR2%229R CYR2%229%R2 C1474899725%2CYR2ht t ps9B
46.19. 85. 198 I srael 147.237.76.86 |navy.idf.il AYRFYRFwWw. googl e. co. i | YRFIR296D; B ock 1
_pk_i d. 27. 434e=6e0b1db255ebe0b2. 1474899725. 1. 1474899725. 147489
9725.; _pk_ses. 27. 434e=*
80.179. 9. 115 I srael 147.237.77. 170 |maar achot . i df . i | |Distributed Whaut horized HTTP Met hod B ock 1
2.55.148. 254 | srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
77.138.200.77 |France 147.237.72. 156 |anan. i df . i | Unaut hori zed LRL Access to waw aran. i df.il/favicon.ico B ock 1
176. 13. 233. 183 |l srael 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock 1
113. 103. 82. 244 |China 147.237.72.166|aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/wp-1ogin. php B ock 1
66.102. 6.3 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Met hod POST for v aka. i df . il /sachar B ock 1
87.69. 211. 75 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
212.76.124. 226 |lsrael 147.237.77.216|dover. i df .il Uhaut hori zed URL Access to v idf.il/https:/wwnidf.il/ B ock 1
79.178.251.128 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
169. 229. 3. 91 Lhited Sates |147.237.72.166|aka.idf.il Mil tipl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
68.180.231.57 |lhited Sates |[147.237.77.216|dover.idf.il Paranet er Type M ol ati on PageNumin v i df.il/1361- he/ dover. aspx Bl ock 1
46.19. 86. 178 I srael 147.237.76.42 |refuah.idf.il Dstributed Il1egal HITP \ersion B ock 1
109. 65. 14. 79 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
80.179. 9. 115 I srael 147.237.77. 170 [n@aar achot . i df . i | |Whauthori zed LR Access to maarachot.idf.il/pdf/files/ 7/ Bl ock 1
37.26.146.231 |[Israel 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to www cogat . idf.il/894-ar B ock 1
217.194. 206. 217 |l srael 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wwyidf.il/kesher B ock 1
176. 195. 157. 165 :Z:::t”i o |147-237.72. 166 |aka i df .i mu;ﬂgr: (Z‘f.di I'\ﬁgiog/ ;C?IS; z.:yun/ i yunsumrar y. aspx Bock |1
113. 103. 82. 244 |Chi na 147.237.77.216|dover.idf .il PHP Att enpt B ock 1
66.102. 9.8 lhited Sates |147.237.72.166|aka.idf .i | m;:(zuit;d. i?}a#;wuoﬁ‘/’ d';f;:??.;g;xmom UL on Bock |1
Illegal Paraneter Encodi ng
89. 139. 182. 120 |l srael 147.237.76.42 |refuah.idf.il ct | 00$Qont ent P aceHbl der 1$ddl Subj ect Text H dden in None 1
ww refua. atal . idf.il/1518-he/ ref uah. aspx
46.19. 85. 198 I srael 147.237.76.86 |navy.idf.il Aonornal |y Long Request request version B ock 1
212.117. 153. 194|I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/val t ami mai n/ sel ect usert ype. asp |B ock 1
68.180.231.57 |nited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df . il /dover/sitel nai npage. asp B ock 1
169. 229. 3. 91 Uhited Sates |147.237.77.235(sviva.idf.il Mitiple Illegal Byte QGode Character in Mthod from169. 229. 3. 91 B ock 1
46.19. 86. 178 I srael 147.237.76.42 |refuah.idf.il Dstributed Ml forned LR Bl ock 1
109. 67.136. 38 |l srael 147. 237. 76. 147 [chi nuch. aka. i df . i|Unhaut hori zed LRL Access to waw chi nuch. aka. i df . i1/404. htm B ock 1
80. 246. 136. 197 | srael 147.237.77. 243 |nobi | . i df . i | g‘e"s;i fr'])e Untraceabl e S Sessions from80.246. 136. 197 (tnknown S 1\, 0 |y
37.26.149.134 |Israel 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
77.139.154.129 |France 147.237.72. 166 |aka. i df . i | m“;g'i' gfe_di I'\f;}orf; gFiﬁTs /fn?ryun /b yunder ugt af ki i m aspx Bock |1
180. 76. 15. 13 Chi na 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 994- 9014- he/ ref uah. aspx  |B ock 1
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